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1. Overall Description:

T2 thanks SA3 for the LS in S3-040876 (T2-040388) providing additional information about the WLAN authentication concepts. T2 has studied the definitions and proposals provided by SA3. The following issues have been identified to be resolved by T2:
1. SA3 desires a generic AT command to run EAP authentication with the MT. This generic command shall be used by the TE regardless the functional split applied between the MT and the UICC.
2. SA3 has identified security risks with the 2G/3G authentication data leakage into an open platform like a PC-based TE via the UICC generic access commands.
T2 have studied these issues and came to the following conclusions:
1. For the provision of the generic AT command to rum EAP authentication from the TE, T2 prefers option 2 as proposed by SA3, i.e. to define new AT commands for this purpose of EAP authentication. T2 have approved a corresponding CR against 27.007 introducing these commands. The CR is provided in T2-040468.

2. The T2 suggested solution is to forbid the transmission of the authenticate command by the MT in 2G context to the SIM/UICC, but enable the transmission of the authenticate command by the MT in other contexts. T2 have approved a corresponding CR against 27.007 to improve the security in the usage of the UICC generic access command. The CR is provided in T2-040453.
2. Actions:

To SA3 group.

ACTION: 
T2 asks SA3 to update TS 33.234 to modify the EAP authentication procedure description by utilising the AT commands introduced in TS 27.007
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