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Executive Summary 

Topics discussed at this meeting included, Generic User Profiles, AT commands, various Liaison Statements and other logistics for this week’s joint  meeting, and meeting procedures.

General:

At the T2 Opening Plenary a decision was made to close SWG2 after this week’s meeting, and carry on the work under T2.

The meeting was opened by Mr. Prem Sood (Sharp) as Chairman Pro Tem on 3:00 pm, 19th April 2004, and the delegates were welcomed to this meeting.  

The Chair Pro Tem volunteered for the secretary duties for the meeting.

The proposed Agenda of the meeting in Draft 2 of T2-040180 was approved.

AT Commands – 

An LS was received from T3 on a CR to 27.007 REL 6, T2-040193. 

A CR on Logical Channel support was presented by Axalto, T2-040191. As a result to f the discussion, an LS to SA3 was approved, T2-040230. A CR for part of 191 was approved in T2-040229, and is presented for approval. The rest of 191 was updated in T2-040228 but not approved. However, 228 was approved for attaching to the LS in 230 

Generic User Profiles – 

A Joint Meeting with CN4 was held on April 20th, and the Report is in T2-040183. The input documents from SWG2 for the Joint Meeting with CN4 were reviewed. 

CN4 were informed that T2 has decided to close SWG2 and would like to trasfer TS23.241 and TS24.241 to another WG. CN4 are planning to discuss this tipci at heir netx meeting.

1 outgoing LS, T2-040231 arising out of the Joint meeting discussions  was approved and is presented to T2 for Approval..

One CR to 23.241 were reviewed and is presented to T2 for Approval, T2-040197.

Future Meetings:

None. SWG2 is closed. 

Other Items Executive Summary from SWG2 meeting - 

None

Output Change Requests – 

	TDoc
	Title


	Source
	Comment 

	T2-040197
	CR 23.241 Rel-6: Correction of naming of structural main parts
	T-Mobile
	

	T2-040229
	Section 9.2 changes from 191
	Axalto
	


Output Liaison Statements – 

	TDoc
	Title


	Source
	Comment 

	T2-040230
	LS to SA3 on AT Commands 27.007 Security
	Axalto
	

	T2-040231
	LS to SA2, CN4 on Transfer of T2 GUP TS’s
	SWG2 Chair
	


Other Documents for T2 Approval– 

	TDoc No.
	Title
	Source
	Commenst

	T2-040183
	REPORT - JM T2SWG2-CN4 on GUP 
	SWG2 Chair
	


ES
Detailed Report 

1. Opening of the meeting  

The Chair Pro Tem,  Prem Sood, Sharp, opened the meeting at 3.00 pm on Monday, 19th April 2004, and the delegates were welcomed to this meeting.  

The Chair welcomed everyone to Edinburgh UK, and thanked the European Friends of 3GPP for hosting the meeting.

The Chair volunteered to share the secretary duties for the meeting.

13 delegates attended the meeting.

The Meeting closed at 11.25 am on Thursday April 22.

1.1. Approval of the proposed Agenda  

Document – T2-040181

	TDoc No.
	Title
	Source
	Status

	T2-040181
	Draft 2 SWG2 meeting agenda
	SWG2 Chair
	Approved


Presented by – 

Chairman.

Resolution – 

The draft 2 of the agenda was approved. 

1.2. Co-Located Joint and Dedicated Meetings Schedule  

JM with CN4 is scheduled for Tuesday April 20th.
1.3. Future Joint and Dedicated Meetings Schedule  

None. SWG2 is closed after this meeting 

	Meeting
	Date


	Venue
	Comment 

	
	
	
	


1.4. Review of previous Action Points  

Tdoc Draft1 T2-040181 
	AP Description
	Assigned to
	Due
	Status & Comments

	15.2 -  to review Specs 22.240, 23.240 related to Generic User Profiles. 
	All SWG2
	Recurring
	See below

	22-2 - Review SA3 specs on GUP
	All SWG2
	#23
	Members to review. Pending to #24

	24.1 – Re 24.241, Consider best way forward, such as propose changes
	P. Voskar
	#25
	Pending a decision to transfer to a WG

	24.2 – 2 week review of PCCA connection type UMTS-GPRS, send  response
	P. Sood
	#25
	Done, email decision -defer to SWG2#25

	
	
	
	


Action 15.2 is a recurring action, i.e. there is no due date.  The Action is for all members to review TS 22.240 and 23.240 on an ongoing basis.  

1.5. Appointment of Rapporteurs

2 Items for immediate discussion.

Joint Meeting with CN4 on Tuesday April 20th

The following items were discussed

Preparation for the JM with CN4 on April 21

Agenda 

SWG2 Presentation of TS’s

Tdocs 182, 184, 185, 186, 187, 225, 226
Document – T2-040182
	TDoc No.
	Title
	Source
	Status

	T2-040182
	JM T2SWG2-CN4 on GUP Agenda
	Co Chair
	reviewed


Presented by – 

Prem Sood

Discussion – 

Draft 3 was reviewed.

Resolution – 

Reviewed

Document – T2-040186>225
	TDoc No.
	Title
	Source
	Status

	T2-040225
	TS 23.241 Status and General Description
	Rapporteur
	reviewed


Presented by – 

Kurt Bischinger

Discussion – 

Reviewed, formatting in 225

Resolution – 

Reviewed

Document – T2-040187>226
	TDoc No.
	Title
	Source
	Status

	T2-040226
	TS 23.241 Coordination Items – 187 reformatted
	Rapporteur
	reviewed


Presented by – 

Kurt Bischinger

Discussion – 

Reviewed, formatting in 226

Resolution – 

Reviewed

Document – T2-040184
	TDoc No.
	Title
	Source
	Status

	T2-040184
	TS24.241 Status and General Description
	Interim Rapporteur
	Reviewed




Presented by – 

Prem Sood

Discussion – 

Reviewed

Resolution – 

Reviewed

Document – T2-040185
	TDoc No.
	Title
	Source
	Status

	T2-040185
	TS24.241 Status and General Description
	Interim Rapporteur
	Reviewed




Presented by – 

Prem Sood

Discussion – 

Reviewed

Resolution – 

Reviewed

3.1 SWG2 Ongoing Work on GUP, DDM, CO

Tdocs  231, 183, TP-040051, 194, 172, 197,
Document – T2-040231
	TDoc No.
	Title
	Source
	Status

	T2-040231
	LS to SA2, CN4 on Transfer of T2 GUP TS’s
	SWG2 Chair
	Aproved for Output to T2. Approved by T2 April 21


Presented by – 

Prem Sood

Discussion – 

Modifications of drafts,. Draft 2 was agreed by SWG2. T2 approved via Special Plenary on Wednesday April 21, and the LS was authorized to be sent immediately to SA2

Resolution – 

Aproved for Output to T2. Approved by T2 April 21
Document – T2-040183
	TDoc No.
	Title
	Source
	Status

	T2-040183
	JM T2SWG2-CN4 on GUP REPORT
	SWG2 Chair
	Output to T2


Presented by – 

Prem Sood

Discussion – 

For Information

Resolution – 

Output to T2

Document – TP-040051
	TDoc No.
	Title
	Source
	Status

	TP-040051
	TS23.241v6.0.0
	SWG2 Chair
	For Information


Presented by – 

Prem Sood

Discussion – 

Resolution – 

Presented for Information
Document – T2-040194
	TDoc No.
	Title
	Source
	Status

	T2-040194
	TS24.241 v0.5.1 baseline
	Interim Rapporteur
	Approved as new baseline


Presented by – 

Prem Sood

Discussion – 

Resolution – 

Approved as new baseline
Document – T2-040172
	TDoc No.
	Title
	Source
	Status

	T2-040172
	LS from CN4 on Relationship between 3GPP and Liberty Alliance related to GUP work
	N4-040262
	Noted


Presented by – 

Prem

Discussion – 

There was contact between CN Chair and Liberty Alliance, a number of decisions were taken – members are encouraged to participate in both. CN4 is reviewing the decisions vis-à-vis their future work.

Resolution – 

Noted

Document – T2-040197
	TDoc No.
	Title
	Source
	Status

	T2-040197
	CR 23.241 Rel-6: Correction of naming of structural main parts
	T-Mobile
	Approved for output to T2


Presented by – 

Kurt Bischinger

Discussion – 

Resolution – 

Approved for output to T2
3.2 Subscriber Management
Tdocs -  No Input

3.3 AT Commands

TDocs: 193, 191, 228, 229, 230

Document – T2-040193
	TDoc No.
	Title
	Source
	Status

	T2-040193
	LS from T3 on the addition of AT commands to 27.007
	T3
	Noted


Presented by – 

Nigel Barnes, Motorola

Discussion – 

“The opinions returned to the T3 reflector were supportive of the additions to the AT command set (to REL 6), however, against the concept of making essential corrections to earlier releases.”

There was some discussion about the email approval, this process was discussed I Malaga.

Resolution – 

Will be input into T2 consideration of 191.

Document – T2-040191, 228, 229
	TDoc No.
	Title
	Source
	Status

	T2-040191
	Support of logical channels in AT commands in 27007v6.4.0
	Axalto
	Section 9.2 split off into 229. Rest Updated in 228

	T2-040228
	Support of logical channels in AT commands in 27007v6.4.0 less section 9.2
	Axalto
	Approved for attachment to 230.

CR is Not Approved

	T2-040229
	Section 9 changes only from 191
	Axalto
	Approved as Output to T2


Presented by – 

Nicolas Chaumartin, Axalto

Discussion – 

NTT-DoCoMo has an objection, resolution of this is reflected in an update by separating section 9.2 into T2-040229, and would satisfy this objection. 

Action Axalto to prepare 229 as soon as possible with advance copies available on the server.

The new sections should follow section 8.17, not precede.

Nokia has fundamental objections to 191/228– 

Nokia don't see a need for an AT command to return the ATR response from the UICC. This would either imply that:

1) The terminal supporting this AT command would have to store the ATR in order to send it back as a response to the AT command

2) In order to retrieve the ATR the terminal would have to reset the card, if not previously stored. This would cause that, the current security context is lost and that the user would potentially have to enter the PIN once more

3) Regarding the logical channel Nokia don't see a reason why there is a need to be able to open and close a logical channel to the UICC. The reason for opening a logical channel would be to communicate with the UICC.

This has been discussed before, that it doesn’t make any sense to deliver APDU’s from a remote entity. If this would be the case then the  remote entity would also have to handle all status and error responses, some of the responses are protocol related and not application related. 

In order for a remote application to talk to an application in the UICC an alternative protocol should be used, where the terminal is responsible for managing the logical channels, if needed, and managing the status/error response from the UICC. There is no need to open a logical channel to communicate with the UICC this can be open by other means. The terminal would then establish the logical channel if needed, as said before the remote communication with the UICC using APDUs is not a viable solution unfortunately. 

The T2-040191 have also added the SELECT command which has not previously been supported. Using this AT commands without using a logical channel would mean that anybody that would have access to the terminal and would be able to read and manipulate data on the UICC using the access granted by the user, i.e. the user has given access for his/her access and now a third party can utilise this access, the UICC would not know. 

There is a security risk with these UICC related AT commands if the terminal doesn't take care of that, they always are executed on a separate logical channel. A properly implemented terminal should not allow third party access using the user authorisation, possibly without the user being aware of it. Nokia believes this is not needed.

5) The addition of the SELECT command would make the card completely open to be browsed and altered by an external device

6) Opening logical channels from outside the terminal could also lead to detail of service attacks as we have been discussing in SCP to use more than one logical channel to handle the case of storing/reading large data to/from the card; thus with too many logical channels there could be no channels left to perform the authentication.

7) There is no service requirements or any valid use cases in the 3GPP environment that supports this solution.

8) Opening the card in this would allow hackers to (potentially) read my sim phonebook or alter/destroy it. 

To conclude: Nokia view is that this feature has both security and technical impact.

During the discussion, Axalto and T-Mobile provided the following answers and comments regarding these objections:

Regarding 1)


Terminals already store at least parts of the ATR, in case they want to support the logical channel feature they would need to also store the logical channels part. 

Regarding 2)

As the ATR is retrieved each time the handset and the UICC are switched ON, if the ATR is stored properly then there is no need to reset the UICC and lose the security context to get the ATR.

Regarding 3) and 5)


Axalto believes this contribution doesn’t introduce any threat regarding the access to the UICC. On the contrary it allows application to access data on the UICC (e.g. MMS provisioning) or benefit from services available on the UICC (e.g. ISIM) and it does it in a more logical and organized way.


It has been reminded that 3GPP-T3 group (3GPP UICC expert group) has reviewed this CR and didn’t raise any objection against it.


Also it has been reminded that there is a misalignement between TS 27.007 and TS 31.101 on this topic and that this CR is resolving this issue.
Regarding 6)


Channel 0 is reserved for SIM toolkit and network authentication. There is no way to open or close this reserved channel and thus to block authentication.

Regarding 7)


This feature was developed in SCP and 3GPP-T3 in order to facilitate and organize the communication between the terminal and the UICC. It is agreed that the terminal will have to support this feature too in order to use it.

Regarding 8)


The security issue is not related to the UICC but to the terminal or the third party using it. If the UICC is used in an unsecured environment then there is a security threat. By the way these kinds of threats already exist in the current version of the specification and are not due to the introduction of this new feature but to the overall architecture of the system.

SA3 should be involved since many of the objections relate to security of the SIM data, and its openness to hackers. 

T-Mobile said that an LS to SA3 (230) on the general 27.007 security can be treated as separate from this CR. T-Mobile supports this CR. 

Action Axalto to draft the LS.

Ericsson has fundamental objections, they are the same as Nokia’s Objections.

Do Nokia/Ericsson have objections other than security? Yes, they were described. Requires storage of ATR parameters, requires user action to reset the card. Alternative view was expressed that these changes are for REL 6, are optional, and the requirement to store in ME is reasonable and does not pose any backward compatibility problems. 

Other members’ views – DoCoMo think that separating 191 into two CRs is better. 

Other members did not express strong support or objections.

After offline discussions, Nokia, Ericsson basic objections still stand, and are considered unlikely to be resolved this week. A private conference call after this week between parties would be advantageous, organized by Axalto. There was no change to this status until the close of the SWG2 meeting, and the proposed CR is not approved..

Question was asked, is it OK to attach T2-040228 to the LS in 230. Attachment to 230 was approved by SWG2. 

Resolution – 

191 – Section 9.2 separated into 229. Rest of 191 updated in 228 as per above comments.

228 – Approved for attachment to 230. CR is Not Approved.

229 – Approved as Output to T2

Document – T2-040230
	TDoc No.
	Title
	Source
	Status

	T2-040230
	LS to SA3 on AT Commands 27.007 Security
	Axalto
	Approved as Output to T2


Presented by – 

Nicolas Chaumartin, Axalto

Discussion – 

Some modifications were incorporated

Resolution – 

The document was approved for Output to T2 
3.6 IMS

TDocs:  No Input

3.7 WLAN Functions

TDocs:  190.

Document – T2-040190
	TDoc No.
	Title
	Source
	Status

	T2-040190
	TS 23.234 3GPP/WLAN Interworking
	TSG-SA
	Noted


Presented by – 

Prem Sood

Discussion – 

Resolution – 

Noted

4.1 UE Functionality Split

TDocs : No Input
4.2 Application and User Interaction

TDocs  None
4.3 Other

Tdocs 

5. Review of WI’s progress,  SWG2 and T2 relevant items in 3GPP work plan.

TDocs 167

SWG2 chairman will have a discussion with Friedhelm Rodermund of MCC offline to review the work plan.

6. Approval of Output Documents for T2 Approval.

See Executive Summary

	TDoc No.
	Title
	Source
	Status

	
	
	
	

	
	
	
	


6.2 Meeting Report of this SWG2 Meeting

	T2-040181
	Report of T2 SWG2 #25
	
	

	
	
	
	


7. Deferred Items

None

8.
Any Other Business

None

9. Future Meetings, Time Requirements

See Executive summary.

10. Close of the Meeting

The Meeting was closed at 11.35 am on Thursday.

10.1. List of New Action Points added at this meeting  

	AP Description
	Assigned to
	Due
	Comments
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FINAL doclist SWG2

Document List

	TDOC
	Subject
	Source
	SWG
	Resolution

	T2-040167
	3GPP work plan
	TB Officer
	OP
	

	T2-040172
	LS from CN4 on Relationship between 3GPP and Liberty Alliance related to GUP work
	N4-040262
	SWG2
	Noted

	T2-040180
	SWG2#24 Meeting Agenda
	SWG2 Chairman pro tem
	SWG2
	Approved

	T2-040181
	SWG2#24 Meeting Report
	SWG2 Chairman pro tem
	SWG2
	Output to T2

	T2-040182
	JM T2SWG2-CN4 on GUP Agenda
	Co Chair
	JM T2SWG2-CN4
	Reviewed for JM. Approved in JM

	T2-040183
	JM T2SWG2-CN4 on GUP REPORT
	Co Chair
	JM T2SWG2-CN4
	Output to T2

	T2-040184
	TS24.241 Status and General Description
	TB Officer
	JM T2SWG2-CN4
	Reviewed for JM. Approved in JM

	T2-040185
	TS24.241 Coordination Items
	Rapporteur
	JM T2SWG2-CN4
	Reviewed for JM. Approved in JM

	T2-040186
	TS 23.241 Status and General Description
	Rapporteur
	JM T2SWG2-CN4
	Updated in 225 – formatting only

	T2-040187
	TS 23.241 Coordination Items
	Rapporteur
	JM T2SWG2-CN4
	Updated in 226 – formatting only

	T2-040190
	TS 23.234 3GPP/WLAN Interworking
	TSG-SA
	SWG2/SWG3
	Noted

	T2-040191
	Support of logical channels in AT commands in 27007v6.4.0
	Axalto
	SWG2
	Noted, Updated in 228 and 229

	T2-040193
	LS from T3 on the addition of AT commands to 27.007
	T3-040211
	SWG2
	Noted

	T2-040194
	TS24.241 v0.5.1 baseline
	Interim Rapporteur
	SWG2
	Approved as new baseline

	T2-040197
	CR 23.241 Rel-6: Correction of naming of structural main parts
	T-Mobile
	SWG2
	Approved for Output to T2

	
	
	
	
	

	T2-040225
	TS 23.241 Status and General Description -  186 re-formatted
	Rapporteur
	JM T2SWG2-CN4
	Reviewed for JM. Approved in JM

	T2-040226
	TS 23.241 Coordination Items – 187 reformatted
	Rapporteur
	JM T2SWG2-CN4
	Reviewed for JM. Approved in JM

	T2-040227
	ASN.1 for XML Schema language
	Orange
	JM T2SWG2-CN4
	Presented at JM

	T2-040228
	Update of 191 - Support of logical channels in AT commands in 27.007v6.4.0 less section 9.2
	Axalto
	SWG2
	Approved for attachment to 230.

CR is Not Approved

	T2-040229
	Section 9.2 changes from 191
	Axalto
	SWG2
	Approved as Output to T2

	T2-040230
	LS to SA3 on AT Commands 27.007 Security
	Axalto
	SWG2
	Approved as Output to T2

	T2-040231
	LS to SA2, CN4 on Transfer of T2 GUP TS’s
	SWG2 Chair
	SWG2
	Approved for Output to T2. Approved by T2 April 21
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FINAL AGENDA

	3GPP TSG-T2 #25

Edinburgh, UK

19 -23 April 2004
	T2-040180 


Agenda Item:
1.1

Source:
SWG2 Chairman Pro Tem

Title:
FINAL Agenda SWG2#25 EDINBURGH Meeting
Document for:
Approval

______________________________________________________________

1. Opening of the meeting  

1.1 Approval of this Meeting’s Agenda, Chairman’s comments
180
Recording of Incoming Docs & assignment to Agenda
180, doclist
1.2 Co-located Joint and Dedicated Meetings, time schedule this week

JM with CN4 - Tuesday

1.3 Future Meetings Confirmation – proposed list is in Agendum 9

1.4 Review of Progress on Action Items 
Draft1 181
1.5 Appointment of Rapporteurs – 27.007/07.07; 23.227; 24.241

2. Items for immediate discussion – 

2.1 Preparation for the JM with CN4 on Tuesday (April 20)
182, 186, 187, 184, 185, 

3. SWG2 Ongoing Work 

3.1 SWG2 Ongoing Work on GUP, DDM
231, 183, TP-040051, 194, 172, 197
3.2 Subscriber Management


3.3 AT Commands 
193, 191, 228, 229, 230
3.4 IMS




3.5 WLAN functionality
190
4. Other SWG2 Items 

4.1 UE Functionality Split


4.2 Application and User Interaction (Terminal Local Model)


4.3 Other (incl. CRs to SWG2 docs)


5. Review of WI’s progress,  SWG2 and T2 relevant items in 3GPP work plan
167
6. Approval of Output Drafts and Documents for T2 Approval 

6.1 Liaison Statements, etc. 
xx

6.2 Meeting Report of this SWG2 meeting 
Draft 2 181
7. Deferred Items 


8. Any Other Business


9. Future meetings, Time requirements

T2 August 23-27 Montreal

JM with CN4 on GUP, DDM – (TBC)

JM with SA5 on GUP, SuM – (TBD)

10. Close of the meeting

APPROVED - OUTPUT TO T2 
NOTED/APPROVED – NO OUTPUT TO T2
PENDING / ACTION
DECIDED TO POSTPONE, NOT REVIEW  

NOT DISCUSSED YET
CURRENTLY BEING DISCUSSED
Annex C
List of Participants

DELEGATE
ORGANIZATION
E-MAIL
Prem Sood (Chair)
Sharp
pls@sharplabs.com
Henrik Thuvesson
TeliaSonera
henrik.thuvesson@teliasonera.com
Hisakazu Kojima
NTT DoCoMo
kojima@cet.yrp.nttdocomo.co.jp

Hidetoshi Kambe
Mitsubishi Electric hikam@csc.melco.co.jp
Paul Voskar
Nokia UK Limited
paul.voskar@nokia.com 

Kurt Bischinger
T-Mobile
kurt.bischinger@t-mobile.at
Friedhelm Rodermund  MCC
friedhelm.rodermund@etsi.org

Nicola Vote
NTT DoCoMo
nicola@cet.yrp.nttdocomo.co.jp
Ian Harris
RIM


Nigel Barnes
Motorola
nigel.barnes@motorola.com

Nicolas Chaumartin
Axalto
nchaumartin@axalto.com

Peter Freitag

     Infineon

    peter.freitag@infineon.com

Michel Houde
     Ericsson

    michel.houde@ericsson.com

