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Summary

LS to 3GPP T2 regarding the practical implementation of the MM4 Interface and ensuring operation and charging between mobile network operators will work when implemented using a system architecture employing De-Militarized Zones (DMZ).

Liaison Statement

FROM:
Mobile Multimedia Messaging Service subgroup of SerG

To:

3GPP T2

Copy:
GSMA CPWP



GSMA IREG



3GPP SA1



OMA Requirements Group



OMA MMDC

Subject:  
Regarding MM4 Interface and DMZ Architectures for MMS

Date:  
September 9, 2002

_________________________________________________________________

1. INTRODUCTION

During the GSMA SerG (Service Group) meeting - SERG #48 from August 6th to 8th 2002, a presentation was made by one of the operators about the practicalities of implementing the inter-operator MMS interface MM4 as part of the end to end MMS service.  The focus was to ensure that operators would know about success or failures of MM’s across the MM4 interface. SerG worked with the GSMA Charging Principles Working party (CPWP) regarding the practical implementation of MMS charging in a DMZ architecture. The recommendation has been that this issue must be addressed to 3GPP T2. This Liaison Statement is an expanded version of the original Liaison Statement sent to CPWP on this subject SerG Doc 195/02 “LS to the GSMA International Roaming Expert Group (IREG) and CPWP regarding MMS interworking charging principles”.

A study was undertaken by one of the operators on behalf of the GSMA Multimedia Messaging Service Group (MMSG) to map the SMTP Error codes against the MMS Charging and Accounting Handbook (Charging Principles defined by CPWP).  This study was completed but showed that it only worked if the originating and terminating system were in direct contact with each other.  Please see the presentation attachment below.

It was shown to the group that the current implementation assumes that MMS relay/server at the originating system is connected directly to the MMS relay/server at the destination system.

However, some implementations have security requirements that the MMS relay/server must be hidden from direct connections.  This means that MM’s will be relayed through a border gateway hosted in a DMZ environment.  This is common practice when connecting two SMTP based message systems together such as e-mail servers.

Conclusions of the study were

· In order to charge for an MMS it is essential to have high confidence that a message has been successfully delivered

· SMTP error and status codes had previously been assumed to be useful as a basis for charging users

· With a practical DMZ architecture the use of SMTP status and error codes is undermined for status indication to the sender and for charging & billing purposes

· MMSG would like 3GPP T2 to review that the expected operation and charging of MMS using a holistic end-to-end delivery mechanism over the MM4 interface works within a DMZ architecture

· MMSG believe that the expected method of billing using SMTP status and error codes (and by extrapolation ESMTP status & error codes) has implementation issues and is unreliable for operators billing users and inter-operator charging

· The principle implication is that the sender may not be properly informed of message delivery and users may be billed for messages which were not successfully delivered either due to system problems or mistaken addressing

· MMSG further believes that more work is required to define the implementation of an MM4 interface which operates successfully over a typical DMZ architecture

Further information on the study is reported in section 3 below of this document.

2. Action

The SerG request that 3GPP T2 reply to this Liaison Statement, ensuring that the operation of the MM4 interface works reliably when a DMZ architecture is required, and recommending how End to End error messages can be reliably be implemented on the MM4 interface as a basis for the implementation of Charging Principles between Operator’s SerG has notified the GSM Association Charging Principles Working Party (CPWP) of its concerns and CPWP endorses the involvement of 3GPP to ensure system operation including billing and charging works for the architecture defined.

SerG also request OMA MMDC to review this Liaison Statement to identify areas of their work that may similarly be affected by implementation of charging and billing in a DMZ architecture.

This information is provided to GSMA CPWP, 3GPP SA1 and IREG for information only, no further action is requested from these groups at this time.

MMSG request feedback by 18th October 2002 from 3GPP T2 and OMA MMDC indicating your feedback and plans with regard to this input.

3. Further Information

At the MMSG #6 face to face meeting Andrew Forster of Hutchison 3G in the UK presented the conclusion of a study made into use of the MM4 interface.
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The reported study from Hutchison 3G had originally concentrated on SMTP status and error codes. The work looked at the ways in which these could be used to determine firstly the success or failure of the transfer of a message and relate information to the sender of whether or not the recipient had received the message, secondly to use this information to determine charging & billing for MMS services.

H3G informed the MMSG meeting that whilst analysing the operation of SMTP a fundamental architectural issue had been realised.

The root issue is that SMTP error and status codes operate from one server to its neighbour. If the architecture of MMS is such that the MMS Relay Server of the originator connects directly to the MMS Relay Server of the recipient the error and status codes make sense.

If however the MMS system is guarded within a DMZ architecture the whole function particularly as far as giving the originator immediate status information and billing/ charging breaks down. Take the example of a message sent from user A on mobile network G1 sent to a non existent user B on mobile network G2. Further assume that each mobile network is guarded by a DMZ architecture as per the diagram below
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The flow then is as follows

1. User A on network G1 composes message, this is submitted to MM Server 1.

2. Within the architecture of MMS the Server and Relay can be separate components. MMS Server 1 uses SMTP to transfer the message to MMS Relay 1. The SMTP error/ status codes will normally indicate successful transfer of message.

3. MMS Relay 1 transfers to DMZ MTA 1. Again SMTP error/ status codes indicate the successful transfer of the message. This is expected to be the point at which charging/ billing indicates the MMS has been successfully sent as this server rather than the DMZ MTA 1 generates billing events.

4. The message leaves the originator network when DMZ MTA 1 transfers to DMZ MTA 2

5. When MMS Relay 2 subsequently attempts the transfer of the message to MMS Server 2 this is the first point at which a server is informed that the user does not exist. This server is outside of sending operator G1’s network and therefore billing and charging is frustrated.

As can be seen all SMTP connections up to the last stage transfer from MMS Relay 2 to MMS Server 2 have successfully transferred a message. If as is expected the SMTP error & status codes are used as a basis for billing/ charging the originator is charged as all SMTP transfers within operator G1’s network have succeeded even though an invalid recipient has been specified and the message could not be delivered. 

Within the mail system it is normally the case that the server with the responsibility for final delivery will reply to the originator with a message to indicate the recipient is not found (or other status like mailbox full). 

The architecture above is believed to represent the real architecture for MMS systems as operators will guard the equipment behind a DMZ. Although the MM4 interface and use of SMTP error & status codes works in a simple environment of directly connected combined MMS Server/Relays it will not therefore in a real environment.
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The MMSG group believe that the choice of SMTP and ESMTP is a weakness in the implementation of the MM4 interface and request 3GPP T2, CPWP and IREG address this by proposing an interface which will work over a DMZ architecture. MMSG recognise that work may be needed within 3GPP to develop an alternate MM4 interface and believe CPWP and IREG have the expertise to establish a resolution to these issues once 3GPP have addressed the scenarios outlined.

�PAGE \# "'Page: '#'�'"  �Page: 1���Wrong block – should be Unrestricted





	SerG201_02 ls re mm4 dmz.doc
	Page 1 of 9



_1090355530.ppt


Progress

		Mapping of SMTP codes to BARG completed

		Mapped against logical model

		Physical security may impose DMZ architecture

		Unfortunately this negates the whole idea







Hutchison 3G




Hutchison 3G




UNKNOWN-0.bin






_1090355547.ppt


DMZ Architecture







MM Server 1

MM Relay 1

DMZ MTA 1

DMZ MTA 2

MM Relay 2

MM Server 2

		Each SMTP leg is separate and each element relays the message

		DMZ MTA will not keep logs and be connected to back end business systems





MM4 messages



SMTP



SMTP



SMTP



SMTP



SMTP





Hutchison 3G




Hutchison 3G




UNKNOWN-0.bin






_1090355562.ppt


Outcome

		Current design assumes direct connection end-to-end.

		SMTP Error codes not usable under DMZ implementation.
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