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7
MMS Service Behaviour Description

7.1
MMS services offered

7.1.X
Support for end- to-end security services in MMS
The purpose of security services in MMS is to provide end-to-end secure solution, i.e. between:
· A originator MMS User Agent and a recipient MMS User Agent;

· A MMS User Agent and a MMS VASP;

· A MMS User Agent and a MMS Relay/Server.
The security mechanisms shall be based on S/MIME according to [68], [69] and [70], and/or OpenPGP according to [68] and [71]. These security mechanisms provide the following cryptographic security services:

· Authentication, message integrity and non-repudiation with proof of origin services, using digital signature;
· Message confidentiality service, using encryption.
Asymmetric (public key) cryptography shall be used in support of the digital signature service and encryption key management. Symmetric (secret key) cryptography shall be used in support of the encryption service.

A user shall be required to have at least one public/private key pair per security service (i.e. one pair for digital signature service, and another pair for encryption service). The public key must be made available to other users with whom secure communication is desired. The private key must not be disclosed to any other user.

For assurance, the ownership of the public keys used in verifying digital signatures and encrypting messages should be verified. A stored public key should be protected from modification (certificates are used).

7.1.X.X
Digital signature service
The application of digital signature service requires the data to be signed and the private key of the originator. The digital signature is created by generating a hash of the data and by encrypting the hash value with the private key of the originator. 
The digital signature, the data, and some additional information are then embodied in:

· A multipart/signed body part or in an application/pkcs7-mime with Signed-data, when the security services are based on S/MIME as defined in [68] and [70];
· A multipart/signed body part with application/pgp-signature, when the security services are based on OpenPGP as defined in [71].
The data are then transferred to a recipient or may be encrypted. The USIM shall be used to digitally sign the MMs.
The verification of digital signature service requires a recipient to verify the digital signature, the signed data and the control information necessary to verify the digital signature, and the public key of the originator. The digital signature is verified by re-computing the hash of the data, decrypting the hash value in the control information with the originator’s public key, and comparing the two hash value. If the two hash values are equal, the signature is accepted as valid. The USIM shall be used to provide the certificate verification and may verify the digital signature.
7.1.X.Y
Encryption service
The application of encryption service requires the data to be encrypted, a data encryption key to encrypt the data, the public key of the recipient.  The originator creates a data encryption key and encrypts the data. The recipient’s public key is used to encrypt the data encryption key.
The encrypted data, the encrypted data encryption key, and some additional information are then embodied in:

· A multipart/encrypted body part or in an application/pkcs7-mime with Enveloped-data, when the security services are based on S/MIME as defined in [68] and [70];
· A multipart/encrypted body part with application/pgp-encrypted, when the security services are based on OpenPGP as defined in [71].
The data are transferred to a recipient or may be signed. The USIM shall generate the data encryption key and provide encryption service for data encryption key. 
The decryption of encryption service requires a recipient to decrypt the data, the encrypted data and the control information necessary to decrypt the data, the private key of the recipient. The data encryption key is decrypted with the recipient’s private key and is used to decrypt the data. The USIM shall be used to decrypt the data encryption key.

7.1.X.Z
Handling of MMS security related information on the USIM

An MMS User Agent shall be able to handle the MMS security related information stored on the USIM which comprise:

· The user private key;
· The user certificate;
· The root certificate;
· The data encryption key for encryption service.
The USIM shall be able to provide the following security functions:
· The on board cryptographic keys generation;

· The data encryption key generation

· The digital signature service;
· The certificate verification;

· The encryption service for data encryption key.
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