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1. Overall Description:

3GPP TSG T2 is glad to provide this contribution to SDR Forum's request for information on the activities in the area of security for software download.

MExE (pronounced “mexy”), which is a subworking group (SWG1) under 3GPP TSG T2, stands for Mobile Execution Environment. It provides a standardized application execution environment for Mobile Terminals. MExE is active in specifying the framework that enables the full promise of ubiquitous, connected, mobile terminals.

To realize this promise, a means was necessary to coordinate and match the efforts of the major application infrastructure elements from mobile terminal manufacturers, network operators, and application and trusted service developers. 

For instance, applications developers needed to know the capabilities of their target platforms and networks; network operators required an understanding of the resource demands that new services might require; and all would the need a negotiation process for the discovery, delivery, and execution of downloadable applications and services. 

And so, in 1997, a work item was begun in ETSI, which has since migrated to become a specification in 3GPP. 

The detailed specification “Mobile Execution Environnent  (MExE); Functional description Stage 2 (Release 5)” is provided in attachment A.

As security is linked to the success of applications, content, and commerce in the mobile environment, it has received attention within MExE. In order to prevent attack either from unfriendly sources, or from transferred applications unintentionally damaging the MExE device, a security system is required. 

The fundamental elements make up the basis of MExE security, these are:

· application authentication, 

· application authorization to a given domain which is a set of permissions linked to authentication authority (root certificate), 

· user permissions,

· the management of the whole security system that MExE defines. 

The structure of this framework is a matrix of various logical areas or “Domains”, entities that have permission to control the download and execution of software in the domains, and a list of actions that are allowed to be performed by software executing in each of these domains. 

The domains are currently defined as: MExE Security Operator Domain, MExE Security Manufacturer Domain, MExE Security Third Party Domain, and the MExE Untrusted Area. 

The actions which have controlled access include: 

· Device core function access includes functions that are an essential part of the phone functionality; 

· Support of core software download; 

· (U)SIM smart card low level access; 

· Network security, property, and services access; 

· User private data access; 

· MExE security functions access; 

· Application access; 

· Lifecycle management; 

· Terminal data access; 

· Peripheral access; 

· User interface input output access.

In order to enforce the MExE security framework a MExE device is required to operate an authentication mechanism for verifying downloaded MExE executables. A successful authentication will result in the MExE executable being allowed to run in one of the trusted domains. As the MExE device may want to authenticate content from many sources, a public key based solution is mandatory. Before trusting a MExE executable, the MExE device will check that the MExE executable was signed with a private key for which the MExE device has the corresponding public key. The corresponding public key held in the MExE device must either be a root public key (securely installed in the MExE device, e.g. at the time of manufacture) or a signed public key provided in a certificate, which in turn, must be authenticated by a certificate chain present on the device.

The details of the MExE security framework are documented in attachment A.

MExE also allows “Core Software Download” which provides a means to update the core device software subsystems, including the software that runs the radio and communication functions. It is thought that a typical usage scenario would be for the user to download and run an installation application that would be responsible for maintaining the integrity of the device during the upgrade. Software such as this requires that the application performing the core update execute in the manufacturer domain.

As part of 3GPP, the MExE security activities are coordinated with other 3GPP security efforts, especially TSG SA WG3 Security.

TSG SA WG3 is responsible for the security of the 3GPP system, performing analyses of potential security threats to the system, considering the new threats introduced by the IP based services and systems and setting the security requirements for the overall 3GPP system. 

SDR Forum may further contact TSG SA WG3 for further detailed information on their work in security area. SA WG3 is chaired by Mike Walker (Vodafone). 

Summary:

Security is critical to the success of next generation wireless networks. As such MExE and 3GPP have been and will remain vigilant in continuously analysing threats and risks, and developing requirements and specifications to insure the integrity 3G networks and mobile terminals.
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