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1. Introduction

The 3GPP defines the architecture of MMS (Multimedia Messaging Service) in TS 23.140 using the following diagram:
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Figure 1. MMS Reference Architecture

This paper references the interface labeled MM3 in this architecture, the interface protocol between the MMS Relay/Server and External Servers, such as email, faxmail, or SMS.  We present here the basic principles of this interface – the operations that must be supported and the information that must be included for each of the operations.  This paper is a work in progress and many issues remain unresolved and are presented here to prompt discussion amongst the working-group members.

1.1 MM3 definition in 23.140

MM3 is defined as “Reference point MM3 is used by the MMS Relay/Server to send Multimedia Messages to and retrieve MMs from servers of external (legacy) messaging systems that are connected to the service provider’s MMSE.”  Essentially stating that MM3 is responsible to both transfer MM to an external server’s format for delivery to external recipients as well as allowing a MMS client to access messages that originated at an external server.

2. MM3 from MMS Relay/Server to External Server

The following topics must be addressed by the MM3 protocol

2.1 Addressing

There is a requirement on the MMSE to resolve the recipient address and determine “whether the recipient belongs to the same MMSE, another MMSE, or is not known to belong to any MMSE.” [Section 6.2]  In light of this requirement 23.140 suggests [Section 6.2.2] that the recipient address be in one of the following forms:

1. RFC822 address [optionally qualified with a “/TYPE=rfc822” qualifier]

2. +E.164 (i.e. MSISDN) [optionally qualified as “/TYPE=PLMN”]

3. Other “/TYPE=<type string>”

Addressing for specific destination types should follow the specifications of RFC2303 and RFC2304 that define that a fully qualified PSTN address includes a service-selector, e.g. SMS, FAX, EMS, VOICE, followed by a global-phone with an optional qualifier, i.e. the /TYPE identifier.  It is therefore necessary to change the MMS specification to reflect this extended address specification.  The semantics of the service-selector is to indicate to the MMS Relay/Server in which of the MM3 formats to forward the MM to this particular destination.

If the user specifies an E.164 destination without a service-selector then the MMS Relay/Server should attempt to resolve the address to a MMS destination.  If it is determined that the specified MSISDN is a Fax or non-MMS client then the MMS Relay/Server may generate an error message to the effect that the address could not be resolved.  If there is an indication that the destination address is translatable to an SMS destination then the MMS Relay/Server may transfer the message to the local SMSC as stated in section 2.2.3.

2.2 Content adaptation

The actual content of a MM must be done appropriately to the intended external server.

2.2.1 Email destination

When transferring a MM to email the message header fields of the original MM should be preserved with all dedicated MMS header fields encoded with the appropriate “X-Mms” prefix.  The MMS Relay/Server may request a Delivery Status Notification (DSN) if the original UA requested Delivery reporting in accordance with RFC1891.  This DSN would later be processed into a MMS delivery report and would be delivered in addition to the required [Section 6.1.5] “Indeterminate” delivery report.

2.2.2 Fax destination

If the user has specified, by using the service-selector, i.e. FAX=, that the recipient should receive the message via FAX, then the message should be forwarded to a Fax gateway that will transfer the non-audio/video contents to a fax format.  The Fax gateway is responsible for all content adaptation and fax protocol transfer to the destination.

2.2.3 SMS/EMS destination

If the user has specified, by using the service-selector, i.e. SMS= or EMS=, that the recipient should receive the message via SMS/EMS then the MMS Relay/Server must transfer the message to the SMSC via SMTP – either via a gateway that will be responsible for the transformation to one of the TR 23.039 protocols or directly to the local SMSC (if supported).  The local SMSC will be responsible for content adaptation, and possibly splitting the contents to a series of SMS messages.  The SMSC is responsible to return a status to the MMSC if the transformation was unsuccessful.

2.2.4 Voicemail destination

If the user has specified, by using the service-selector, i.e. VOICE=, that the recipient should receive the message as a voicemail message and the message is an audio only message, then the MMS Relay/Server must transcode the message and transfer using the VPIM protocols for message transfer to the recipient’s voicemail server.

There may be optional support for transcoding of text parts of the MM to speech and transfer to the voicemail system via VPIM.

2.3 Delivery and Read reporting

Currently, 23.140 states that no delivery report or read report should be expected when transferring a message to an external non-MMS server.  However, it is possible to receive a standard Delivery Status Notification (RFC1891) from an email server, similarly SMS protocols include delivery notification indicators.  This can be requested in the SMTP dialogue with the email server or SMS gateway/SMSC.  After receiving the DSN the information should be transferred into a PDU that complies with the MM1_delivery_report.REQ and send this to the Originating MMS User Agent.

3. MM3 from External Server to MMS Relay/Server

The MMS Relay/Server is required to accept messages that originate in other messaging services and convert them to MM format to transfer to the MMS Client in accordance to the MM1 definition.  There are several topics that must be addressed for this interface to be fully interoperable.

3.1 Notification

TS 23.140 proposes three options for the “Discovery of new messages on External Servers” (section 8.3.3) that include – automatic forwarding of the message to MMS Relay/Server (i.e. pushing the message), notification of arrival of the message (i.e. pulling the message), and polling the external servers for relevant messages.  

For reasons of efficiency and flexibility we propose that the preferred method should be generation of a notification message from the external server.  Notifications to the MMS Relay should be based on Simple Notification and Alert Protocol (SNAP), a protocol that is in the process of being accepted by the IETF and is already supported by several email-server vendors.

3.2 Filtering

The MMS Relay/Server will be responsible for screening incoming external messages according to a configuration for each user and at the system level.  This filtering will prevent spam attacks as well as allow the user to limit the types and source of messages that will arrive at his MMS terminal.

3.2.1 Addressing concerns

There is a question of whether external servers should support addressing of messages intended for MMS reception.  In particular, if an EMS originator addresses a message intended for a recipient that does not have an EMS client but has an MMS client.  To support such functionality it will be necessary to add a definition of an appropriate HLR configuration field to indicate the presence of the MMS Client on the target handset. This field can then be identified by the originating SMSC and can then transfer the message to MMS Relay/Server for delivery.

3.3 Authentication

All connections via MM3 must be authenticated to prevent unwanted access to the MMS Relay/Server and to the MMS Client.  The authentication should be carried out against a listing of authorized external servers that will be supported.  In addition, the MMS Relay/Server may be required to maintain information to allow it to have authenticated access to the external servers.  This information must be encrypted in memory and then decrypted for transmission for authentication with the external server.

3.4 Synchronization

MM3 must include operations that will allow the synchronization of the information held by the MMS Relay/Server and the External Servers.  Synchronization should verify that messages are not stored in multiple copies, unless explicitly requested by the user.  In addition, MM3 should verify that no messages are “lost in transit” by being deleted at one end before they are saved at the other end.

3.5 Conversion to MM

There are different considerations in conversion of messages to MM format depending on the source and nature of the message.

3.5.1 Email to MM

Email messages are by definition described by the MIME definitions that are supported by the MMS Relay/Server.  When being transferred from an external email server the messages will continue to be considered as email messages unless their MIME Content-Type is “multipart/related” and the internal structure conforms to the definitions of the MMS.  In addition, the MMS Relay/Server will recognize the “X-Mms” header fields contained in these messages.

3.5.2 SMS/EMS to MM

It is the responsibility of the SMSC to combine a multi-part SMS/EMS message into a single MIME message prior to transfer to the MMS Relay/Server.  SMS messages should be translated to a text-only MIME message, whereas, EMS messages should be translated to a “multipart/related” MIME message where each EMS object is translated to a new MIME part.  There is a need for a table of standard conversion of each EMS object type to a MIME content type.

The translation could be carried out by the SMSC and the message transferred via SMTP.  There must be a specification of a SMSC-Gateway that would be able to support this conversion.  The Gateway would retrieve new messages from a legacy SMSC using the protocols specified by TS 23.039 and transfer the converted message to the MMS Relay/Server via SMTP

3.5.3 Voicemail to MM

Voicemail messages may be retrieved, as result of notification, see above,  using IMAP commands to access the voicemail system.
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