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8.4.4
Certificate Chain Verification

This clause presents the procedure of validation of any downloaded MExE executable. It checks for the presence of the signature used to sign the application as well as the presence and integrity of all the certificates needed to successfully verify the signature. As a result, the application under scrutiny is deemed trusted or untrusted, i.e. will be allowed execution in one of the secure domains or in untrusted area, or otherwise the application will not be allowed to be executed and will be deleted. In any outcome of the verification, the user is notified about the result. The user also may wish to see certificate details if the application is allowed to be executed on the MExE device.

The MExE device shall follow "certificate verification" procedure as described below. The procedure shall contain at least the following logical phases (not necessarily in the order stated below):

Signature and Certificate Verification Supported: Checks whether signature and certificate verification procedure is supported on the MExE ME. 

Executable with Signature and End Entity Certificate (note): Checks whether the executable contains a signature together with the corresponding end entity certificate. 

Valid Application Signature (note): This phase comprises the following checks:

-
Check if the signature and the end entity certificate formats are supported by the device. If this check fails, the application is classified as untrusted.
-
Check if the signature algorithm is supported/known by the device. If this check fails, the application is classified as untrusted.
-
Check if the signature can be cryptographically verified by using the accompanying end entity certificate . If this check fails, the application is not allowed execution and is deleted.
Complete set of Intermediate Certificates Available (note): Checks if all the necessary intermediate certificates (certificates between the RPK and the end entity certificate) are available. 

Valid RPK on (U)SIM/ME: Checks if a valid RPK (e.g., not expired) exists on the (U)SIM or on the ME that could verify a certificate chain originating from the end entity certificate accompanying the application. 


Certificate Chain Cryptographically Verified: Checks if all the certificates from the end entity certificate to the RPK can be verified cryptographically. Certificate verification shall be performed according to the functional requirements given in clause "Basic Path Validation" of RFC 2459 [43] excluding revocation checking. 

Secure Domains Supported: Checks whether MExE ME supports secure domains. 

Only if all the above checks are successful, the downloaded application is deemed trusted and is allowed to be executed in the designated trusted domain (operator, manufacturer, trusted third party). Otherwise, the application is either untrusted (execution in the untrusted area only is allowed) or deleted (execution is not allowed at all) as per the figure 6A and as explained above. The executable shall only be designated into one of the trusted domains, and it shall be possible to verify the certificate chain unambiguosly to one and only one root public key.

The MExE ME shall allow for a "user notification" procedure as described below.

It shall be possible to display certificate details to the user if requested, however, since the terminal might not have a display or might not be meant for a human user the methods presented in "user notification" section are not discussed any further in this specification. Figure 6A shows an example of the certificate chain verification procedure.
NOTE:  The steps of the certificate verification procedure (and the respective parts of Figure 6A “Certificate Chain Verification Diagram”) may include validation checking.  The detailed aspects of validation checking are covered in sub-clause 8.4.5 “Validation Checking”.
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Figure 6A: Certificate Chain Verification Diagram
8.4.5 Validation Checking

An important part of certificate verification is related to validation checking.  Certificate verification is discussed in an earlier sub-clause, sub-clause 8.4.4 “Certificate Chain Verification “.  Some fundamental points of validation checking are defined with the following discussion.  The discussion does not form an exhaustive set of validation criteria, but does offer a basic framework and example.  
This discussion uses a definition for a time, T, on which the validity of the certificate verification should be determined.  The value of time T may be the date and time at the instant of verification checking, or it may be at some point prior to the instant of verification checking.  

Two elements of certificate validation are listed in the following statements:

1) A certificate is valid if the certificate validity period includes time T.
2) A certificate is valid if the certificate had not been revoked at time T and is not currently on hold status that commenced before time T.  This may be determined by obtaining the appropriate CRL or status information, or by out-of-band mechanisms.
Other elements of certificate validity include checking if the user marked a certificate as un-trusted (according to the procedures of sub-clause 8.6 “Certificate management”) or if mechanisms on the MExE device disabled a certificate (according to the guidelines of sub-clause 8.7 “Certificate configuration message (CCM)).  
Of course, certificate validation results in implications about the validity of a root public key associated with the certificate.  For instance, when a certificate passes validation checks, is not disabled, and is not marked un-trusted, the public key associated with the certificate can be used to verify applications or other certificates.  Furthermore, when a certificate does not pass the validation checking, the public key associated the certificate must not be used to verify applications or other certificates.  In essence, the public key becomes invalid when the associated certificate is invalid.  Likewise, when the mechanisms of CCM disable a certificate, or the user marks a certificate as un-trusted, the public key associated the certificate cannot be used to applications or other certificates.
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