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SA3 have studied LSs received from S1 and T2 on digital rights management for MMS (S1-010877 and T2-010634, respectively) and from SA4 on digital rights management for streaming (S4-010534). In addition we note that since these LSs were sent, a work item on digital rights management to cover both MMS and streaming was approved at SA#13 (SP-010577). As suggested in the LSs and the work item, SA3 acknowledge that it has a role in assisting in the security aspects associated with Digital Rights Management (DRM).

As seen from the preliminary information provided in the LSs and in the work item, the security aspects of DRM are numerous and challenging. There are a large number of organisations and initiatives already dealing with DRM as listed in one of the attachments to the S4 LS (S4-010474). Therefore, before being able to assist in this work, SA3 request that the involved groups clarify to what extent 3GPP intend to standardise DRM. SA3 believe that at least three options (and combinations thereof) are possible. For each of these options the potential role of SA3 is described.

1. Standardisation of a general DRM framework (i.e. “hooks”, APIs, etc.)


SA3’s role is expected to be minimal since the work to standardise a generic framework would not seem to involve the design or evaluation of any specific security components. However, SA3 might be able to assist in the clarification and understanding of the various security requirements that need to be addressed by security-related DRM functions that the framework must be able to access.

2. Standardisation of existing DRM solutions for 3GPP use

SA3 could be involved in conducting security analyses of various DRM solutions to assist the selection process. Note however that this would require the necessary expertise on DRM technology (e.g. digital watermarking) to be provided in SA3 by 3GPP members.

3. Standardisation of new DRM solutions

The design, specification and evaluation of the security components of a fully-fledged DRM solution is expected to be a large task. This would also require the necessary expertise on DRM technology (e.g. digital watermarking) to be provided in SA3 by 3GPP members.

To help analyse the problem, SA3 suggest that a separation is made between the protection of content and its associated rights during transport, and the subsequent enforcement of those rights at the user device (e.g. copy protection). 

SA3 would like to inform the involved groups that it is generally impossible (at least in a cost-efficient manner) to completely eliminate the possibility for dishonest parties to override protection mechanisms. For instance, regarding copy protection, it may be possible to make abuse practically/economically infeasible for users with “regular” devices, whilst accepting that users with “rogue” or “illegal” devices may be able to “play” or redistribute content without being properly authorised to do so. It is expected that the effectiveness of DRM solutions will rely on the availability of “trusted” functionality in terminals. 

SA3 looks forward to further co-operation with the involved groups on this work item.
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