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8.4.1
Certification requirements

A MExE device cannot verify certified MExE executables of a particular domain unless it has a root public key for that particular domain.

Root public keys shall be securely installed in the MExE device, say, at the time of manufacture. 

It is recommended that a "disaster recovery" root public key be securely installed on the MExE device, to be used to install new root public keys when all other root public keys on the MExE device are invalid.

Third Party Domain root public keys will typically be installed along with and integrated into the MExE device browser, as is done for PC-based browsers.

A MExE executable can only be verified if the MExE device contains a valid root or certified public keys corresponding to the private key used to sign the MExE executable.

A MExE device shall support at least one level of certificate under operator, manufacturer or Third Party root public keys. The MExE device shall support at least one level of certificate chain analysis in a signed content package, as shown in Figure 6 "Trust hierarchy".

A certificate (other than one containing a root public key) shall only be considered valid if the signature on the certificate is verified by a valid public key (root or contained in a certificate) already present on the MExE device and if the certificate being verified has not expired.

Public keys shall not be shared between domains.
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Figure 6: Trust hierarchy

The boxes below the root keys represent individual public key certificates. The solid boxes represent the minimum MExE, and the dotted boxes represent possible further support for public key certificates (either at the first or subsequent levels).
8.4.2 Certification administration requirements
For control of third party certificates, the MExE device supports storage of a certificate containing an administrator root public key as detailed in subclause 8.5.4 “Administrator root public key”.  
This certificate is managed separately from the hierarchy of Figure 6 “Trust Hierarchy” discussed in subclause 8.4.1 “Certification requirements”.  The administrator root public key in this certificate is primarily used for designating an administrator of the third party certificates.  Note, the administrator root public key does not implicitly define a security domain, and is used in complement with the root public keys of the operator, manufacturer, and third party domains.
The relationship of the administrator certificate (and root public key) to the management of third party certificates is detailed in part of subclause 8.6 “Certificate management”.

The relationship of the administrator certificate to the mechanism for determining if a third party certificate is trusted is detailed in part of subclause 8.7 “Certificate configuration message (CCM)”.
Mechanisms for designating an administrator are detailed in subclause 8.8 “Provisioned mechanism for designating administrative responsibilities and adding third parties in a MExE device”.  
8.4.3
Example certification process

The following processes might be followed in order to securely download a Third Party application to a MExE device.

Root public keys for a number of Certification Authorities (CAs) are installed in the MExE device, along with the MExE device browser, at manufacture. These root public keys can be used to verify certificates for Third Party MExE executables.

1.
A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

2.
The third party software developer obtains a certificate for the public key from a CA. The certificate contains the developer public key, signed with the private key of the CA.

3.
The 3rd party software developer adds all the certificates required in the key chain in the JAR.

4.
The MExE device downloads a MExE executable of the third party software developer.

5.
The MExE device verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key and may store it in the certificate store for future use.

6.
The MExE device verifies that the MExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the MExE executable accordingly.

All downloaded applications shall follow the procedure described in  section 8.4.3 "Certificate Chain Verification" in order to verify the application signature and the certificate chain. If the 3 security domains are not supported, the procedure described in the next section is optional.
8.4.4
Certificate Chain Verification
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