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Security

8.4
Certification and authorisation architecture

If the 3 MExE security domains defined in subclause 8.1 "Generic security" are not supported, then the certificate and authorisation architecture described in this subclause is optional.

In order to enforce the MExE security framework a MExE device is required to operate an authentication mechanism for verifying downloaded MExE executables. A successful authentication will result in the MExE executable being trusted; and able to be executed in a security domain (as determined by the root public key of its certification tree). 

As the MExE device may want to authenticate content from many sources, a public key based solution is mandatory. Before trusting MExE executables, the MExE device will therefore check that the MExE executable was signed with a private key, for which the MExE device has the corresponding public key. The corresponding public key held in the MExE device must either be a root public key (securely installed in the MExE device, e.g. at manufacture) or a signed public key provided in a certificate. The MExE device must be able to verify certificates, i.e. have the public key (as a root key or in a certificate) corresponding to the private key used to sign the certificate. Support of certificate chains is therefore mandatory.

The requirements on authorisation and certification are given in subclause 8.4.1 "Certification requirements". An example authorisation and certification process is described in subclause 8.4.2 "Example certification process".
8.4.a Kinds of certificate and public key
The table X shows the kinds of certificates and public keys used in MExE and in which domains they are used. 
Table X: Kinds of Certificate and Public Key
	
	Operator
	Manufacturer
	Third Party
	(Administrator)

	Stand alone root public key (securely installed in the MExE device, e.g. at manufacture)
	X
	X
	Not applicable
	Not applicable

	“Disaster recovery" root public key
	X
	X
	Not applicable
	Not applicable

	Signed root public key provided in a certificate.
	X
	X
	X
	X

	Signed non root public key provided in certificate
	X
	X
	X
	Not applicable


8.4.b State of certificate and public key

The state of certificates and (root) public keys can be described by the following state variables:
· Cryptographical validation result
This applies to certificates. It is calculated by the validation procedure of certificate or certificate chain. Certificate and certificate chain are cryptographically verified include validation (e.g. integrity, expiration, revocation, etc.). Certificate verification shall be performed according to the functional requirements given in section "Basic Path Validation" of RFC 2459[43]. 
· Invalid
(Initial value). The (root) public key in the certificate must not be used to verify applications or other certificates.
· Valid
The certificate is cryptographically valid.
· CCM Configuration status
Applies to third party certificates and is set by CCM-messages. 

· Enabled
(Initial value)
· Disabled
Public keys in disabled certificates cannot be used to verify applications or other certificates.

· User marked-un-trusted
Value set by the user. To mark a certificate un-trusted may be preferred to certificate deletion, as there is a chance that the certificate may become trusted again in the near future.

· Not marked-un-trusted
(Initial value)
· Marked-un-trusted
Public keys in certificates marked-un-trusted cannot be used to verify applications or other certificates.

· Public key trust
It is a calculated value indicating if the public key (in certificate or stand alone) can be used in the validation process.
· Not trusted
(Initial value)

· Passive
There can be more than one trusted public key, but in some cases of root public keys, only one may be used. A passive root public key is a root public key that can not be used for certificate chain validation
· Trusted
the certificate is valid, not disabled and not marked-un-trusted. The public key it contains can be used to verify applications or other certificates. 
8.4.1
Certification requirements

A MExE device cannot verify certified MExE executables of a particular domain unless it has a root public key for that particular domain.

Root public keys shall be securely installed in the MExE device, say, at the time of manufacture. 

It is recommended that a "disaster recovery" root public key be securely installed on the MExE device, to be used to install new root public keys when all other root public keys on the MExE device are invalid.

Third Party Domain root public keys will typically be installed along with and integrated into the MExE device browser, as is done for PC-based browsers.

A MExE executable can only be verified if the MExE device contains a trusted public key corresponding to the private key used to sign the MExE executable.

A MExE device shall support at least one level of certificate under operator, manufacturer or Third Party root public keys. The MExE device shall support at least one level of certificate chain analysis in a signed content package, as shown in Figure 6 "Trust hierarchy".

A certificate (other than one containing a root public key) shall only be considered valid if the signature on the certificate is verified by a trusted public key (root or contained in a certificate) already present on the MExE device.

Public keys shall not be shared between domains.
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Figure 6: Trust hierarchy

The boxes below the root keys represent individual public key certificates. The solid boxes represent the minimum MExE, and the dotted boxes represent possible further support for public key certificates (either at the first or subsequent levels).
8.4.2
Example certification process

The following processes might be followed in order to securely download a Third Party application to a MExE device.

Root public keys for a number of Certification Authorities (CAs) are installed in the MExE device, along with the MExE device browser, at manufacture. These root public keys can be used to verify certificates for Third Party MExE executables.

1.
A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

2.
The third party software developer obtains a certificate for the public key from a CA. The certificate contains the developer public key, signed with the private key of the CA.

3.
The 3rd party software developer adds all the certificates required in the key chain in the JAR.

4.
The MExE device downloads a MExE executable of the third party software developer.

5.
The MExE device verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key and may store it in the certificate store for future use.

6.
The MExE device verifies that the MExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the MExE executable accordingly.

All downloaded applications shall follow the procedure described in  section 8.4.3 "Certificate Chain Verification" in order to verify the application signature and the certificate chain. If the 3 security domains are not supported, the procedure described in the next section is optional.
8.4.3
Certificate Chain Verification

This section presents the procedure of validation of any downloaded MExE executable. It checks for the presence of the signature used to sign the application as well as the presence and integrity of all the certificates needed to successfully verify the signature. As a result, the application under scrutiny is deemed trusted or untrusted, i.e. will be allowed execution in one of the secure domains or in untrusted area, or otherwise the application will not be allowed to be executed and will be deleted. In any outcome of the verification, the user is notified about the result. The user also may wish to see certificate details if the application is allowed to be executed on the MExE device.

The MExE device shall follow "certificate verification" procedure as described below. The procedure shall contain at least the following logical phases (not necessarily in the order stated below):

Signature and Certificate Verification Supported – Checks whether signature and certificate verification procedure is supported on the MExE ME. 

Executable with Signature and End Entity Certificate* – Checks whether the executable contains a signature together with the corresponding end entity certificate. 

Valid Application Signature* – This phase comprises the following checks:

· Check if the signature and the end entity certificate formats are supported by the device. If this check fails, the application is classified as untrusted
· Check if the signature algorithm is supported/known by the device. If this check fails, the application is classified as untrusted
· Check if the signature can be cryptographically verified by using the accompanying end entity certificate . If this check fails, the application is not allowed execution and is deleted
Complete set of Intermediate Certificates Available* - Checks if all the necessary intermediate certificates (certificates between the RPK and the end entity certificate) are available. 

Trusted RPK on (U)SIM/ME –Checks if a trusted RPK exists on the (U)SIM or on the ME that could verify a certificate chain originating from the end entity certificate accompanying the application. 

*These steps could include validation (e.g. expiration, revocation, etc.) checking by means of e.g. OCSP, SCVP, CRL-Consultation, and etc.  The use of certificate revocation checking is recommended but is not mandated or defined in this specification.

Certificate Chain Cryptographically Verified– Checks if all the certificates from the end entity certificate to the RPK can be verified cryptographically. Certificate verification shall be performed according to the functional requirements given in section "Basic Path Validation" of RFC 2459[43] excluding revocation checking. 

Secure Domains Supported – Checks whether MExE ME supports secure domains. 

Only if all the above checks are successful, the downloaded application is deemed trusted and is allowed to be executed in the designated trusted domain (operator, manufacturer, trusted third party). Otherwise, the application is either untrusted (execution in the untrusted area only is allowed) or deleted (execution is not allowed at all) as per the figure 6A and as explained above. The executable shall only be designated into one of the trusted domains, and it shall be possible to verify the certificate chain unambiguosly to one and only one root public key.

The MExE ME shall allow for a "user notification" procedure as described below:

It shall be possible to display certificate details to the user if requested, however, since the terminal might not have a display or might not be meant for a human user the methods presented in "user notification" section are not discussed any further in this specification. Figure 6A shows an example of the certificate chain verification procedure.
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Figure 6A "Certificate Chain Verification Diagram"
8.5
Root Public keys

If the 3 MExE security domains defined in subclause 8.1 "Generic security" are not supported, then the root public key management described in this subclause is optional.

8.5.1
Operator root public key

The ME shall support secure storage for at least one certificate containing an operator root public key. The ME shall support the use and management of a certificate containing an operator root public key stored on the MExE-(U)SIM and in the ME. The ME shall behave according to section 8.5.1.1 “ME actions on SIM insertion and/or power up”. For support of public key management on the SIM and the USIM refer to GSM 11.11 [27] and 3GPP TS 31.102 [39] respectively.  The certificate contains a root public key generated either by the operator, or by a CA trusted by the operator. The ME shall get the operator root public key from the secure area every time it needs to verify a signature, rather than cache the root public key for use in subsequent verifications.

If the MExE device does not contain a trusted operator root public key, then the certificate chain to MExE executable previously executing in the Operator Domain will be invalid, and the MExE executables will be excluded from the operator domain.

The user shall not be able to add or delete any type of operator public key (root or contained in a certificate).

Optionally, the operator may install a corresponding disaster-recovery root public key stored in the MExE device, enabling the operator to use a secure mechanism (involving the disaster-recovery key) to replace the certificate containing the standard operator root public key. It shall not be possible to use the disaster recovery operator root public key to replace the standard operator root public key unless both public keys are from the same operator.

There shall be no more than one trusted operator root public key on the MExE device (excluding the disaster recovery root public key) at any one time.

An application signed by an operator shall not be able to execute in the Operator Domain unless the root public key of that operator is installed in the MExE device (either ME or MExE-(U)SIM) and is trusted.

8.5.1.1
MExE device actions on detection of valid (U)SIM application and/or power up
This subclause defines the sequence of actions on identification by the MExE ME that a valid SIM card, or USIM application on the UICC, has been detected (e.g. through insertion of (U)SIM card, power up of MExE device etc.).  More specifically, these actions relate to the enabling or disabling of the operator domain and the status of the operator applications on the ME.

The requirements in this subclause ensure that the operator domain on the ME belongs to the same operator as the operator that issued the valid (U)SIM application (if detected)  in the MExE device and, if there is an operator root public key (ORPK) on the MExE-(U)SIM, that trusted operator applications on the MExE device were verified using that ORPK.

The ME shall support the use and management of an Operator root public key (ORPK) on the MExE-(U)SIM.  

On power up the MExE device shall behave as dictated by Figure 7 "Terminal behaviour on power up" below.
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Figure 7: MExE device behaviour on power up
Note that on DCS1900 the MCC+MNC is 6 digits, but elsewhere it is 5 digits. The MExE device needs to know how many digits to use, however this is outside the scope of this specification. The identity of the root public key has to be defined.

The ME shall only read the ORPK from the MExE-(U)SIM when required and shall not store a ORPK from the MExE-(U)SIM on the ME.

When an operator root public key stored on the ME becomes not trusted, all operator applications verified using that root public key or by certificates verified by a chain that terminates with that root public key, shall cease operation as soon as possible and shall be marked as untrusted.

8.5.1.2
MExE device actions when a valid (U)SIM application is no longer present

This subclause concerns the status of authenticated applications (i.e. having a certificate chain to a root public key of a secure domain) on identification by the MExE ME that a valid SIM card, or USIM application on the UICC, is no longer present. This could occur, for example, through removal of (U)SIM card, expiry/compromise of the root public key etc.).

Removal of the (U)SIM shall not cause the status (i.e. not trusted, passive or trusted) of any operator root public key on the MExE device to change. 

If the valid (U)SIM application is no longer present in the MExE device (without another valid (U)SIM application being detected), operator applications shall continue to execute in the operator domain.
8.5.2
Manufacturer root public key

The ME shall support secure storage for a certificate containing a manufacturer root public key. The certificate contains a root public key generated by the manufacturer of the MExE device, or by a CA trusted by the manufacturer of the MExE device. 

If the ME does not contain a trusted manufacturer root public key, then the certificate chain to MExE executable previously executing in the Manufacturer Domain will be invalid, and the MExE executables will be excluded from the manufacturer domain and marked as untrusted.

The user shall not be able to add or delete any type of manufacturer public key (root or contained in a certificate).

The Manufacturer shall put a root public key and optionally its corresponding disaster-recovery key in the ME at the time of manufacture, and use a proprietary secure mechanism (e.g. using the disaster-recovery key) to replace the certificate containing the manufacturer root public key. It shall not be possible to use the disaster recovery manufacturer root public key to replace the standard manufacturer root public key unless both public keys are from the same manufacturer. 

An application signed by a manufacturer shall not be able to run in the Manufacturer Domain unless the root public key of that manufacturer is installed in the ME and is trusted.

There shall be no more than one trusted manufacturer root public key on the ME (excluding the disaster recovery root public key).

8.5.3
Third party root public key

The ME shall support secure storage for at least one certificate containing a third party root public key. The ME shall support the use and management of certificates containing Third Party root public keys stored on the MExE-(U)SIM and in ME. For support of public key management on the SIM and the USIM refer to GSM 11.11 [27] and 3GPP TS 31.102 [39] respectively. The MExE device may contain root public key (s) generated by CA(s) implicitly trusted by the user. The user will be able to securely install (using a secure transport) or remove Third Party root public keys at any time using a system administrative tool. 

The Manufacturer, Operator and Administrator may at their discretion, securely install certificates containing Third Party root public key(s) on behalf of the user, e.g. at the time of manufacture by the Manufacturer. See subclause 8.6 "Certificate management" for details of Administrator control of Third Party certificate download.

If a Third Party public key is deleted or becomes not trusted, then the certificate chain to MExE executables previously executing in the Third Party Domain certified by that public key will become "untrusted".

There may be any number of Third Party root public keys on the MExE device.

The third party domain administrator, i.e. the Administrator (user or other body) shall be able to enable and disable Third Party root public keys by using CCM, see subclause 8.7 “Certificate configuration message (CCM)”. The process of adding/removing public keys and enabling/disabling public key are independent.

All third party certificates shall be subject to restrictions imposed by valid certificate configuration messages.

See subclause 8.6 "Certificate management" for the management of Third Party root public keys.

8.5.4
Administrator root public key

To help with the control of Third-Party certificates, the ME shall support secure storage for a certificate containing an administrator root public key. The ME shall support the use and management of a certificate containing an Administrator root public key stored on the MExE-(U)SIM and in the ME. The ME shall behave according to section 8.8.1 “Determining the administrator of the MExE MS”. For support of public key management on the SIM and the USIM refer to GSM 11.11 [27] and 3GPP TS 31.102 [39] respectively. Only one administrator root public key shall be trusted on the MExE device at any one time.

The MExE device shall support the administrator designation mechanism explained in subclause 8.8 "Provisioned mechanism for designating administrative responsibilities and adding third parties in a MExE device" and the secure downloading of CCMs explained in subclause 8.7.4 “Authorised CCM download mechanisms”.

The user shall not be able to delete an administrator root public key or certificate.

The system shall support a mechanism (as part of a provisioned functionality and/or inherently part of the MExE implementation) allowing the owner of the MExE device to manage the administrator root public key (including the download of a new administrator root public key) as defined in subclause 8.8.1.1 "Administrator of the MExE device is the user". This mechanism shall be secure so that only the owner can use this functionality.

The administrator root public key can be downloaded to the MExE device as described in subclause 8.10.4 "Administrator root certificate download mechanism".

If the Administrator root public key is stored in the (U)SIM, the ME shall only read the Administrator root public key from the MExE-(U)SIM when required and shall not store the Administrator root public key from the MExE-(U)SIM on the ME.

See subclause 8.6 "Certificate management" for the management of Administrator root public keys.

The same root public key may be used for both the Administrator role and the operator or manufacturer domain. This facility does not imply any increased right of the manufacturer or operator to take the Administrator role.

If the same root public key is used for the operator domain and Administrator role and this root public key is stored on the MExE-(U)SIM (see [27] and [39]), there shall be separate entries relating to each use of the root public key in the operator and administrator trusted certificate directory files. These entries in the operator and Administrator trusted certificate directory files may point to the same root public key in the certificate data file.

If the root public key to be shared is not stored on the (U)SIM, then procedures relating to this are out of the scope of this specification.

8.6
Certificate management

If the 3 MExE security domains defined in subclause 8.1 "Generic security" are not supported, then the certificate management described in this subclause is optional. The manufacturer may load initial third party certificates on the ME. Downloaded certificates shall be verified by an existing trusted certificate and placed in the domain defined by the root public key at the top of the verification chain for the downloaded certificate. 

The administrator root certificate shall be provided on the (U)SIM if support for certificate storage on the (U)SIM exists (e.g. MExE-(U)SIM) or in the MExE device. For (U)SIMs not having certificate storage the administrator root may be downloaded using the root download procedure described in subclause 8.10.4 "Administrator root certificate download mechanism".

The actions that may be performed for a given certificate are: 

-
addition, 

-
deletion, 

-
mark-un-trusted (certificates which have a mark-un-trusted cannot be used to verify applications or other certificates. This process may be preferred to certificate deletion as there is a chance that the certificate may become trusted again in the near future), 

-
remove mark-un-trusted (removing the mark-un-trusted is the process of allowing an certificate to come into use again), 

-
modify fine grain access permissions (proposed as a future enhancement). 

The ability to perform these actions depend on the certificate type being modified as well as the access level of the entity performing the operation. 
Users may add a third party certificate as long as it is certified by an existing trusted certificate. Using a provisioned functionality, users may delete Third Party certificates.

The Administrator may mark trusted/untrusted Third-Party certificates using Certificate Configuration Messages (see subclause 8.7 “Certificate configuration message (CCM)”.

Users cannot add or delete any Operator or Manufacturer certificate containing a root public key.
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