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	Reason for change:
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	There is a security vulnerability with the use of a whole-certificate hash ("fingerprint") as a certificate identifier in a certificate configuration messages (CCM) used as a certificate revocation list (CRL).

An (unstructured) certificate identifier in a CRL must unambiguously identify a single certificate and be the unique identifier of its form for that certificate.  In a MExE CRL a fingerprint is used as a certificate identifier, but there can be multiple fingerprints for one certificate (a different fingerprint for each different encoding of the certificate).  This means a MExE device may fail to recognize that a certificate is revoked in a CCM CRL and, hence, enable it when it should be disabled. 

	
	

	Summary of change:
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	Modifications to correct the CRL procedure to unambiguously and explicitly use the same hash fingerprint.
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not approved:
	This essential change is required to prevent revoked certificates continuing to be used to authenticate MExE executables that are no longer trusted.  Unless 23.057 is modified, it is possible that untrusted MExE executables could be authenticated as trusted MExE executables, allowing access to restricted functionality.
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8.7.3
CCM field mapping convention

…

version = The CCM format version numbers are defined in table x "CCM Versions". All other values are reserved for future use.
Table x: CCM Versions
	CCM Version
	Applicability to 23.057
	Details

	0
	Defined for 23.057 up to and including version 4.1.0 
	Initial version of CCM.  Use of this CCM version is now discontinued as it is no longer considered secure.
Using version 1 of the CCM will allow "old" implementations to gracefully reject a "new" CCM and "new" implementations to support "old" and "new" CCMs if desired.

	1
	Defined for 23.057 version 4.2.0 and subsequent versions.
	The hashValue for CCM Version 0 corrected to avoid possible ambiguity in how the hash is computed, potentially leading to untrusted MExE executables being considered as trusted MExE executables.  


…

hashType = enumerated { signature (0), MD5 (1), SHA-1 (2) } All other values are reserved for future use.

hashLength = The number of octets output by the selected hash type (16 for MD5 [23] and 20 for SHA-1 [24]).

A list entry shall contain a certificate fingerprint in the form of the hash of the signed portion of the encoded certificate — this is the same hash that is used in the verification of the certificate's signature (if the same hash algorithm is used). The full hash output for the specified algorithm shall be used to generate the fingerprint. A list generator shall check to insure that no two list entries match when creating a list. For an X509v3 [26] or X9.68 (currently being drafted) certificate the fingerprint hash shall be computed over the ASN.1 DER-encoded signed portion of the certificate object (the toBeSigned field). For WTLS certificates the hash shall be computed over the ToBeSignedCertificate field in network transmission format, first octet to last octet.
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