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3GPP TSG-T2 MExE Meeting Report
Edinburgh, Scotland

3rd -7th September, 2001

Chairman: Mark Cataldo (Openwave) / Lars Brenk (TTPCom)

Secretary: Tim Costello (BT)

Executive Summary:

2 LS’s and 7 CR’s were the outputs of this MExE session.

The MExE group had a discussion regarding PKCS#15, and if the MExE certificate section in the (U)SIM specification (31.102)  should be replaced by a reference to the WIM specification which uses PKCS#15, to store the certificates. It was agreed to send an LS to T3, asking for their advice (tdoc 692, 693).

Different clarification CR’s regarding the security section (tdoc 691).

After some discussion, the MExE group decided that he X.509 certificate format was to be the mandated certificate format, which a MExE device shall support (tdoc 689).

Clarification regarding the caching mechanism in a MExE device for certificates read from a (U)SIM (tdoc 684).

There were no big changes to the two rolling CR’s, dealing with CLI as a 4th classmark (tdoc 670, 671)

The MExE group also had a presentation regarding the continued work with applications and a security framework. (tdoc 651). Gunilla made the presentation and a quite lengthy debate took place afterwards. The main message from the presentation was that the security section in the MExE specification should be based on some kind of security toolbox, which then could be used by other fora and groups. 

To achive this, different suggestions were proposed, going from keeping all the work inside the MExE group, to splitting out the generic security part of the MExE specification and creating two specifications, giving S3 the responsibility of the security part.

No decisions were made, but the discussions will continue in the MExE meetings to come.

Another lengthy discussion was created by tdoc 587 from the open plenary. It was a discussion paper, which adressed the impact of T2 work on implementations. A lot of action points to delegates were created due to this document, and the official response to the closing plenary from the MExE group can be found in tdoc 695.

1 Opening of the meeting

The Chairman (Mark Cataldo, Openwave) opened the meeting, with the secretary (Tim Costello, BT) welcomed delegates and thanked the hosts for their kind invitation.  Mark agreed to chair the first day of the meeting and then hand over to the new chairman (Lars Brenk).

2 Approval of the draft agenda

	Tdoc
	Subject
	SOURCE

	T2-010660
	Draft SWG1 MExE agenda (draft C)
	Chairman


note - modify the title of for future meetings to include 'SWG1'

Conclusion:

The agenda was agreed.

3 Introductions

Delegates introduced themselves, and are listed in the participants annex.

4 Call for IPR

The Chairman re-iterated the call for IPR made during the opening plenary.

5 Registration of Input Documents

Meeting documents may be found at http://www.3gpp.org/ftp/tsg_t/WG2_Capability/TSGT2_14/Docs/ 

	Tdoc
	Subject
	SOURCE

	T2-010587
	Impact of T2 work on implementation
	BT

	T2-010605
	revised WID MExE Security Analysis
	SA 

	T2-010646
	LS to T3 on PKCS#15
	Vodafone

	T2-010647
	CR 31.102 MExE certificate storage on the USIM
	Vodafone

	T2-010651
	The continued work with applications and a security framework
	Ericsson

	T2-010660
	Draft SWG1 MExE agenda
	Chairman

	T2-010661
	Report of SWG1 MExE at T2#14
	BT

	T2-010662
	Report of MExE Athens meeting (T2-MExE-010049)
	BT

	T2-010663
	Opening plenary presentation of the MExE Athens Meeting
	Chairman

	T2-010664
	MExE e-mail process report
	TTPCom

	T2-010665
	LS on MExE Security Analysis Activity WID  (T2-MExE-010083)
	Nokia

	T2-010666
	CR 23.057: Status of applications when valid RPK not available (T2-MExE-010081)
	Intel

	T2-010667
	CR 23.057: Clarification of root public keys (T2-MExE-010082)
	Motorola

	T2-010668
	CR 23.057: Certificate fingerprints for CCM CRL (T2-MExE-010051)
	Telstra, Motorola

	T2-010669
	CR 23.057: Update to the states in the diagram D4 (T2-MExE-010084)
	Vodafone

	T2-010670
	CR 23.057: CLI classmark 4 – non-security
	Microsoft

	T2-010671
	CR 23.057: CLI classmark 4 – security
	Microsoft

	T2-010672
	CR 23.057: Clarifying Description of CCM Format
	Intel

	T2-010673
	Clarification on state of certificates
	Ericsson

	T2-010674
	A specified certificate format for MExE
	Vodafone

	T2-010675
	Trust Hierarchy and Administrator RPK
	Intel

	T2-010676
	Implementations with Non-persistent Caching of RPKs
	Intel

	T2-010677
	Requiring a Certificate for Root Public Keys
	Intel

	T2-010678
	Report of MExE Athens meeting (T2-MExE-010085)
	BT

	T2-010679
	ARPK and CCM
	Vodafone

	T2-010680
	CR 23.057: Status of applications when valid RPK not available 
	SWG1

	T2-010681
	CR 23.057: Clarification of root public keys
	Motorola

	T2-010682
	LS to T3 on PKCS#15 support for MExE in the USIM
	SWG1

	T2-010683
	CR 23.057: Trust Hierarchy and Administrator RPK
	Intel

	T2-010684
	CR 23.057: Implementations with Non-persistent Caching of RPKs
	Intel

	T2-010685
	ARPK and CCM - WITHDRAWN
	Vodafone

	T2-010686
	CR 31.102: MExE root certificate storage on the USIM
	Vodafone & Ericsson

	T2-010687
	LS to T3 on PKCS#15 support for MExE in the USIM
	SWG1

	T2-010688
	A specified certificate format for MExE
	Vodafone

	T2-010689
	CR 23.057: A specified certificate format for MExE
	Vodafone

	T2-010690
	LS on MExE Security Analysis Activity WID  (T2-MExE-010083)
	Nokia

	T2-010691
	CR 23.057: Status of applications when valid RPK not available (T2-MExE-010081)
	SWG1

	T2-010692
	LS to T3 on PKCS#15 support for MExE in the USIM
	SWG1

	T2-010693
	CR 31.102: MExE root certificate storage on the USIM
	Vodafone & Ericsson

	T2-010694
	Notes from MExE breakout meeting on impact of T2 work
	Intel

	T2-010695
	reply to T2 on impact of T2 work (reply to T2-010597)
	SWG1

	T2-010696
	
	

	T2-010697
	
	

	T2-010698
	
	

	T2-010699
	
	


6 Results of the previous meeting

6.1 Meeting report

	Tdoc
	Subject
	SOURCE

	T2-010662
	Report of MExE Athens meeting (T2-MExE-010049)
	BT

	T2-010663
	Opening plenary presentation of the MExE Athens Meeting
	Chairman

	T2-010678
	Report of MExE Athens meeting (T2-MExE-010085)
	BT


The meeting report from the previous meeting was agreed in the opening plenary.

Conclusion:

Tdoc T2-010662 was noted

Tdoc T2-010678 was noted

Tdoc T2-010663 was noted

6.2 E-mail activity

	Tdoc
	Subject
	SOURCE

	T2-010664
	MExE e-mail process report
	TTPCom


Document not available. No documents were required for email approval from the Athens adhoc meeting.

6.3 Liaison statements

LS's to be issued during this meeting.

	Tdoc
	Subject
	SOURCE

	T2-010646
	LS to T3 on PKCS#15
	Vodafone

	T2-010682
	LS to T3 on PKCS#15 support for MExE in the USIM
	SWG1

	T2-010687
	LS to T3 on PKCS#15 support for MExE in the USIM
	SWG1 

	T2-010692
	LS to T3 on PKCS#15 support for MExE in the USIM
	SWG1


Tdoc 646, presented by PC, Vodafone.

An LS to T3, informing them that MExE uses a PKCS#15 file structure and noting that the current USIM file structure specification does not.  See also CR Tdoc T2-010693 to be attached to this LS.

Comments

remove paragraph 3

make changes in new Tdoc 682.

Tdoc 682, presented by TW, Vodafone

updated LS asking for feedback from T3

Comments:

Recommend reading the smartcard provisioning spec. (TS 31.102)

Discussion on whether MExE has already agreed on adopting pkcs#15.  Change LS from 'MExE assumes use of PKCS#15', to a weaker statement.  

Online changes made, updated in Tdoc 687.

Tdoc 687 was agreed and taken to the other SWG's currently meeting for fast T2 approval.  Minor changes made by other SWG's, updated in Tdoc 692

Tdoc 692 was agreed by SWG1.

Conclusion:

Tdoc T2-010646 was noted, updated in Tdoc T2-010682

Tdoc T2-010682 was noted, updated in Tdoc T2-010687

Tdoc T2-010687 was noted, updated in Tdoc T2-010692

Tdoc T2-010692 was agreed, by SWG1, SWG2, SWG3.  Will be sent to T3 with the associated CR (T2-010693) by T2 secretary.

	Tdoc
	Subject
	SOURCE

	T2-010665
	LS on MExE Security Analysis Activity WID  (T2-MExE-010083)
	Nokia

	T2-010690
	LS on MExE Security Analysis Activity WID  (T2-MExE-010083)
	Nokia


Tdoc 665, presented by AZ, Nokia

An LS in response to a previous LS from SA3.  Already dealt with in Athens MExE meeting.  Re-presented here for approval by T2.

Comments:

Editorial changes to dates etc.

Updated in new Tdoc 690.

Conclusion:

Tdoc T2-010665 was noted, updated in Tdoc T2-010690

Tdoc T2-010690 was agreed.  To be presented for approval to T2 closing plenary

6.4 CRs

	Tdoc
	Subject
	SOURCE

	T2-010666
	CR 23.057: Status of applications when valid RPK not available (T2-MExE-010081)
	Intel

	T2-010680
	CR 23.057: Status of applications when valid RPK not available (T2-MExE-010081)
	SWG1

	T2-010691
	CR 23.057: Status of applications when valid RPK not available (T2-MExE-010081)
	SWG1


Tdoc 666, presented by EW, Intel

A CR to clarify how to handle MExE executables when their valid root public key is not present.  Reviewed and udpated during the Athens MExE meeting.  Updated (in Tdoc 680) to modify section 8.5.2 to say that the device invalidates an application when a different RPK is inserted.

Tdoc 680, presented by LB, TTPCom

Comments:

Much discussion plus concerns on the overhead required in doing a full certificate check while the executable has tasks running.  Want to give a good user experience, where the terminal does not freeze an application.

MS / Romek - want to defer this CR, because of possible implications to implementors (reference section 8.11).

Change text to explicitly allow an executable to continue running, on insertion of a new USIM, if the same RPK is validated.  Updated online in new Tdoc 691

Conclusion:

Tdoc T2-010666 was noted, updated in Tdoc T2-010680

Tdoc T2-010680 was noted, updated in Tdoc T2-010691

Tdoc T2-010691 was agreed

	Tdoc
	Subject
	SOURCE

	T2-010667
	CR 23.057: Clarification of root public keys (T2-MExE-010082)
	Motorola

	T2-010681
	CR 23.057: Clarification of root public keys
	Motorola


Tdoc 667, presented by MC, Openwave

The original CR was not based on latest version of MExE (Tdoc 082 from Athens)

Requires a little more updating.  New Tdoc 681 created by AZ, Nokia.

Tdoc 681, AZ, Nokia

Make additional change to ORPK (change supported by Vodafone).

Conclusion:

Tdoc T2-010667 was noted, updated in Tdoc T2-010681

Tdoc T2-010681 was agreed

	Tdoc
	Subject
	SOURCE

	T2-010669
	CR 23.057: Update to the states in the diagram D4 (T2-MExE-010084)
	Vodafone


Tdoc 669

CR that takes Tdoc T2-MExE-010084, agreed in Athens MExE meeting, and gives it a T2 Tdoc number.  For approval.

No comments made.

Conclusion:

Tdoc T2-010669 was agreed.

6.5 Action Items and other issues

6.5.1 Action Items

None

6.5.2 Other Issues

None

Others

7 Incoming LS

	Tdoc
	Subject
	SOURCE


8 MExE Security Analysis Activity (Tuesday 4th September, 2001)
	Tdoc
	Subject
	SOURCE


No work to report on.

9 MExE 23.057 contributions and change requests

9.1 Security

9.1.1 CCM

	Tdoc
	Subject
	SOURCE

	T2-010668
	CR 23.057: Certificate fingerprints for CCM CRL (T2-MExE-010051)
	Telstra, Motorola


Tdoc 668

CR already presented in Athens MExE adhoc, was rejected then - waiting for more information.  PC not yet able to get a response from Telstra - will try again for the next MExE meeting.

Comments:

TW - suggested that MExE make a CCM look like a CRL (use:- serial number /issue number / hash)

Conclusion:

Tdoc T2-010668 was withdrawn.  Postpone any discussion till the next MExE meeting.

Action - PC to continue trying to contact Telsta on this issue.

	Tdoc
	Subject
	SOURCE

	T2-010672
	Clarifying Description of CCM Format
	Intel


Tdoc 672, presented by EW, Intel

CR from MExE Athens meeting - editorial clarification to description of CCM format.  This becomes an essential change for R4.

Conclusion:

Tdoc T2-010672 was agreed

9.1.2 Root Public Keys

	Tdoc
	Subject
	SOURCE

	T2-010674
	A specified certificate format for MExE
	Vodafone

	T2-010688
	A specified certificate format for MExE
	Vodafone

	T2-010689
	CR 23.057: A specified certificate format for MExE
	Vodafone


Tdoc 674, TW, Vodafone.

CR to mandate the support of X.509 (as profiled by WAP Forum) as the MExE certificate format.

Suggest using because X.509 version 3 is becoming the industry standard.  RFC 2459 profiles the options for X.509.  WAP modifications are interoperable with RFC2459 but reduce the certificate size.  TW believes this is an essential correction to R4.

Comments:

JW - there are better alternatives to X.509.  eg SPKI has a smaller parser and certificate size.  Would like more discussion on the criteria for selecting the certificate format.  Suggest that need a more rigorous comparison of the alternatives.

TW - note that SPKI is not currently widely adopted.  Suggested keeping to X.509 for wider acceptance.

Symbian - support the adoption of X.509.

EW - in favour of X.509 but should recognise that there are security limitations (eg access control & authorisation). Highlighted a research paper on certificate formats: (Carl M Ellison, "The nature of a useable PKI", Computer Networks, Volume 31, Number 8, April 23, 1999, pp 823-830. - see also RFC 2693)

Parallel work in MIDP and SyncML, on certificate extensions, was noted.

The CR as it stood was not agreed, TW proposed other changes to CR.  Offline discussion took place and a new CR (Tdoc 688) was proposed.

Tdoc 688, presented by Vodafone.

Editorial change to Tdoc 674.

More changes made online, updated in new Tdoc 689.

Conclusion:

Tdoc T2-010674 was not agreed, updated in Tdoc T2-010688.

Tdoc T2-010688 was noted, updated in Tdoc T2-010689

Tdoc T2-010689 was agreed

	Tdoc
	Subject
	SOURCE

	T2-010675
	Trust Hierarchy and Administrator RPK
	Intel

	T2-010683
	CR 23.057: Trust Hierarchy and Administrator RPK
	Intel


Tdoc 675, presented by EW, Intel

Update to CR already presented in Athens MExE meeting.  New subclause 8.4.2 created - contains descriptive text.

No comments made.  Minor editorial change made and new Tdoc 683 created.

Conclusion:

Tdoc T2-010675 was noted, updated in Tdoc T2-010683

Tdoc T2-010683 was agreed

	Tdoc
	Subject
	SOURCE

	T2-010676
	Implementations with Non-persistent Caching of RPKs
	Intel

	T2-010684
	CR 23.057: Implementations with Non-persistent Caching of RPKs
	Intel


Tdoc 676, presented by EW, Intel

This CR merges two CRs from the Athens MExE meeting.  Allows caching of RPK's in the ME.

Comments:

TW - the terminology for 'secure area' needs to be defined more rigidly.

Update in new Tdoc 684, with a new section - making it more explicit that 'expiration' means the removal of the USIM and that the certificate is made invalid.

Tdoc 684, EW, Intel.

Minor comments only.

Conclusion

Tdoc T2-010676 was noted, updated in Tdoc T2-010684

Tdoc T2-010684 was agreed

	Tdoc
	Subject
	SOURCE

	T2-010677
	Requiring a Certificate for Root Public Keys
	Intel


Tdoc 677, EW, Intel

CR generated from a discussion paper input into Athens MExE meeting.  Allows self signed certificates and retains them in parallel with the RPK.

Comments:

Objections to the manufacturer RPK section.

LF - would like to see this CR split into 2 parts, with  the manufacturer part separate.

Some wanted time to check this CR and consider at next meeting

Chairman encouraged delegates to take this CR back and consider it - discuss on MExE email reflector.

Conclusion:

Tdoc T2-010677 was postponed till the next meeting (it will be re-presented with no changes).

	Tdoc
	Subject
	SOURCE

	T2-010679
	ARPK and CCM
	Vodafone

	T2-010685
	ARPK and CCM - withdrawn
	Vodafone


Tdoc 679, presented by PC, Vodafone.

Comments:

concerns that a malicious owner of the ARPK could harm the device.

EW - question on 'chaining' and USIM cross certification when certificates don't match.

Some did not like the operator being the administrator also.  Reply that the operator can shut down third party certificates if a CA is irresponsibly signing  apps.

Concerns on the wording in this CR.  New CR to be generated, Tdoc 685.

Tdoc 685 Was not available

Conclusion:

Tdoc T2-010679 was noted, to be updated in Tdoc T2-010685

Tdoc T2-010685 was not available

9.1.3 CLI

	Tdoc
	Subject
	SOURCE

	T2-010670
	CR 23.057: CLI classmark 4 – non-security
	Microsoft

	T2-010671
	CR 23.057: CLI classmark 4 – security
	Microsoft


Tdoc 670, MS, Microsoft

CR already presented and agreed in Athens MExE meeting.  Re-presented here.  No changes made since Athens.

Tdoc 671, MS, Microsoft

CR already presented and agreed in Athens MExE meeting, re-presented here.  Minor change only since Athens.

Comments:

On the signing of JAR files and how CLI files are signed.  More information on how CLI files are signed, to be provided by MS, who noted that the security model is as defined in the ECMA spec - MExE does not add anything to the ECMA security model.

Action - MS to give explanation of CLI security model, for next meeting

These R5 rolling CR's will be presented for T2 approval at the last T2 plenary of R4 - to delay creating MExE R5 until all R4 essential changes are made.

Conclusion:

Tdoc T2-010670 was agreed as internal rolling CR for R5 non-security.

Tdoc T2-010671 was agreed as internal rolling CR for R5 security.

9.1.4 Others

	Tdoc
	Subject
	SOURCE

	T2-010647
	CR 31.102 MExE certificate storage on the USIM
	Vodafone

	T2-010686
	CR 31.102: MExE root certificate storage on the USIM
	Vodafone & Ericsson

	T2-010693
	CR 31.102: MExE root certificate storage on the USIM
	Vodafone & Ericsson


Tdoc 647 presented by PC, Vodafone

Draft CR to the USIM specification, to align the USIM certificate storage format with PKCS#15.  This draft CR to accompany an LS to be sent to T3 this week (Tdoc 692).

Comments:

Some felt that there should be more discussion within MExE on which certificate formats to choose, before MExE specifies changes to other specifications.  Question on why 3GPP-T3 have not already specified PKCS#15.  Some consider that certificate formats are best handled by MExE and recommended to T3 etc.

LB - not think this CR is necessary, as it is the same as the WIM specification.

Nokia - generally support this CR.  Ericsson strongly support this CR.

MC - note that Annex A on PKCS#15 is for information only and is not referenced from anywhere in the MExE spec.

Chairman - noted that 3GPP-T3 are ultimately responsible for USIM storage format and structure and that MExE should not mandate PKCS#15 without appropriate changes being implemented in the USIM directory structure specified by T3.

More information was requested on PKCS#15 - Vodafone to provide this.

Much debate on this CR.  Chairman encouraged interested delegates to resolve issues offline.  New Tdoc (686) created.

Tim Wright spoke about PKCS#15 and why MExE should adopt it -> it is already adopted for the WAP WIM; proposed that MExE references WAP WIM for storing certificates; considers PKCS#15 to be a good way of storing certificates; believes it has a good range of attributes (MExE will need to mandate the required attributes).  MExE should ask T3 to consider PKCS#15.

comments:

note that PKCS#15 can deal with formats other than X.509 - eg WTLS, SPKI and others.  

LB - concerned that with this CR, MExE loses which certificate belongs to which domain.

Tdoc 686, presented by Vodafone.

Comments: 

note that manufacturer root certificates are not stored in the USIM.

Tdoc 686 was agreed in SWG1 but required all T2 approval before sending to T3.  Comments made by other SWG's and updated in Tdoc 693.

Conclusion

Tdoc T2-010647 was noted, updated in Tdoc T2-010686

Tdoc T2-010686 was noted, updated in Tdoc T2-010693

Tdoc T2-010693 was agreed 

	Tdoc
	Subject
	SOURCE

	T2-010673
	Clarification on state of certificates
	Ericsson


Tdoc 673, presented by BoJ, Ericsson.

CR to clarify the terminology related to states of certificates and public keys.  This document was available for discussion on the MExE email reflector, but few comments were received.

Comments:

Generally considered a good document.  Some comments on the terminology and the use of 'passive state'.  Must be careful when defining the terms used - these can be refined later, once consistency is achieved.

Action - EW agreed to analyse and performa matrix breakdown by 17th October.

Use this CR as the base, but agree on the terminology before make changes.  Continue discussion on MExE email reflector.

Conclusion

Tdoc T2-010673 was not agreed

9.2 Non security

9.2.1 CLI

Rolling CR from Athens MExE meeting in CLI agenda item.

9.2.2 MExE server support in the network

No work on this.

9.2.3 Others

	Tdoc
	Subject
	SOURCE

	T2-010605
	revised WID MExE Security Analysis
	SA 


Tdoc 605 was presented in Athens MExE meeting and changes agreed there.  It will be presented at the closing plenary.

Conclusion:

Tdoc T2-010605 was noted.

10 Presentations

No formal presentations.

11 Review of agreed output documents and action items

11.1 Output documents

Review of agreed output documents - see Annex.

11.2 Action items

· Pubudu Chandrasiri - to contact Telsta (carried over from Athens MExE meeting)

· Tim Wright - (for Tdoc 651 Ericsson presentation) to scope out a new TS and raise in SA3 at their next meeting (October).  Get a response sent from SA3 to the MExE October meeting.

· Microsoft (for Mike Smith) - to provide an explanation of the CLI security model, for future MExE meeting (before end 2001).

· Bo Johannson - to continue on certificate state discussion on email.

· Mike Smith - to provide some User Interface information papers.

· Ernie Woodward - to analyse Tdoc 673 and perform a matrix breakdown by 20th September.

· Lars Brenk - Find AAE documents.

· Nicola Sugimoto - to produce templates for the MExE business model.

· All - discuss with own S3 delegates regarding MExE security work (Tdoc 651)

· All - discuss at home regarding PKCS#15 adoption (LS to T3).

12 Any other business

Results of the vote for new MExE Chairman:

Lars Brenk: 21

Ernie Woodward: 17

Lars Brenk becomes the new MExE Chairman.

Issues raised:-

Louis Finkelstein asked the groups feeling on whether MExE should have a Vice-Chair position.

Mike Smith asked for clarification on the situation concerning MExE rapporteur - Seek advice from T2 chair/secretary.

Ernie Woodward asked about the progress of the MExE/J2ME interoperability event.

Also about the official MExEforum WWW site. 

	Tdoc
	Subject
	SOURCE

	T2-010651
	The continued work with applications and a security framework
	Ericsson


Presentations made in the opening plenary, were further discussed in SWG1.

Tdoc 651, presented by Gunilla Bratt, Ericsson

Presented in more detail to SWG1.

3GPP needs a consistent security framework (access control and PKI format).  Need to specify this in order to make products and applications a success.  Suggests a review of the focus of 3GPP-T2.  Suggests creating new TS solely for terminal capabilities and access control.  Need to align this with other work outside of MExE.

This caused much discussion and debate.

Comments:

Some wanted more usage examples so that can determine what functionality is required for authorisation. - get the view of SA3 on this.  Need this for user profile/preference management.  Possibly should define own mechanism for now.

Some said that SA3 doesn't have time to do MExE related work items, therefore applications security work should still be done in T2 and taken to SA3 for approval..  Note that earlier requests for security work in SA3 were unfulfilled.  Feeling that T2 has expertise on applications and handsets and should therefore work in co-operation with SA3 - but not rely solely on SA3 to do the work.  Feeling that T2 should strengthen the request for SA3 to get involved with MExE.  Concern that T2 should not agree to partition the work until a mandate is agreed.

Some concern that this work is already happening elsewhere (eg MIDP) and that T2 should move fast in order to influence it.

TW - supports this proposal.  Suggest that need a new SWG within SA3 to deal with application layer security.  Does not think that MExE should be specifying detailed security mechanisms for all devices.

Some thought this area requires a system level approach, other felt it requires detailed PKI knowledge.

Some feeling that MExE should first investigate how to move forward - whether to split the work and if so where the work should be handled.  Some concern on previous lack of feedback, discussion and involvement from SA3.  No agreement that a new TS should be the responsibility of SA3.

AZ - this is too early to give response for closing plenary (as the first sight was in the opening plenary).  Need to take home and discuss.  But can at indicate current thinking to the T2 closing plenary.

Need joint meetings with SA3 

Action: TW to scope out a new TS and raise in SA3 at their next meeting (October) and get a response sent from SA3 to MExE October meeting

Need to scope the proposed work in more detail - do on the MExE email reflector.

Conclusion:

Tdoc T2-010651 was noted.

	Tdoc
	Subject
	SOURCE

	T2-010587
	Impact of T2 work on implementation
	BT

	T2-010694
	Notes from MExE breakout meeting on impact of T2 work
	Intel

	T2-010695
	reply to T2 on impact of T2 work (reply to T2-010597)
	SWG1


Tdoc 587, was already presented in opening plenary.

Time was set aside outside of the main MExE meeting to discuss this in more detail.  Ernie Woodward chaired.  Comments were brought back to the main group for consideration.  Summary of points in Tdoc T2-010694.

Tdoc 694, presented by Ernie Woodward, Intel.

Comments:

Pascal disagreed with some of definitions of user experience and interoperability used.  Note that these definitions are only a starting point for discussion will undergo change and refinement before adoption.

Louis Finkelstein - MExE is the place to do this work - a TS rather than a TR should be the output of MExE.  Should convey thoughts to T.

Bo Johannson - MExE should produce an action plan on the way forward.

A 'MExE-Lite' capability already exists by leaving out the optional parts of the security requirements.

Notes for a response to closing plenary:-

Feeling that MExE work already done, has influenced handset implementations to date and has prompted security work in other standardisation fora - therefore should continue with 23.057 specification.

Do not think that MExE-lite would add much more than a standard WAP or Java device.  But a MExE-lite trusted implementation with limited security and certificate handling could have a place.

Devise an action plan.

Want guidance from network operators on the level of security that is required for download capabilities - note that security is costly to implement and requires real requirements before OEM's will implement.

Formulate a response for the closing plenary in Tdoc 695

Several Action items - see 'Action items'.

Conclusion:

Tdoc T2-010587, was noted.

Tdoc T2-010694, was noted.

Tdoc T2-010695, was agreed, this will be presented at the closing plenary.

13 Future meetings

	Meeting
	Date
	Location
	Host

	MExE
	23 - 25 October 2001
	Portland Oregon, USA
	Intel Corporation

	T2#15
	26-30 Nov 2001
	Cancun, Mexico
	American friends of 3GPP

	T2#16
	11-15 Feb 2002
	No Host Identified
	

	MExE
	March/April
	no meeting identied
	

	T2#17
	31-17 May 2002
	No Host Identified
	

	
	
	
	


Surf to the 3GPP on-line meeting calendar (http://www.3gpp.org) for latest meeting and registration details.

14 Thanking the hosts

The Chairman thanked the hosts for their hospitality and excellent facilities.

15 Close of meeting

Annex

16 Output Liaison Statements

16.1 Agreed

	TDOC
	Subject
	SOURCE

	T2-010690
	LS on MExE Security Analysis Activity WID  (T2-MExE-010083)
	Nokia

	T2-010692
	LS to T3 on PKCS#15 support for MExE in the USIM
	SWG1


16.2 To be agreed by e-mail process

	TDOC
	Subject
	SOURCE


17 MExE Stage 1 changes

17.1 Agreed

	TDOC
	Subject
	SOURCE


17.2 To be agreed by e-mail process

	TDOC
	Subject
	SOURCE


18 MExE Stage 2 Changes

18.1 Agreed

	TDOC
	Subject
	SOURCE

	T2-010669
	CR 23.057: Update to the states in the diagram D4 (T2-MExE-010084)
	Vodafone

	T2-010672
	CR 23.057: Clarifying Description of CCM Format
	Intel

	T2-010681
	CR 23.057: Clarification of root public keys
	Motorola

	T2-010683
	CR 23.057: Trust Hierarchy and Administrator RPK
	Intel

	T2-010684
	CR 23.057: Implementations with Non-persistent Caching of RPKs
	Intel

	T2-010689
	CR 23.057: A specified certificate format for MExE
	Vodafone

	T2-010691
	CR 23.057: Status of applications when valid RPK not available (T2-MExE-010081)
	SWG1


MExE interally agreed rolling CRs (not submitted for approval to T2 plenary)

	TDOC
	Subject
	Source

	T2-010670
	CR 23.057: CLI classmark 4 – non-security
	Microsoft

	T2-010671
	CR 23.057: CLI classmark 4 – security
	Microsoft


18.2 To be agreed by e-mail process

	TDOC
	Subject
	Source


19 Other Output Documents

	TDOC
	Subject
	Source

	T2-010661
	Report of SWG1 MExE at T2#14
	BT


19.1 Agreed

	TDOC
	Subject
	Source

	T2-010693
	CR 31.102: MExE root certificate storage on the USIM
	Vodafone & Ericsson

	T2-010695
	reply to T2 on impact of T2 work (reply to T2-010597)
	SWG1


19.2 Noted

	TDOC
	Subject
	Source

	T2-010605
	revised WID MExE Security Analysis
	SA 

	T2-010694
	Notes from MExE breakout meeting on impact of T2 work
	Intel


19.3 To be agreed by e-mail process

	TDOC
	Subject
	Source


20 Delegates

	　NAME
	ORGANISATION
	E-MAIL

	Mark Cataldo
	Motorola (outgoing Chairman)
	mark.cataldo@openwave.com

	Lars Brenk
	TTPCom Danmark (new Chairman)
	LSB@TTPCOM.COM

	Tim Costello
	BT (secretary)
	tim.costello@bt.com

	Ji-youn Ryu
	Samsung Electronics
	luna1976@samsung.co.kr

	Mike Smith
	Microsoft
	mdsmith@microsoft.com

	Pascal Gaulin
	Philips Consumer Communications
	pascal.gaulin@philips.com

	Jason Tang Mengting
	Panasonic Singapore Laboratories Pte. Ltd.
	mttang@psl.com.sg

	Nicola Sugimoto
	NTT DoCoMo Inc.
	Nicola@s1.nttdocomo.co.jp

	Sathya Narayanan
	Matsushita Communications Inc.
	sathya@Research.Panasonic.COM

	Shigenori Kino
	MITSUBISHI ELECTRIC
	kino@isl.melco.co.jp

	Hidetoshi Kambe
	MITSUBISHI ELECTRIC
	hikam@isl.melco.co.jp

	Thomas Rodestrand
	TELIA
	Thomas.X.Rodestrand@telia.se

	Bo Johansson
	Ericsson LM
	Bo.I.Johansson@ecs.ericsson.se

	Tobias Georg
	Materna
	Tobias.Georg@materna.de

	Anette Quistgaard Jensen
	Siemens mobile phones Denmark
	Anette.jensen@aal.siemens.dk

	Markus Sihvonen
	VTT Information Technology
	markus.sihvonen@vtt.fi

	Anna Zhuang
	Nokia
	Anna.Zhuang@nokia.com

	Robert Westers
	KPN
	A.R.Westers@kpn.com

	Pubudu Chandrasiri
	Vodafone Group Plc
	Pubudu.Chandrasiri@vodafone.com

	Timothy Wright
	Vodafone Group Plc
	Timothy.wright@vodafone.com

	Mike Smith
	Microsoft
	mdsmith@microsoft.com

	Louis Finkelstein
	Motorola
	louisf@labs.mot.com

	John H. Wilson
	Intel Corporation
	John.h.wilson@intel.com

	Ernie Woodward
	Intel Corporation
	ernest.e.woodward@intel.com

	Romek Szczesniak
	Symbian.Ltd
	Romek.Szczesniak@symbian.com

	Carole Koch
	Gemplus
	carole.koch@gemplus.com

	Lee Gould
	Panasonic
	lee.gould@panasonic-pmdc.co.uk

	Nick Jones
	Panasonic
	nick.jones@panasonic-pmdc.co.uk

	Laurent Reynaud
	France Telecom
	Laurent.reynaud@francetelecom.com
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