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2. General Description of VASP Connectivity

The 3GPP TS 23.140 v420 defines MM7 as follows:

“Reference point MM7 is used to transfer MMs from MMS Relay/Server to MMS VAS applications and to transfer MMs from MMS VAS applications to MMS Relay/Server. This reference point shall be based on existing protocols e.g. SMTP or HTTP for this release of the specification. Future releases may propose a mandatory protocol and encoding schemes.
”.

MM7 will allow operators to open their MMS Relay/Server to Home Environment Value Added Service (VAS) applications that are offered by different Home Environment VAS Providers (HEVASP). The MM7Protocol 
will allow VAS Applications to send, receive, delete, replace and query the status of MMs. 

A MMS Relay/Server that supports MM7 enables operators to increase network usage, charge, manage and trace VAS Application activity.

VASP and VAS applications will be authenticated and secured using special profiles.

Each VASP and VAS application will be limited to use the MMS Relay/Server according to the contracted service level agreement.

Different VAS Applications from the same VASP can have independent service levels.

The MMS Relay/Server should maintain a database of VAS & VASP profiles. The profile will include one record for each VASP and separate records for each application, i.e. one VASP to many VAS Applications. This will enable operators to provision each VAS application to have the same service level as its VASP or an independent service level per application.

The MMS Relay/Server will support messaging to a single multiple destinations and large Distribution Lists. A special component will track messages and answer status queries from VAS applications. This will enable operators to supply VASPs with all the required information regarding their messages – who received the message and who did not, when did the message arrive to its destination and when was it read, in addition all types of status and statistics queries will be supported.

The MMS Relay/Server should support post and prepaid accounts. Detailed and customizable CDR’s should be created as part of activity logging. Operators could bill each of the supplied VAS independently. A MMS Relay/Server can access prepaid servers to query for a subscriber account status. The MMS Relay/Server will provide the prepaid server with required information (data volume, message type, subscriber ID, time and date, etc’...) and act in accordance with the response from the prepaid server as to whether allow or reject the service request.

VASP application servers can be used in another way, e.g as multimedia banks where a MMS relay/server could access a VASP multimedia bank in order to add a MM 

3. element, such as a picture or animation to a MM.

4. Detailed Description

4.1. MM7 – not only a protocol

4.2. MM7 interface should be based on a protocol between the Relay/Server and the VASP, as well as on other mechanisms based on API’s which will enable application servers and applications to be registered, authenticated, etc.  based on OSA principles. The protocol described in this document, called by us MMPP (Multi-Media Peer to Peer protocol), enables the VASP and the MMS Relay/Server to exchange information send and receive messages, get reports and so on.

MMPP (Multi-Media Peer to Peer protocol) 

Suggestion for MMS Relay/Server VASP Applications Protocols

3GPP recommends that MM7 should be implemented using standard protocols e.g. SMTP or HTTP. MM7 could be implemented using each of the above protocols.

SMTP is limited in terms of authentication and authorization. Using XML over HTTP offers a better and more flexible way to achieve MM7. 
The Push Access Protocol (PAP) is a standard XML over HTTP protocol, that has been defined by the WAP Forum and is being examined by the 3GPP Push group, that allows Push Initiators, to push and manage messages to handsets Over The Air (OTA). We suggest extending the usage of PAP in a slightly different model: The Push Initiator, in this case – the VASP will use  XML over HTTP and especially, PAP as the basis for a protocol between the VAS Application and the MMS Relay/Server. 

· As part of its definition, PAP already supports a significant subset of the suggested MM7 interface:

· Submit a Push Message, i.e. Send a message to a mobile device.

· Replace a previously submitted Push Message

· Cancel a Push Message, i.e. delete a non-delivered message.

· Query the status of a message

· Query the handset capabilities 

Each PAP message consists of three parts - a control entity, content entity and an optional capabilities entity. The control entity is an XML document that contains control information for the Push Gateway (PPG), for MM7 this role will be filled by the MMS Relay/Server, to use when processing the message for delivery. The content entity represents content to be sent to the wireless device.

HTTP could be used to transfer messages both from the VASP application to MMS and vice versa. MM7 will also enable VASP applications to receive messages using SMTP
. This will require the VASP Applications to be either HTTP or SMTP server.

SMTP/ESMTP

MMPP (PAP+)

XML / HTTP

Figure 1: VAS - MMSC Protocol Definition

4.3. Value Added Service Provider - Profile

4.3.1. Description

A special VASP and VAS applications profile is required to allow the operator the best control over different VAS Applications that access the MMS Relay/Server. VASP and VAS applications profiles will answer Authentication, Authorization, Security, Management and Billing issues

The MMS Relay/Server will define the profile of the VASP and the profile of the VAS Application separately. That will give the operator and the VASP the freedom to use different service levels for each application or to use the same service level for all applications from this VASP, as default. VASP and VAS application profiles will include information as prepaid definition, capacity parameters (Number of messages that the VAS application may send), authorization (access to distribution lists) etc... The operator should define a unique ID per VASP and per VAS application. Each application will be related to one VASP.


.

MMS Relay/Server should be able to use either locally stored profiles or profiles that were created on remote storage systems, maintained by the operator. Access to remote profiles will be based on OSA principles and are not dealt with in this document. 

4.4. Provisioning of VASP and VAS applications is not in the scope of this document, and will be based on OSA principles

4.5. Security

4.5.1. Connection

4.5.2. MMS Relay/Server may use SSL over HTTPS to support secure connections with VAS applications. This topic will be elaborated further in a later release.

4.5.3. Authentication

VAS applications will be required to supply their unique ID, supplied as part of the profile, when using MM7 services, in each request. This unique ID will be used to identify the VAS application and grant the application its allocated service level.  The authentication can be done over a secured connection.
4.5.4. Note: PAP control entity should be extended to support this.

4.5.5. Authorization

The MMS Relay/Server should use the profiles of VASP and VAS Application to maintain the service level as defined by the operator.

Using the unique ID, delivered with each request, the MMS Relay/Server will use the VAS application’s profile to verify that only permitted services are authorized, and that applications do not use the MMS Relay/Server for operations not defined in the application’s Service Level Agreement (SLA) by the operator.

4.6. Service level records will limit volume and capacity that can be used by VASP and VAS applications.

4.7. Messaging Operations

This section presents the requirements for operations that should be supported by the MM7 protocol.  This proposal recommends implementing these operations over PAP, wherever possible.  Any extensions to PAP that are necessary will be noted.

1. MM7 Interface will allow VAS applications to query the Protocol version. This operation is not defined in PAP. PAP should be extended to support this request.

2. The following Send message related requirements would be implemented using the PAP - push-message element:

Applications will be able to send MMs using SMTP or XML/HTTP.

The MMS Relay/Server should support delivery to single and multiple destinations and large distribution lists (broadcasts).

The MMS Relay/Server should support CC and BCC addressing of recipients.

The MMS Relay/Server should support Delivery Notifications, based on PAP result notifications. Recipient shall not be able to prevent the sending of delivery notifications to the VASP. Read reports are expected to be generated by User Agents or by VAS application.

MMS Relay/Server should support message priorities.

The MMS Relay/Server should support earliest time to delivery.

MMS Relay/Server should support messages expiry time. This requires PAP send-message element to be extended.

The MMS Relay/Server should enable a VAS Application to replace older messages. This will be implemented using the replace-push-id field in PAP.

3. The MMS Relay/Server should support enquiry of message status. This will be implemented using PAP – status-query-message element. PAP should be extended to support different types of query status responses, and to allow applications freedom in terms of response time, frequency, format and more.

4. MMS Relay/Server should support deletion of messages that where not delivered prior to a predefined expiration time. This could be done using PAP – cancel-message element.

4.8. 5. The MMS Relay/Server should deliver MM to the VAS applications using SMTP or and HTTP.

4.9. Distribution Lists

4.9.1. Using distribution lists when accessing the MMS Relay/Server through the VASP Protocol sometimes requires special treatment. The MMS Relay/Server should acknowledge the special requirements of this type of messaging. This section describes the handling of distribution lists messaging issues.

4.9.2. Send Messages to Distribution Lists

The MMS Relay/Server should support messaging of MMs to distribution lists.

The MMS Relay/Server should support lists defined on the MMS Relay/Server internal directory or on a remote server. Connectivity to a remote server is not part of this document, and, not part of MM7.

4.9.3. The MMS Relay/Server should replace address in the message with the list of RFC 822 addresses associated with the members of the list.

4.9.4. Message status – Reports and Enquiry

When dealing with distribution lists messaging it is required that the MMS Relay/Server would handle all the details and allow the application to view a summary of the message status. When an Application sends a message to a distribution list that includes, say, a 100,000 subscribers and requests delivery status then the MMS Relay/Server should collect the replies (i.e. based on delivery acknowledgement) from all list members and deliver a detailed status to the application. The status report could be delivered every predefined or requested period of time (to track the distribution of the message and how fast it arrives to all members of the list).

The MMS Relay/Server should:

1. Generate reports about the message status. Reports will be generated according to either predefined parameter in the VAS application profile or specific parameter that will be specified for the specific message (Email reports, periodic and final reports etc’...).

4.10. 2. Reply to queries about the message status. The status of a message will consist of parameters such as: Number of non delivered messages, number of delivered messages, number of messages that were read, number of messages that were rejected (e.g. address no longer exists) and more (up to a list that will describe the exact status for each of the distribution list members).

4.11. Billing

Billing is not regarded as part of MM7.

The MMS Relay/Server should support post paid and prepaid subscribers.

VASP and VAS applications could be either postpaid or prepaid.

The MMS Relay/Server should generate detailed CDR files that will enable the operator to bill VASP for MM7 services.

The MMS Relay/Server should support online cost query for prepaid applications and subscribers.

Using MM7 for distribution lists messaging should be treated in a special manner that will allow the operator to bill for the entire messaging procedure as a whole.

4.12. The MMS Relay/Server should support Reply-charging as defined in 3GPP TS 23.140

1. MM handling by VASP servers (e.g. Multimedia Element Insertion)

2. An interseting relationship between a VASP server and the MMS can be handling of a MM by  VASP server. As an example , the MMS relay/server can access a VASP server and request it to add a MM element such as a picture or animation, to an existing MM.

3. Again XML over HTTP should be used for such operations.

VAS Applications





MMS Relay/Server








�PAGE \# "'Page: '#'�'"  ��Danny, I deleted this last sentence since I don’t think that it is really relevant to the proposal!


�PAGE \# "'Page: '#'�'"  �� Are we proposing an API or a protocol?  I think we should be consistent in our reference to the proposal. I also think that we should be proposing a protocol!!





�PAGE \# "'Page: '#'�'"  �� This is a statement that we would need to prove!  Only for our BUI application is the MMSC really a “WEB server” and, in fact, if the Openwave proposal for MM1 is accepted then MM1 will be IMAP and SMTP and not HTTP!!


�PAGE \# "'Page: '#'�'"  ��Danny, a picture is worth a thousand words – what happened to your graphic to depict this?


�PAGE \# "'Page: '#'�'"  ��This statement was moved to the opening paragraph of the section.
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