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4.10
User control of application connections

Support of the user control of application connections is mandatory.

This subclause addresses the generic aspects of connection control supported by both WAP and Java classmark MExE devices.

In order to allow the user to maintain control over connections on his MExE device and the ability to initiate connections, the user shall be able to terminate or suspend any active connection associated with an application in the MExE environment of the MExE device. The user shall be able to obtain information about all connections associated with applications on the MExE device (e.g. requesting information, being informed by the MExE device etc.). Behaviour of the application following termination or suspension of its connection is undefined.

The specific support of connection control by WAP classmark MExE devices is identified in subsequent subclause 5.3 “Call control”, the security aspects of connection control are identified in subclause 8 "Security", and the user control of connection authorisation is identified in 4.7 "User profile".

8.10.2
Installation of root certificates in a signed data package

Root certificates in a signed package (whose signature verifies as described in subclause 8.5 "Root Public keys" to the Manufacturer root, Operator root, or the Administrator root), may be installed to the root public key store on the MExE device. Note that the certificate thus packaged does not necessarily belong to the manufacturer domain. The types of certificate that can be present and installed by packages are given in Table 9 "Allowed certificate types in signed packages". The MExE device shall store the root public key as indicated by the certificate type.

When a certificate containing an Administrator root public key is thus contained in a signed package, the signed package (e.g. a JAR file in the case of Java based MExE classmarks) shall contain two files: the Administrator root public key and the CCM.

Table 9: Allowed certificate types in signed packages

Signature on Package
Allowed Certificate types in package

Administrator
Third Party

Manufacturer
Administrator, Manufacturer, Operator, Third Party

Operator
Administrator, Operator, Third Party
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