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Introduction

This document provides a detailed listing of the SMTP and ESTMP error codes.  It also provides a suggested set of mappings between SMTP headers and MM Information Elements.  These changes are based on T2-010248 (version 6 of the baseline draft CR to version 4.1.0 of 3G TS 23.140). a

The SWG3 team members should review the proposed error code system, error codes, as well as the mappings between SMTP headers and MM Information Elements and comment.
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8.4.4 
Message format on MM4

All elements of an MM shall be included within a single SMTP “mail” message which shall be organised as MIME type application/multipart. All MM elements shall be of standard MIME content types. In addition to the MM elements this SMTP “mail” message should reflect all MMS information elements according to the definitions in chapters 6 and 8.4.

All other MMS-related messages, such as delivery reports, read-reply reports, transfer acknowledgements shall each be transferred as a single SMTP “mail” message which shall be organised as MIME type text/plain. This SMTP “mail” message should reflect all MMS information elements as defined above.

8.4.4.1 Message header fields

MMS information elements should be reflected as “header fields” according to STD 11 in the SMTP “mail” message. Transforming MM Information Attributes into Internet message headers and back is based on the same principles that guided the feature-rich X.400 message header mappings to those that are SMTP [5] based.  See RFC 1327 [52] for a detailed description of the X.400 header to STD 11 headers mappings. 
Some of the mappings are context dependent.  For example, in a Submit request, the “Message ID” refers to the current message, while in a Notification request, “Message ID” refers to the original MM.  In the Notification requests, Delivery Reports, and Read-reply Reports, there is no current specification for a unique message id for the “auto” messages-types.  In SMTP formatted messages, the “Message –ID:” header is always present and must be unique for each STD-11 message.
For those information elements that cannot be mapped to standard STD 11 “header fields” the “X-“ extensions mechanism shall be used with an “X-MMS-” prefix.
The mapping of information elements to commonly used (RFC 1327) [52] or standard STD 11 “header fields” andis shown in table 25. 

Table 25: Mapping of information elements to RFC-822 header fields.
	Information element
	mail header
	Field header definitions

	3GPP MMS version
	X-Mms-3GPP-Version:
	

	Message Type
	X-Mms-Message-Type:
	

	Message ID
	X-Mms-Message-ID:
	

	Transaction ID
	X-Mms-Transaction-ID:
	

	Recipient(s) address(es)
	To:
	

	
	Cc:
	

	
	Bcc:
	

	Sender address
	From:
	

	Content type
	Content-Type:
	

	Message class
	X-Mms-Message-Class:
	

	Date and time
	Date:
	

	Time of Expiry
	X-Mms-Expiry:
	

	Delivery report
	X-Mms-Delivery-Report:
	

	Priority
	X-Mms-Priority:
	

	Sender visibility
	X-Mms-Sender-Visibility:
	

	Read reply
	X-Mms-Read-Reply:
	

	Subject
	Subject:
	

	Request for ack/nack
	X-Mms-Ack-Request:
	

	Request status
	X-Mms-Response-Status:
	

	MM status
	X-Mms-Status:
	


8.4.4.2 M4_Forward.REQ Header Mappings

The M4 Forward request header mappings are detailed below.

Table 25 - M4_Forward.REQ Info Attribute to
 STD 11 Header Mappings

	Information element
	STD 11 Headers

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Transaction ID
	X-Mms-Transaction-ID:

	Message ID
	X-Mms-Message-ID:

	Recipient(s) address
	To:

	Sender address
	From:

	Content type
	Content-Type:

	Message class
	X-Mms-Message-Class:

	Date and time
	Date:

	Time of Expiry
	X-Mms-Expiry:

	Delivery report
	X-Mms-Delivery-Report:

	Priority
	X-Mms-Priority:

	Sender visibility
	X-Mms-Sender-Visibility:

	Read reply
	X-Mms-Read-Reply:

	Subject
	Subject:

	Acknowledgement Request
	X-Mms-Ack-Request:

	Content
	<message body>

	
	Sender:

	
	Message-ID:


The table above indicates the mappings from M4_Forward.REQ information attributes to the corresponding STD 11 headers.

The MM Message-ID is not directly mapped to a corresponding STD 11 [5] “Message-ID:” header because this would place the STD 11 header syntax requirements upon the MM Message-ID.  Since there is no current specification on exactly how an MM Message-ID is to be generated, it is not possible to guarantee that the MM Message-ID properly matches the requirements for STD 11.  Nevertheless, each STD 11 message must have a unique message id, which is carried in the “Message-ID:” header.  There is currently no counterpart in the MM information attribute list.

Content-type maps directly since both are defined as being MIME content types as specified in RFC 2046 [6].

The STD 11 “From:” header is set by the mail user agent, or, in this case, the MMS User Agent.  This corresponds to the MM “Sender address”, as set by the MMS User Agent or MMS Relay/Server.

STD 11 messages are required to have a Sender header that indicates the originator address (as determined by the SMTP “MAIL From” command).  There is currently no corresponding MM information attribute for Sender
.

8.4.4.3 M4_Forward.RES Header Mappings

The M4 Forward response information attribute mappings are detailed in the table below.

It should be noted that the actual transmission of the Forward Response from the recipient MMS Relay/Server requires a properly addressed STD 11 message.  While the addressing of the M4_Forward.REQ is clearly that of the intended recipients and originator, the M4_Forward.RES addressing is related to neither the recipients nor the originator of the original MM.  Instead, the M4_Forward.RES addressing is based on special systems addresses.  It is expected that the MMSE operator will configure appropriate system addresses which will be used as both the recipient and originator of these administrative messages.  It is suggested that the administrative addressing be based on the pattern: system-user@mms-relay-host.mmse-domain.

Table 26 - M4_Forward.RES Info Attribute to 
STD 11 Header Mappings

	Information element
	STD Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Transaction ID
	X-Mms-Transaction-ID:

	Message ID
	X-Mms-Message-ID:

	Request Status Code
	X-Mms-Request-Status-Code:

	Status text
	X-Mms-Status-Text:

	
	Sender:

	
	To:

	
	Message-ID:

	
	Date:


The Sender: and To: headers will contain system addresses as described above, and do not map to M4_Forward.RES information attributes.  The STD 11 message requires a Date: header, but there currently is no corresponding M4_Forward.RES information attribute
.
8.4.4.4 M4_Delivery_report.REQ Header Mappings

The mappings of the M4_Delivery_report.REQ information attributes to STD 11 headers is detailed in the table below.

Table 27: M4_Delivery_report.REQ Info Attribute to 
STD 11 Header Mappings
	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Transaction ID
	X-Mms-Transaction-ID:

	MM Message ID
	X-Mms-MM-Message-ID:

	Recipient address
	From:

	Sender address
	To:

	MM Date and time
	Date:

	Acknowledgement Request
	X-Mms-Ack-Request:

	MM Status Code
	X-Mms-MM-Status-Code:

	Status Text
	X-Mms-Status-text:

	
	Sender:

	
	Message-ID:


The mappings of the Recipient and Sender addresses to From and To, respectively, are counter-intuitive and potentially confusing.  The meaning of Recipient is that of the original MM, from whose MMS User Agent this Delivery-report is being generated.  The meaning of Sender is that of the original MM, to whom the Delivery-report is being sent.
The header mappings from information attributes is similar to those already described above.  Note that the Sender: and Message-ID: headers have no corresponding source information attribute, but are required for STD 11 conformance.
8.4.4.5 M4_Delivery_report.RES Header Mappings

The mappings of the M4_Delivery_report.RES information attributes to STD 11 headers is detailed in the table below.
Table 28: M4_Delivery_report.RES Info Attributes 
to STD 11 Header Mappings
	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	MM Message Type
	X-Mms-Message-Type:

	Transaction ID
	X-Mms-Transaction-ID:

	Message ID
	X-Mms-Message-ID:

	Request Status Code
	X-Mms-Request-Status-Code:

	Status text
	X-Mms-Status-Text:

	
	Sender:

	
	To:

	
	Message-ID:

	
	Date:


The Sender: and To: headers will contain system addresses as described above (in the description for M4_Forward.RES mappings), and do not map to M4_Forward.RES information attributes.  The STD 11 message requires a Date: and Message-ID headers, but there currently are no corresponding M4_Forward.RES information attributes
.
8.4.4.6 M4_Read_reply_report.REQ Header Mappings

The mappings of the M4_Read_reply_report.REQ information attributes to STD 11 headers is detailed in the table below.
Table 29: MM4_Read_reply_report.REQ Info Attributes
to STD 11 Header Mappings

	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Transaction ID
	X-Mms-Transaction-ID:

	Recipient address
	From:

	Sender address
	To:

	Message-ID
	X-Mms-Message-ID:

	Date and time
	Date:

	Acknowledgement Request
	X-Mms-Ack-Request:

	MM Status Code
	X-Mms-MM-Status-Code:

	Status text
	X-Mms-Status-Text:

	
	Sender:

	
	Message-ID:

	
	Date:


The mappings of the Recipient and Sender addresses to From and To, respectively, are counter-intuitive and potentially confusing.  The meaning of Recipient is that of the original MM, from whose MMS User Agent this Read-reply-report is being generated.  The meaning of Sender is that of the original MM, to whom the Read-reply-report is being sent.
The Sender, Message-ID, and Date STD 11 headers have no corresponding information attribute in the MM4_Read_reply_report.REQ.

8.4.4.7 M4_Read_reply_report.RES Header Mappings

The mappings of the M4_Read_reply_report.RES information attributes to STD 11 headers is detailed in the table below.
Table 30: MM4_Read_reply_report.RES Info Attributes
to STD 11 Header Mappings

	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	MM Message Type
	X-Mms-Message-Type:

	Transaction ID
	X-Mms-Transaction-ID:

	Request Status Code
	X-Mms-Request-Status-Code:

	Status text
	X-Mms-Status-Text:

	
	Sender:

	
	To:

	
	Message-ID:

	
	Date:


The Sender: and To: headers will contain system addresses as described above (in the description for M4_Forward.RES mappings), and do not map to M4_Forward.RES information attributes.  The STD 11 message requires a Date: and Message-ID headers, but there currently are no corresponding M4_Forward.RES information attributes
.

8.4.4.8 Header Field Value Range

MMS information elements that are mapped to standard STD 11 [5] “header fields” (i.e. which do not have an “X-MMS-” prefix in table 25 should be used according to [5]. For the residual MMS information elements the following applies:

X-Mms-3GPP-Version:

3GPP-MMS-Version-value = x.y.z

x, y, z = short integer value each, according to the version of this specification (see also chapter “Foreword”)

X-Mms-Message-Type:

Message-type-value = MM4_forward.REQ | MM4_forward.RES | MM4_delivery_report.REQ | MM4_delivery_report.RES | MM4_read_reply_report.REQ | MM4_read_reply_report.RES

X-Mms-Transaction-Id :

Transaction-id-value = text string, as per Message-ID in STD 11 [5]

X-Mms-Message-Class:

Message-class-value = Class-identifier | text string, as per STD 11 [5]

Class-identifier = Personal | Advertisement | Informational | Auto

X-Mms-Expiry:

Expiry-value = “Absolute-Time:” Date-value |  “Delta-Seconds:” Long-integer

Date-value = encoded as “Date” per RFC-822 [5]

X-Mms-Delivery-Report:

Delivery-report-value =  Yes | No

X-Mms-Priority:

Priority-value = Low | Normal | High

X-Mms-Sender-Visibility:

Sender-visibility-value = Hide | Show

X-Mms-Read-Reply:

Read-reply-value = Yes | No

X-Mms-Ack-Request:

Ack-Request-value = Yes | No

X-Mms-Response-Status_Code:

Response-status-value = as defined below. 
X-Mms-Status_Code:
Mms-Status-value is a numeric value, as specified in RFC ???

X-Mms-Status_Text:
Status-Text = Expired | Retrieved | Rejected | Deferred | Intermediate | Forwarded | Unrecognised

8.4.4.9 Message Encoding on MM4

The SMTP “mail” message shall be encoded according to STD 11  [5].

8.4.4.10 Message Error Codes
The 3GPP MMS Relay/Server will provide error codes according to the following scheme, which adapts to multiple applications.  Where the MMS Relay/Server interoperates using standard Internet protocols, it must also observe the requirements for error reporting to ensure compatible interoperation.
The MMS Error code scheme is an application code, a “.”, and a subcode, as defined appropriately for each application.
<application>.<subcode>
(Eg: SMTP.250)
Each application has its own “subcode” scheme, which includes possibly distinct syntax rules.  The applications currently within the scope of MM4 include SMTP.  Other applications and their error reporting schemes will be added as needed later.
8.4.4.11 SMTP Error Codes

The subcode scheme for SMTP is defined in ESMTP (RFC 1893) [52].  The codes are text strings representing numbers.
The class subcode provides a broad classification of the status.  The enumerated values the class are defined below.  In the descriptions below, the “x” represents any digit.
2xx   Success

Success specifies that the DSN is reporting a positive delivery action.  Detail sub-codes may provide notification of transformations required for delivery.

4xx   Persistent Transient Failure

A persistent transient failure is one in which the message as sent is valid, but some temporary event prevents the successful sending of the message.  Sending in the future may be successful.

5xx   Permanent Failure

A permanent failure is one which is not likely to be resolved byresending the message in the current form.  Some change to the message or the destination must be made for successful delivery.
x0x   Other or Undefined Status

There is no additional subject information available.

x1x   Addressing Status
The address status reports on the originator or destination address.  It may include address syntax or validity.  These errors can generally be corrected by the sender and retried.

x2x   Mailbox Status
Mailbox status indicates that something having to do with the mailbox has cause this DSN.  Mailbox issues are assumed to be under the general control of the recipient.

x3x   Mail System Status

Mail system status indicates that something having to do with the destination system has caused this DSN.  System  issues are assumed to be under the general control of the destination system administrator.

x4x   Network and Routing Status

The networking or routing codes report status about the delivery system itself.  These system components include any necessary infrastructure such as directory and routing services.  Network issues are assumed to be under the control of the destination or intermediate system administrator.

x5x   Mail Delivery Protocol Status

The mail delivery protocol status codes report failures involving the message delivery protocol.  These failures include the full range of problems resulting from implementation errors or an unreliable connection.  Mail delivery protocol issues may be controlled by many parties including the originating system, destination system, or intermediate system administrators.

x6x   Message Content or Media Status

The message content or media status codes report failures involving the content of the message.  These codes report failures due to translation, transcoding, or otherwise unsupported message media.  Message content or media issues are under the control of both the sender and the receiver, both of whom must support a common set of supported content-types.

x7x   Security or Policy Status

The security or policy status codes report failures involving policies such as per-recipient or per-host filtering and cryptographic operations.  Security and policy status issues are assumed to be under the control of either or both the sender and recipient.  Both the sender and recipient must permit the exchange of messages and arrange the exchange of necessary keys and certificates for cryptographic operations.
8.4.4.12 SMTP Error Codes

The following table depicts the actual SMTP error codes used in practise.
	ERROR CODE
	DESCRIPTION

	211 
	System status, or system help reply 

	214 
	Help message
(Information on how to use the receiver or the meaning of a particular non-standard command; this reply is useful only to the human user)

	220 
	Service ready 

	221 
	Service closing transmission channel 

	250 
	Requested mail action okay, completed 

	251 
	User not local; will forward to 

	354 
	Start mail input; end with .

	421 
	Service not available, closing transmission channel
(This may be a reply to any command if the service knows it must shut down)

	450 
	Requested mail action not taken: mailbox unavailable
(E.g., mailbox busy)

	451 
	Requested action aborted: local error in processing 

	452 
	Requested action not taken: insufficient system storage 

	500 
	Syntax error, command unrecognized
(This may include errors such as command line too long)

	501 
	Syntax error in parameters or arguments 

	502 
	Command not implemented 

	503 
	Bad sequence of commands 

	504 
	Command parameter not implemented 

	550 
	Requested action not taken: mailbox unavailable
(E.g., mailbox not found, no access)

	551 
	User not local; please try 

	552 
	Requested mail action aborted: exceeded storage allocation 

	553 
	Requested action not taken: mailbox name not allowed
(E.g., mailbox syntax incorrect)

	554 
	Transaction failed 


8.4.5 
Message Transfer Protocol on MM4

Interworking between different MMSEs shall be based on SMTP according to STD 10 [22] as depicted in figure 5.

The originator MMS Relay/Server should use an SMTP connection to transfer MMs/abstract messages. The originator MMS Relay/Server should use the sender’s address as indicated in the corresponding MM/abstract message in the SMTP “mail from” command (subject to the sender’s visibility) and should use the recipient’s address(es) as indicated in the corresponding MM/abstract message in the SMTP “rcpt” command. The originator MMS Relay/Server should use SMTP “data” command to transfer the message.

Private agreements may utilise additional connection and security (e.g. IPSec) methods. Such methods are out of the scope of standardisation for this release.

…
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