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At the 3GPP T2 SWG3 MMS ad-hoc meeting in Düsseldorf in January 2001 support for address hiding in MMS was discussed.  An input document from Motorola, T2M010046, described a way to enable user reply to anonymous messages by mapping the originator’s real address to an alias.

The discussion continued after Düsseldorf on the mailing list, where an alternative proposal for enabling user reply to anonymous messages was suggested by Siemens.

This document analyses pros and cons of the two alternative proposals.  The problem to be solved is that the reply coming from the recipient MMS UA does not contain the original originator address, which the relay/server needs to be able to route the reply message.  The two alternatives have the relay/server reverse map the originator address from either an alias in the “To” field or from the contents of a new “In-Reply-To Message ID” field, respectively.

Currently a "reply" in MMS is accomplished as submission of a new, ordinary MM.  The relay/server is expected to treat a "reply" no different than any other new, ordinary MM(?) (reply charging may be an exception to that rule).

Reverse mapping based on Message ID field:

Advantages include:

· De-coupling the reverse mapping from the address fields allows the recipient relay/server to use any scheme it chooses for the contents of the “From” field (see discussion of such schemes later).

· While reply charging and the mechanisms for supporting it have not been agreed at this time, that feature may (also) use  an In-Reply-To Message ID for the purpose of correlating replies with original messages.

· The message that is replied to is uniquely identified.  This would actually be desirable no matter if the originator was anonymous or not, as it would allow the originator MMS UA to exactly associate the reply to the original MM.
Drawbacks include:

· This approach is not aligned with the current transaction mechanism for submitting a message, which has destination information only in the “To” field.

· 
· If the replying user creates a reply on a different (MMS) UA, or as a new, independent message, the received Message ID will not be copied into the header fields of the reply message.

Reverse mapping based on To/From fields:

Persistent or dynamic mapping:

Should the same unique alias be displayed to the recipient in the “To” field each time s/he receives a message from the same anonymous user?


In alignment with the normal user experience, the recipient might expect that all messages from a specific anonymous user (in particular if a chain of reply messages is sent between the two parties) have the same unique "From" address each time.  On the other hand, this concept of a persistent, unique, anonymous address might be a clear hint to the recipient user that address mapping is being performed in his or her home relay/server, that is, the originator's address is hidden from him or her, but not from the relay/server, and that might frustrate some users.

From the perspective of the originator, if his or her goal were to remain as anonymous as possible, s/he would not want the persistent anonymous address.  Let's say the originator reveals a piece of sensitive or private information in an anonymous MM message and then a few months later sends another anonymous MM message to the same recipient, the originator might not want the recipient to be aware that s/he had contacted him or her before.

Recipient user experience / encoding of “From” field:

The following schemes for encoding an alias in the “From” field of the MM1_retrieve.RES would allow reverse mapping based on the To/From fields:

(a) A variable string, which includes a sequence number, such as "Anonymous #12".

(b) A scrambled string (alias), as suggested in case (1c) in T2M010046.

The following schemes for encoding the “From” field do not allow reverse mapping based on the To/From fields, but do allow reverse mapping based on the Message ID field:

(c) A fixed string like "Anonymous".

(d) No contents of the “From” field.

Any of the above schemes (a) through (d) could be augmented by adding a flag to the abstract message MM1_retrieve.RES to indicate “anonymous originator”.  Such a flag would serve as an explicit signal to the recipient MMS UA, which might take special action on such messages, e.g. to enhance the user experience.

The (a) scheme above only makes sense if I, as the recipient, am provided with sequentially numbered addresses, that is, I would have received a message from "Anonymous #11" before the message from "Anonymous #12".  That would put some load and restrictions on the address mapping taking place in the relay/server.

The sequential numbering of anonymous addresses suggested above in (a) might be a clear hint to the recipient user that address mapping is being performed in his or her home relay/server, that is, the originator's address is hidden from him, but not from the relay/server, and that might frustrate some users.

The schemes (b) (scrambled string) and (d) (no contents) could be considered less than optimal for the recipient user experience.  This might be alleviated by adding a flag to MM1_retrieve.RES as mentioned above.  It is the author’s view that scheme (c), the display of a fixed string (or icon) to indicate “Anonymous” (in the language preferred by the recipient MMS user), provides the most desirable user experience.
Pros and cons of reverse mapping based on To/From fields:
Advantages of reverse mapping based on To/From fields include:

· Good alignment with the normal usage of fields when the originator is not anonymous.

Drawbacks of reverse mapping based on To/From fields include:

· Schemes (c) and (d) listed above for encoding of the “From” field can not be used.

Common issues for both approaches:

· How does the relay/server know when reverse address mapping is needed?  Always attempting reverse mapping in the relay/server would be a waste of resources.

· This could be flagged by a new field dedicated for this purpose in the MM1_submit.REQ.

· In the absence of such a flag the most obvious mechanism would be to convey the information about a need for reverse address mapping in the “To” field.  This ties in with the general effort to resolve addressing issues in MMS.

· How long does the relay/server keep the information that allows it to perform reverse address mapping?  It would not be in alignment with the normal user experience if the recipient user was restricted to submit only one reply to an anonymous MM message.
· Is there a risk that a “reply all” can lead to exposure of anonymous users?

· If an anonymous user sends a message to multiple recipients (and some of these recipients could even be anonymous to the originator), and one of the recipients does a "reply all", might it be possible that the recipients of the "reply all" message would unintentionally see one or more of these addresses in the clear?

· How much should be standardized and how much should be left to implementation?


· How do the different approaches compare with respect to resources consumed on the relay/server?

Summary:

The comparison of reverse mapping mechanisms is not conclusive.  If  a new In-Reply-To Message ID will play a central role in a solution for reply charging, then it may be beneficial to also use it for the reverse mapping mechanism needed for reply to anonymous messages.

There are several open questions in this area, and more analysis / discussion seems needed, before a decision is made how to realize this feature (i.e., user reply to anonymous originator).  Existing solutions on the Internet, such as chat aliases or e-mail anonymizers, should also be brought into the discussion.  It may not be the best use of our time to pursue this feature in the Rel4 timeframe.

Good ideas or arguments for a particular approach in this area are most welcome.

