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Table 7: Executable permissions for untrusted MExE executables


Classmark 1
Classmark 2
Classmark 3

User Interface
An untrusted, uninstalled MExE executable (e.g. an applet) can access the user interface output and input without user permission, but the sending of user data to a server to which the MExE executables has a session connection (e.g. as part of a browser session) requires user permission.

An installed untrusted MExE executable shall only be able to access the user interface output and input with user permission (clearly, for the usability of untrusted MExE executables such as games, blanket user permission should be sought and given, and this is permissible).
Untrusted MExE executables can access the user interface output and input without the user permission.

File, Persistent Data
File access is not permitted for untrusted MExE executables.


But, untrusted MExE executables can access files only in the MExE executable’s own directory.
But, persistent data may be stored via the MIDP record management system (stores are shared between MIDlets in the same MIDlet Suite).

Initiate a Voice/Data Connection
Untrusted MExE executables shall be able to make calls under the following conditions:

In addition to an untrusted MExE executable possibly displaying the number to be called (or the URL to be accessed) to the user, the number to be called (or the URL to be accessed) shall be presented to the user for permission by a provisioned functionality of the MExE MS and not by the MExE executable itself. (This facility would support, for example, "click to dial" button/links in an untrusted MExE executable, and a MExE MS provisioned functionality then represents the number to the user for confirmation.)
It shall not be possible for an application to exchange data using a transmission that it did not initiate. To initiate a transmission each application shall require explicit permission from the user.

Generate DTMF
Untrusted MExE executables shall be able to generate DTMF tones under the following conditions:

An untrusted MExE executable is only permitted to send DTMF tones in a currently active call. The request to generate DTMF tones in the currently active call, shall result in the characters which the tones represent being presented to the user for permission by a provisioned functionality of the MExE MS.

Add Phonebook Entry
Untrusted MExE executables shall be able to add a phonebook entry (i.e. name and number only) under the following conditions:

The name and the number to be added shall be displayed to the user for permission by a provisioned functionality of the MExE MS and not by the MExE executable itself. The phonebook entry shall not be added without user permission.  The function shall not be able to modify or delete any phonebook entry.

Executable Interaction
Executable interaction is not permitted for untrusted MExE executables (except for MIDlets within the same MIDlet suite).

Note that the functionality of "Generate DTMF tones" and "Add Phonebook Entry" is not supported by the MIDP at the moment.

8.2.3
Separation of I/O streams

Support of the separation of I/O streams is mandatory.

Except for the MExE Classmark 3 executables (MIDlets) from the same MIDlet Suite, there shall be strict separation of the user interface input and output streams between different MExE executables, i.e. it shall not be possible for one MExE executable to access the user interface input or output of another MExE executable. In particular, it shall not be possible for an untrusted MExE executable to access the user interface input and output destined for or proceeding from a trusted MExE executable. (This requirement is to prevent a long lived malicious MExE executable from eavesdropping upon on interfering with the user to MExE executables communications, for instance PINs, of a trusted MExE executable).
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