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This document is about MExE applications whose signature has been impossible to verify for the sole reason that the needed root certificate isn't available to the MExE Device. If any other error is detected during signature verification the MExE device must not allow the application to execute.

It is our opinion that a signed application should be allowed to execute as MExE untrusted (with the restrictions specified in 3G TS 23.057 for untrusted applications) if its signature could not be verified for the reason given above
. Below two reasons for such an approach are described:

· We see a large group of application developers who will write applications intended to execute as MExE untrusted
. At the same time we like signed applications. We think that application providers, network operators and end users would benefit from the increased traceability if more developers signed their applications. We therefore do not want the MExE device to punish developers who sign their applications by hindering their applications from executing as MExE untrusted. Especially as we at the same time allow unsigned applications to execute as MExE untrusted. We see a risk that people will avoid signing their work if that is needed to make them run as untrusted.

· We also see an advantage for the administrator of the MExE server if the applications are signed. A MExE server will typically have access to many more root certificates than a MExE device. The administrator of the MExE server can use the applications' signatures to verify the integrity of the applications that application developers upload
 to the MExE server. This will not be possible if we only allow unsigned applications to execute as MExE untrusted. Then no one targeting the untrusted domain will sign his or her applications.

� The sole reason that signature verification fails is that the needed root certificate isn't available to the MExE Device. If any other error is detected during signature verification the MExE device must not allow the application to execute.


� Either intentionally or unintentionally. Please observe that any application that does only call functions defined in the CLDC/MIDP specs will work within the limits given for MExE untrusted. Thus, a CLDC/MIDP application developer may very well write a MExE Classmark 3 application without knowing anything about MExE or even 3GPP.


� Consider for example an application distributor like Tucows (� HYPERLINK "http://www.tucows.com/" ��www.tucows.com�). The administrator of such a site would certainly benefit if the applications submitted to the site for distribution were signed.� � EMBED AcroExch.Document  ���
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