3GPP TSG-T2 #12

Beverly Hills, USA

February 12th  - February 16th 2001

T2-010040


T2-010041 

3GPP TSG-T2 MExE Meeting Report

[image: image1.png]K ey




 3GPP TSG-T2 MExE Meeting Report
Beverly Hills, CA, USA

12th February - 16th February, 2001

Chairman: Mark Cataldo (Motorola)

Secretary: Tim Costello (BT Wireless)

Opening of the meeting

The Chairman (Mark Cataldo, Motorola) opened the meeting, with the secretary (Tim Costello, BT Wireless) welcomed delegates and thanked the hosts for their kind invitation.

1 Introductions

Delegates introduced themselves, a list can be found in the participants list.

2 Approval of draft Agenda

TDOC
Subject
SOURCE

T2-010040
Draft MExE Agenda T2#12
Chairman

Conclusion:

The agenda was agreed with proposed amendments.

3 Registration of Input Documents

TDOC
Subject
SOURCE

T2-000751
MExE Release 5 Improvements and Investigation WID
MExE Group

T2-010011
CR 23.101 on UE definition (SP-000697, approved at SA#10)
TSG-SA

T2-010040
Draft MExE Agenda T2#12
Chairman

T2-010041
Draft MExE Report T2#12
BT

T2-010042
CR 23.057: MExE Execution Environment - Withdrawn
Motorola

T2-010043
Discussion document: Execution of signed untrusted applications
Ericsson

T2-010044
CR 23.057: TS 11.11 reference
Motorola

T2-010045
CR 23.057: Clarification of ORPK and ARPK support on MExE MT
Motorola/Nokia

T2-010046
CR 23.057: Complete Certificate Chain
Vodafone

T2-010047
CR 23.057: Certificate Chain Depth
Vodafone

T2-010048
Draft MExE Security Analysis Activity Agenda
Chairman

T2-010049
Virtual PalmTop proposal
Media Farm

T2-010050
CR 23.057: Editorial updates
Siemens

T2-010051
CR 23.057: Editorial updates
Siemens

T2-010052
CR 23.057: Editorial updates
Siemens

T2-010053
CR 23.057: Editorial updates
Siemens

T2-010054
CR 23.057: Editorial updates
Siemens

T2-010055
CR 23.057: Editorial updates
Siemens

T2-010056
CR 23.057: Editorial updates
Siemens

T2-010057
CR 23.057: Editorial updates
Siemens

T2-010058
CR 23.057: Editorial updates withdrawn
Siemens

T2-010059
CR 23.057: Editorial updates
Siemens

T2-010060
CR 23.057: Editorial updates
Siemens

T2-010061
CR 23.057: Editorial updates
Siemens

T2-010062
CR 23.057: Editorial updates
Siemens

T2-010063
CR 23.057: Editorial updates
Siemens

T2-010064
CR 23.057: Editorial updates
Siemens

T2-010065
CR 23.057: Editorial updates
Siemens

T2-010066
CR 23.057: Editorial updates
Siemens

T2-010067
CR 23.057: Editorial updates
Siemens

T2-010068
CR 23.057: Capability negotiation updates
Motorola

T2-010069
Input from Ronin Wireless on behalf of the MExE Forum
Ronin Wireless

T2-010070
Presentation by Ronin Wireless on behalf of the MExE Forum
Ronin Wireless

T2-010071
CR 23.057: Administrator mechanism
Motorola/Nokia

T2-010072
CR 23.057: CCM update with new administrator signed package
Motorola

T2-010073
CR 23.057: Miscellaneous corrections
Philips

T2-010074
MExE e-mail process report
Siemens

T2-010075
CR 23.057: WAP reference correction
Nokia

T2-010076
CR 23.057: WAP compliance
Nokia

T2-010077
CR 23.057: WAP WTA
Nokia

T2-010078
Discussion Terminal behaviour on power up
Nokia

T2-010079
CR 23.057: Third party root public key management
Nokia

T2-010080
CR 23.057: ME actions on SIM insertion
Nokia

T2-010081
CR 23.057: High level architecture
Nokia

T2-010082
CR 23.057: Determining the administrator of MExE terminal
Nokia

T2-010083
CR 23.057: Conformance requirements table
Nokia

T2-010084
CR 23.057: Corrections to the definitions
Nokia

T2-010085
CR 23.057: Corrections to capability negotiation methods
Nokia

T2-010086
CR 23.057: Core software download
Nokia

T2-010087
CR 23.057: Definition of untrusted area
Nokia

T2-010088
CR 23.057: Abbreviations
Siemens

T2-010089
MExE Security Analysis Activity
T2 MExE 

T2-010170
MExE Security Analysis Activity Project Plan
T2 MExE

T2-010171
LS to S3 on MExE Security Analysis Activity
BT

T2-010172
???
Siemens

T2-010173
Virtual PalmTop presentation
Media Farm

T2-010174
Integrity & Certificate Chain Validation Decision Process meeting minutes
BT Wireless

T2-010175
CR 23.057: CLI terminology and introduction for classmark 4 - Withdrawn
Microsoft

T2-010176
CR 23.057: Untrusted area
Nokia/Philips

T2-010177
CR 23.057: Update some of the 3GPP document references
Philips

T2-010178
CR 23.057: Removal of incorrect references to the "untrusted domain"
Philips

T2-010179
Signed Content
WAP Forum

T2-010180
CR 23.057: Untrusted executable permission to access the network
Philips/Ericsson

T2-010181
CR 23.057: MExE Execution Environment
Motorola

T2-010182
Security collaboration from security experts within the wider MExE group
BT/Vodafone

T2-010183
MExE Security Analysis Activity
BT

T2-010184
CR 23.057: CLI terminology and introduction for classmark 4
Microsoft

T2-010185
CR 23.057: Definition of an Operator
Vodafone

T2-010186
LS from WAP Forum UAProf DC
WAP Forum

T2-010187
MExE Service discovery
TSG-S1

T2-010188
MExE Security Analysis Activity ToR
BT Wireless

T2-010189
MExE Security Analysis Activity Project Plan
BT Wireless

T2-010200
MExE Security Analysis Activity TR Scope and Structure
BT Wireless

T2-010201
Certificate chain verification diagram
Vodafone

T2-010202
CR 23.057: Core software download
Nokia

T2-010203
CR 23.057: Editorial updates
Siemens

T2-010204
CR 23.057: CCM update with new administrator signed package
Motorola

T2-010205
CR 23.057: Executable pre-launch signature verification
Motorola

T2-010206
CR 23.057: Executable pre-launch signature verification
Motorola

T2-010207
CR 23.057: Certificate chain verification diagram
MExE group

T2-010208
CR 23.057: Clarification of ORPK and ARPK support on MExE MT
Motorola/Nokia

T2-010209
CR 23.057: Untrusted executable permission to access the network
Philips/Ericsson

T2-010210
CR 23.057: Capability negotiation updates
Motorola

T2-010211
CR 23.057: Corrections to capability negotiation methods
Nokia

T2-010212
CR 23.057: WAP WTA
Nokia

T2-010213
CR 23.057: Update some of the 3GPP document references
Philips

T2-010214
CR 23.057: Editorial updates
Siemens

T2-010215
CR 23.057: Miscellaneous corrections
Philips

T2-010216
CR 23.057: Definition of an Operator
Vodafone

T2-010217
CR 23.057: MExE Execution Environment
Motorola

T2-010218
CR 23.057: Editorial updates
Siemens

T2-010219
Comments to Responses and Issues raised on the VP Classmark
Media Farm

T2-010220
CR 23.057: Sharing Transmissions between untrusted executables
Vodafone

T2-010221
MExE Release 5 Improvements and Investigation WID
MExE Group

T2-010222
MExE Security Analysis WID
TSG-T2

T2-010223
LS to S3 on MExE Security Analysis Activity
BT

T2-010224
ORPK selection draft
SWG1

T2-010225
CR 23.057: Sharing Transmissions between untrusted executables
Vodafone

T2-010226
CR 23.057: Core software download
Nokia

T2-010227
LS to T1 on Conformance Testing
Siemens

T2-010228



T2-010229



T2-010230



T2-010231



T2-010232



T2-010233



T2-010234



T2-010235



T2-010236



T2-010237



T2-010238



T2-010239



4 IPR declarations

TDOC
Subject
SOURCE

T2-010003
IPR guidance
MCC

The attention of the members of this group is drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organisational Partners to inform their respective Organisational Partners of Essential IPRs they become aware of.

5 Approval of the previous MExE meeting report

Presented at the Shin Yokohama closing plenary.  No comments.

6 Report on the e-mail process activity since last meeting

TDOC
Subject
SOURCE

T2-010074
MExE e-mail process report
Siemens

Presented by LB, Seimens

no comments received

Conclusion:

Tdoc T2-010074 was noted

7 Report from WAP Forum meetings

7.1 MExE presentation to WAP Forum's WTA

Feedback from a presentation made by MC to at the previous WAP WTA meeting, highlighting the security aspects of MExE.
7.2 UAProf presentation of MExE LS

Feedback from a presentation made by MC to the recent WAP UAProf meeting.

7.3 WTA pre-meeting

Feedback from a presentation made by MC to WAP WTA, on MExE security, also implication to WAP-NG and WAE, WSG.

8 MExE R5 WID

TDOC
Subject
SOURCE

T2-000751
MExE Release 5 Improvements and Investigation WID
MExE Group

T2-010221
MExE Release 5 Improvements and Investigation WID
MExE Group

Presented by Chairman.

The group was generally happy with the WID, revisited after the Media Farm presentation, no new work items were identified.  New Tdoc number assigned.

Conclusion:

Tdoc T2-000751 was noted

Tdoc T2-010221 was agreed

9 Contributions to MExE Release 5 Stage 1 (22.057)

TDOC
Subject
SOURCE

T2-010187
MExE Service discovery
TSG-S1

Presented by MC

This document is provided for information.  At the recent SA1 meeting a new high level requirement for MExE was introduced - the ability to discover services (also for VHE)

Conclusion:

Tdoc T2-010187 was noted.

10 MExE contributions and change requests

10.1 Non security

10.1.1 UAProf

TDOC
Subject
SOURCE

T2-010186
LS from WAP Forum UAProf DC
WAP Forum

Presented by MC

A response from the WAP forum, detailing the new UAProf attributes requested by MExE.  Some tags were accepted some were modified.

Conclusion:

Tdoc T2-010186 was noted.

TDOC
Subject
SOURCE

T2-010068
CR 23.057: Capability negotiation updates
Motorola

T2-010210
CR 23.057: Capability negotiation updates
Motorola

Presented by MC

CR to update the capability negotiation section to reflect Tdoc 186.  

The MExE specific parameters are kept as mandatory when negotiating with the server.

Updated in Tdoc 210

Conclusion:

Tdoc T2-010068 was noted.

Tdoc T2-010210 was agreed.

TDOC
Subject
SOURCE

T2-010085
CR 23.057: Corrections to capability negotiation methods
Nokia

T2-010211
CR 23.057: Corrections to capability negotiation methods
Nokia

Presented by AZ, Nokia.

CR to explicitly state that MExE device can use any of the UAProf parameters supported.

Minor updates to the text in Tdoc 211.

Conclusion:

Tdoc T2-010085 was noted.

Tdoc T2-010211 was agreed.

10.1.2 MExE device

TDOC
Subject
SOURCE

T2-010181
CR 23.057: MExE Execution Environment
Motorola

T2-010217
CR 23.057: MExE Execution Environment
Motorola

Presented by MC 

From the opening plenary it was decided to define a new term 'MExE device' (see also T2-010011).  This CR attempts to align and bring up to date all of the references to MExE devices (UE, ME, SIM etc).

Much discussion followed, the Tdoc was postponed and returned to later in the week , after the group had more time to examine all of the proposed changes.  Still much discussion followed.  The document was reviewed change by change and updated online in Tdoc 217. 

Conclusion:

Tdoc T2-010181 was noted.

Tdoc T2-010217 was agreed

10.1.3 References, Definitions and Abbreviations

TDOC
Subject
SOURCE

T2-010044
CR 23.057: TS 11.11 reference
Motorola

Presented by MC

From the Shin Yokohama plenary, the reference to 31.102 is added.  Editorial changes made.

Conclusion:

Tdoc T2-010044 was agreed

TDOC
Subject
SOURCE

T2-010075
CR 23.057: WAP reference correction
Nokia

Presented by AZ, Nokia.

The latest WAP www reference, to keep up to date.

Conclusion:

Tdoc T2-010075 was agreed.

TDOC
Subject
SOURCE

T2-010084
CR 23.057: Corrections to the definitions
Nokia

Presented by AZ, Nokia.

Minor change to remove a comment.

Conclusion:

Tdoc T2-010084 was agreed.

TDOC
Subject
SOURCE

T2-010177
CR 23.057: Update some of the 3GPP document references
Philips

T2-010213
CR 23.057: Update some of the 3GPP document references
Philips

Presented by Pascal Gaulin, Philips

Update some of the references.  Minor changes made online, updated in Tdoc 213.

Conclusion:

Tdoc T2-010177 was noted.

Tdoc T2-010213 was agreed

TDOC
Subject
SOURCE

T2-010088
CR 23.057: Abbreviations
Siemens

Presented by LB, Siemens.

Two new abbreviations added.

Conclusion:

Tdoc T2-010088 was agreed.

TDOC
Subject
SOURCE

T2-010050
CR 23.057: Editorial updates
Siemens

T2-010051
CR 23.057: Editorial updates
Siemens

T2-010052
CR 23.057: Editorial updates
Siemens

T2-010060
CR 23.057: Editorial updates
Siemens

T2-010214
CR 23.057: Editorial updates
Siemens

Presented by LB, Siemens

Small editorial updates.

Conclusion:

Tdoc T2-010050 was agreed

Tdoc T2-010051 was agreed

Tdoc T2-010052 was noted

Tdoc T2-010060 was agreed

Tdoc T2-010214 was agreed

TDOC
Subject
SOURCE

T2-010185
CR 23.057: Definition of an Operator
Vodafone

T2-010216
CR 23.057: Definition of an Operator
Vodafone

Presented by PC, Vodafone

The terminology of 'operator' has been replaced by 'home environment', to be consistent with 3GPP.  Add references and update in Tdoc 216

Conclusion:

Tdoc T2-010185 was noted

Tdoc T2-010216 was agreed

10.1.4 WAP

TDOC
Subject
SOURCE

T2-010076
CR 23.057: WAP compliance
Nokia

Presented by AZ, Nokia.

Change the support of WAP devices from class B to class C.  Class B has problems in the WTA security framework, which will will not meet the MExE requirements.  Class B does not support signed content.

Conclusion:

Tdoc T2-010076 was agreed

TDOC
Subject
SOURCE

T2-010077
CR 23.057: WAP WTA
Nokia

T2-010212
CR 23.057: WAP WTA
Nokia

Presented by AZ, Nokia.

Remove the mandatory support of WTA scripts to make a call.

Discussion on why it is necessary to remove this.  Modify the CR to keep WTA for call control, but remove authenticated WTA scripts.  Update in Tdoc 212 

Conclusion:

Tdoc T2-010077 was noted.

Tdoc T2-010212 was agreed.

10.1.5 Editorials

TDOC
Subject
SOURCE

T2-010053
CR 23.057: Editorial updates
Siemens

T2-010054
CR 23.057: Editorial updates
Siemens

T2-010218
CR 23.057: Editorial updates
Siemens

T2-010056
CR 23.057: Editorial updates
Siemens

T2-010057
CR 23.057: Editorial updates
Siemens

T2-010059
CR 23.057: Editorial updates
Siemens

T2-010061
CR 23.057: Editorial updates
Siemens

T2-010062
CR 23.057: Editorial updates
Siemens

T2-010063
CR 23.057: Editorial updates
Siemens

T2-010064
CR 23.057: Editorial updates
Siemens

T2-010065
CR 23.057: Editorial updates
Siemens

T2-010066
CR 23.057: Editorial updates
Siemens

T2-010067
CR 23.057: Editorial updates
Siemens

Tdocs presented by LB

Minor editorial changes

Conclusion:

Tdoc T2-010053 was agreed

Tdoc T2-010054 was noted, updated in T2-010 218

Tdoc T2-010218 was agreed

Tdoc T2-010056 was agreed

Tdoc T2-010057 was agreed

Tdoc T2-010059 was agreed

Tdoc T2-010061 was agreed

Tdoc T2-010062 was agreed

Tdoc T2-010063 was agreed

Tdoc T2-010064 was agreed

Tdoc T2-010065 was agreed

Tdoc T2-010066 was agreed

Tdoc T2-010067 was agreed

TDOC
Subject
SOURCE

T2-010073
CR 23.057: Miscellaneous corrections
Philips

T2-010215
CR 23.057: Miscellaneous corrections
Philips

Presented by Pascal Gaulin, Philips

Typo corrections resulting from spell-check of 23.057.  updated to Tdoc 215

Conclusion:

Tdoc T2-010073 was noted

Tdoc T2-010215 was agreed

10.1.6 CLI

TDOC
Subject
SOURCE

T2-010175
CR 23.057: CLI terminology and introduction for classmark 4 - Withdrawn
Microsoft

T2-010184
CR 23.057: CLI terminology and introduction for classmark 4
Microsoft

Presented by MS, Microsoft

Tdoc 175 updated to Tdoc 184.  This will form the basis of a cumulative CR for Release 5 classmark 4 work throughout the coming year.  This CR adds classmark 4 definitions and introductory text.

comments:

more detailed www references requested, maybe put information on the MExE Forum www site.

request for detailed presentations on CLI and .NET framework, Microsoft agreed to this for the next meeting.

Tdoc 184 will be updated and presented at the next meeting.

Conclusion:

Tdoc T2-010175 was noted.

Tdoc T2-101184 was noted

10.1.7 Others

TDOC
Subject
SOURCE

T2-010083
CR 23.057: Conformance requirements table
Nokia

Conformance table updates.

Conclusion:

Tdoc T2-010083 was agreed.

10.2 Security

The Security Analysis Activity began here.  A dedicated part of the meeting to look at potential threats and remedies for MExE security.

Tdoc
Subject
SOURCE

T2-010183
MExE Security Analysis Activity
BT

T2-010089
MExE Security Analysis WID
TSG-T2

T2-010222
MExE Security Analysis WID
TSG-T2

Presented by AM, BT.  note the title should read "WID for MExE security analysis activity", source is TSG-T2.

comments:

this doc should reference to other specs that will be affected.

MC questioned if this could be covered under the existing S3 WID for MExE security.

Online changes made to tidy up the WID (Tdoc 89).  Updated to Tdoc 222.

Conclusion:

Tdoc T2-010183 was noted.

Tdoc T2-010089 was noted

Tdoc T2-010222 was agreed

Tdoc
Subject
SOURCE

T2-010189
MExE Security Analysis Activity Project Plan
BT Wireless

T2-010170
MExE Security Analysis Activity Project Plan
T2 MExE

Presented by AM, BT.

This project plan is for guidance of future work in the security area.

comments:

use less threatening language

discussion on R4 and R5 security boundaries

Online changes made (Tdoc 170).  Conclusion:

Tdoc T2-010189 was noted.

Tdoc T2-010170 was agreed

Tdoc
Subject
SOURCE

T2-010200
MExE Security Analysis Activity TR Scope and Structure
BT Wireless

Presented by AM, BT

Terms of reference created.

comments:

provide more information on the W-ASP consortium

Conclusion:

Tdoc T2-010200 was noted.

Tdoc
Subject
SOURCE

T2-010188
MExE Security Analysis Activity ToR
BT Wireless

T2-010171
LS to S3 on MExE Security Analysis Activity
BT

T2-010223
LS to S3 on MExE Security Analysis Activity
BT

Presented by AM, BT

This will be used to drive the content of the security TR document.

comments:

more specific detail required

would benefit by involvement with SWG2 on terminal local model

Take this TOR as the initial skeleton structure of the security Technical Report and let the structure form as the work progresses.  (note - use the 3GPP TR template).  

Tdoc 171 presented by AM, BT.  LS updated online to Tdoc 223.

Conclusion:

Tdoc T2-010188 was noted.

Tdoc T2-010171 was noted

Tdoc T2-010223 was 

Tdoc
Subject
SOURCE

T2-010182
Security collaboration from security experts within the wider MExE group
BT/Vodafone

Presented by AM, BT.

Document to request participation in security work.  Issue as a formal LS to other groups (S3), include points in presentation S3, by MC, at their meeting on 1st March.

LS generated Tdoc T2-010171

Conclusion:

Tdoc T2-010182 was noted.

10.2.1 Integrity of signature and certificate chain

Tdoc
Subject
SOURCE

T2-010043
Discussion document: Execution of signed untrusted applications
Ericsson

Presented by MC, Motorola

Conclusion:

T2-010043 was noted

Tdoc
Subject
SOURCE

T2-010047
CR 23.057: Certificate Chain Depth
Vodafone

T2-010046
CR 23.057: Complete Certificate Chain
Vodafone

Presented by PC, Vodafone

Both Tdocs relate to the same area in the specification.

comments:

concern over increased terminal resources required to support the increased certificate chain depth.

LB does not like this -  the text does not give adequate explanation.

This CR method is a standard approach.

MExE needs the certificate stored on the device.  But need an optimised process to avoid sending the certificate every time.

Confusion in the 23.057 over the requirement for verifying the signature of an application each time before it is launched.

Conclusion:

Tdoc T2-010046 was noted.

Tdoc T2-010047 was noted.

Tdoc
Subject
SOURCE

T2-010071
CR 23.057: Administrator mechanism
Motorola

Presented by MC

More time requested to view the CR.  will be revisited at the next meeting.

Conclusion:

Tdoc T2-010071 noted.

Tdoc
Subject
SOURCE

T2-010072
CR 23.057: CCM update with new administrator signed package
Motorola

T2-010204
CR 23.057: CCM update with new administrator signed package
Motorola

Presented by MC

Clarify the CCM definition.

Online changes made in Tdoc 204

Conclusion:

Tdoc T2-010072 was noted

Tdoc T2-010204 was agreed.

Tdoc
Subject
SOURCE

T2-010174
Integrity & Certificate Chain Validation Decision Process meeting minutes
BT Wireless

T2-010201
Certificate chain verification diagram
Vodafone

T2-010207
CR 23.057: Certificate chain verification diagram
MExE group

Tdoc 174 Presented by AM, BT.

Minutes from a conference call on security, this resulted in a flow chart being created for the integrity and certification chain (Tdoc 201 and Tdoc 207)

Tdoc 201 presented by PC, Vodafone.

Text relating to the certificate chain verification diagram

comments:

a discussion on the support of MExE secure domains and relationship to manufacturer extensions to domains.  The flow chart text has been modified a little since the telephone conference, but no major concerns were upheld.

Much discussion on this flow diagram - adjourn to offline discussion to create a revised CR (Tdoc 207) - no resolution found - this will be revisited in a later meeting.

Conclusion:

Tdoc T2-010174 was noted.

Tdoc T2-010201 was noted.

Tdoc T2-010207 was noted

10.2.2 Others

Tdoc
Subject
SOURCE

T2-010087
CR 23.057: Definition of untrusted area
Nokia

T2-010055
CR 23.057: Editorial updates
Siemens

T2-010178
CR 23.057: Removal of incorrect references to the "untrusted domain"
Philips

T2-010086
CR 23.057: Core software download
Nokia

T2-010176
CR 23.057: Untrusted area
Nokia/Philips

T2-010202
CR 23.057: Core software download
Nokia

T2-010226
CR 23.057: Core software download
Nokia

T2-010203
CR 23.057: Editorial updates
Siemens

These Tdocs cover the same area therefore consider them together, the final CR's were Tdoc 176, Tdoc 202, Tdoc 203.

Tdoc 87 presented by AZ, Nokia.

Tdoc 55 presented by LB, Siemens

Conclusion:

Tdoc T2-010087 was noted, updated in T2-010176

Tdoc T2-010178 was noted, updated in T2-010176

Tdoc T2-010176 was agreed

Tdoc T2-010055 was noted, updated in T2-010203

Tdoc T2-010203 was agreed

Tdoc T2-010086 was noted, updated in T2-010202

Tdoc T2-010202 was noted, updated in T2-010226

Tdoc T2-010226 was agreed

Tdoc
Subject
SOURCE

T2-010045
CR 23.057: Clarification of ORPK and ARPK support on MExE MT
Motorola

T2-010208
CR 23.057: Clarification of ORPK and ARPK support on MExE MT
Motorola/Nokia

Presented by MC 

Clarification of administrator and operator root public keys in MExE device.

Updated in T2-010208.

Conclusion:

Tdoc T2-010045 was noted.

Tdoc T2-010208 was agreed.

Tdoc
Subject
SOURCE

T2-010078
Discussion Terminal behaviour on power up
Nokia

T2-010080
CR 23.057: ME actions on SIM insertion
Nokia

Presented by AZ, Nokia.

Discussion on action taken when a SIM is not present.  In relation to an ORPK, when an operator application is executing and the SIM with the ORPK is removed.

Much discussion followed.

action to resolve this offline and generate a new CR for later in the meeting. - no resolution found, this will be revisited in a later meeting

Conclusion:

Tdoc T2-010078 was noted.

Tdoc T2-010080 was noted .

Tdoc
Subject
SOURCE

T2-010180
CR 23.057: Untrusted executable permission to access the network
Philips/Ericsson

T2-010209
CR 23.057: Untrusted executable permission to access the network
Philips/Ericsson

Presented by Pascal Gaulin, Philips

Clarification to the text for untrusted applications initiating calls/sessions.

comments:

LB - not like to keep extending the permissions of the untrusted domain

this does not relate to establishing / initiating an IP connection / PDP context .

PC concerned that an untrusted application could receive unregulated data push.

discussion to clarify distinction between device provisioned functionality and application functionality.

update in Tdoc 209

Conclusion:

Tdoc T2-010180 was noted.

Tdoc T2-010209 was agreed.

Tdoc
Subject
SOURCE

T2-010205
CR 23.057: Executable pre-launch signature verification
Motorola

T2-010206
CR 23.057: Executable pre-launch signature verification
Motorola

Presented by MC, Motorola.

CR to add text explicitly stating that signature verification is performed prior to application launch.  This is an important area and is already an implicitly requirement.  This CR is to clarify existing requirements.

comments:

AZ - there is not already an explicit requirement for full signature verification in the spec. therefore should re-examine the security section as this would be a new feature.  

LB - support this CR, would like more text to further clarify the case when a certificate is rendered untrusted/invalid.

AZ / PC -want to see this reflected in section 8.4.

Make minor online changes (Tdoc 206) section 8.11.  Make a note referencing section 8.4.

Conclusion:

Tdoc T2-010205 was noted

Tdoc T2-010206 was agreed

Tdoc
Subject
SOURCE

T2-010220
CR 23.057: Sharing Transmissions between untrusted executables
Vodafone

T2-010225
CR 23.057: Sharing Transmissions between untrusted executables
Vodafone

Presented by PC, Vodafone.

Discussion in meeting, updated online to Tdoc 225

Conclusion:

Tdoc T2-010220 was noted

Tdoc T2-010225 was agreed

11 Review of agreed CRs

12 MExE Forum

Tdoc
Subject
SOURCE

T2-010069
Input from Ronin Wireless on behalf of the MExE Forum
Ronin Wireless

T2-010070
Presentation by Ronin Wireless on behalf of the MExE Forum
Ronin Wireless

Presentation by Gavin Stone, Ronin Wireless.

The objective of the MExE Forum is to host an online MExE community and be a central source of MExE related information.  Approval from 3GPP is important to The MExE Forum.

MExE forum proposes:

· 3GPP uses MExE forum to distribute MExE information

· MExE Forum will attend 3GPP MExE group

· 3GPP MExE members contribute to the MExE Forum (discussion forum, news articles, books etc.)

· 3GPP MExE members support MExE Forum in hosting a MExE seminar/conference

· 3GPP MExE group and MExE Forum work together to promote MExE brand.

Attendance of a MExE forum representative was welcomed by the group, who agreed with their aims to promote MExE.  Gavin Stone proposed that MExE forum becomes an official liaison partner with 3GPP MExE.

comments:

On the legal implications of marketing etc. 3GPP MExE should seek the guidance of PCG before 3GPP MExE commits to the proposals.  T2 secretary agreed to take this back to the ETSI legal adviser and consult ETSI marketing department.  Will provide information for the next meeting.  T2 should ask for liaison with MExE forum (from PCG), see if any objections are returned.

3GPP MExE group has full power of veto over content on the MExE Forum www site.  Propose that Ronin Wireless report changes and the state of the www site at future meetings.

Concern over the discussion forum on the MExE forum www site, may lead to mis-understandings.  In-depth discussions should take place on the 3GPP MExE reflector

Individuals expressed agreement with the MExE forum www aims and proposals, but were not able to commit to full Company support.

Action:- MC to request formal liaison with MExE forum, from PCG
after feedback from PCG, decide how to proceed.

Action - MC to formally present these findings to the closing plenary.
Conclusion:

The presentation was well received.  Feedback will be sought from PCG on establishing a formal relationship.

Tdoc T2-010069 was noted.

Tdoc T2-010070 was noted.

13 Any other business

Tdoc
Subject
SOURCE

T2-010049
Virtual PalmTop proposal
Media Farm

T2-010173
Virtual PalmTop presentation
Media Farm

T2-010219
Comments to Responses and Issues raised on the VP Classmark
Media Farm

Presentation and proposal from Media Farm on Virtual Palmtop devices

Many questions were raised from the group.

some comments:

An interesting proposal for dealing with ever larger applications in the wireless environment, but this is some way from standardisation.  MExE is handset technology, this proposal is mainly server side.  A simple handset application could achieve the same.

request clarification of the proposal

request use case for a multimodal application.

question the impact of data traffic on the network

question the security process

concern over thin client and multimedia conflicts

Chairman summary - the proposal can run on CM2, CM3 if the right software is provided to support it.  It is an application and the group cannot see how to standardise it.  Should return with a concise proposal.

Conclusion:

Tdoc T2-010049 was noted

Tdoc T2-010173 was noted

Tdoc
Subject
SOURCE

T2-010006
Work_Plan_3GPP_001219
MCC

Review of the 3GPP work plan with the T2 secretary.

There will be three WIDs for MExE.

Conclusion:

Work Plan was noted.

14 Future Meetings

Meeting
Date
Location
Host

MExE
27-29 March 2001
Whistler, Canada
Microsoft

MExE
April, 2001
No meeting planned

T2#13
14-18 May 2001
Korea
Samsung

MExE
June, 2001
No meeting planned

MExE
24-26 July 2001
Athens, Greece
University of Athens

MExE
August, 2001
No meeting planned

T2#14
3-7 Sep 2001
Scotland
BT

MExE
October 2001
Host invited to offer

T2#15
12-16 Nov 2001
no host
no host

15 Thanking the hosts

16 Close of Meeting

Annex

17 Output Liaison Statements

17.1 Agreed output Liaison Statements

TDOC
Subject
SOURCE

17.2 Agreed output Liaison Statements to be approved by e-mail process.

Tdoc
Subject
Source

T2-010223
LS to S3 on MExE Security Analysis Activity
BT

T2-010227
LS to T1 on Conformance Testing
Siemens

18 MExE Stage 1 changes

18.1 Agreed MExE Stage 1 Changes

TDOC
Subject
Source

18.2 MExE Stage 1 Changes to be agreed by e-mail process

TDOC
Subject
Source

19 MExE Stage 2 Changes

19.1 Agreed MExE Stage 2 Changes

TDOC
Subject
Source

T2-010044
CR 23.057: TS 11.11 reference
Motorola

T2-010050
CR 23.057: Editorial updates
Siemens

T2-010051
CR 23.057: Editorial updates
Siemens

T2-010053
CR 23.057: Editorial updates
Siemens

T2-010056
CR 23.057: Editorial updates
Siemens

T2-010057
CR 23.057: Editorial updates
Siemens

T2-010059
CR 23.057: Editorial updates
Siemens

T2-010060
CR 23.057: Editorial updates
Siemens

T2-010061
CR 23.057: Editorial updates
Siemens

T2-010062
CR 23.057: Editorial updates
Siemens

T2-010063
CR 23.057: Editorial updates
Siemens

T2-010064
CR 23.057: Editorial updates
Siemens

T2-010065
CR 23.057: Editorial updates
Siemens

T2-010066
CR 23.057: Editorial updates
Siemens

T2-010067
CR 23.057: Editorial updates
Siemens

T2-010075
CR 23.057: WAP reference correction
Nokia

T2-010076
CR 23.057: WAP compliance
Nokia

T2-010083
CR 23.057: Conformance requirements table
Nokia

T2-010084
CR 23.057: Corrections to the definitions
Nokia

T2-010088
CR 23.057: Abbreviations
Siemens

T2-010176
CR 23.057: Untrusted area
Nokia/Philips

T2-010203
CR 23.057: Editorial updates
Siemens

T2-010204
CR 23.057: CCM update with new administrator signed package
Motorola

T2-010206
CR 23.057: Executable pre-launch signature verification
Motorola

T2-010208
CR 23.057: Clarification of ORPK and ARPK support on MExE MT
Motorola/Nokia

T2-010209
CR 23.057: Untrusted executable permission to access the network
Philips/Ericsson

T2-010210
CR 23.057: Capability negotiation updates
Motorola

T2-010211
CR 23.057: Corrections to capability negotiation methods
Nokia

T2-010212
CR 23.057: WAP WTA
Nokia

T2-010213
CR 23.057: Update some of the 3GPP document references
Philips

T2-010214
CR 23.057: Editorial updates
Siemens

T2-010215
CR 23.057: Miscellaneous corrections
Philips

T2-010216
CR 23.057: Definition of an Operator
Vodafone

T2-010217
CR 23.057: MExE Execution Environment
Motorola

T2-010218
CR 23.057: Editorial updates
Siemens

T2-010225
CR 23.057: Sharing Transmissions between untrusted executables
Vodafone

T2-010226
CR 23.057: Core software download
Nokia

19.2 MExE Stage 2 changes to be agreed by e-mail process

TDOC
Subject
Source

20 Other Output Documents

20.1 other agreed output documents

T2-010221
MExE Release 5 Improvements and Investigation WID
MExE Group

T2-010222
MExE Security Analysis WID
TSG-T2

20.2 Other noted documents

TDOC
Subject
Source

T2-010043
Discussion document: Execution of signed untrusted applications
Ericsson

T2-010045
CR 23.057: Clarification of ORPK and ARPK support on MExE MT
Motorola/Nokia

T2-010046
CR 23.057: Complete Certificate Chain
Vodafone

T2-010047
CR 23.057: Certificate Chain Depth
Vodafone

T2-010049
Virtual PalmTop proposal
Media Farm

T2-010052
CR 23.057: Editorial updates
Siemens

T2-010054
CR 23.057: Editorial updates
Siemens

T2-010055
CR 23.057: Editorial updates
Siemens

T2-010068
CR 23.057: Capability negotiation updates
Motorola

T2-010069
Input from Ronin Wireless on behalf of the MExE Forum
Ronin Wireless

T2-010070
Presentation by Ronin Wireless on behalf of the MExE Forum
Ronin Wireless

T2-010072
CR 23.057: CCM update with new administrator signed package
Motorola

T2-010073
CR 23.057: Miscellaneous corrections
Philips

T2-010074
MExE e-mail process report
Siemens

T2-010077
CR 23.057: WAP WTA
Nokia

T2-010078
Discussion Terminal behaviour on power up
Nokia

T2-010080
CR 23.057: ME actions on SIM insertion
Nokia

T2-010085
CR 23.057: Corrections to capability negotiation methods
Nokia

T2-010086
CR 23.057: Core software download
Nokia

T2-010087
CR 23.057: Definition of untrusted area
Nokia

T2-010170
MExE Security Analysis Activity Project Plan
T2 MExE

T2-010173
Virtual PalmTop presentation
Media Farm

T2-010174
Integrity & Certificate Chain Validation Decision Process meeting minutes
BT Wireless

T2-010177
CR 23.057: Update some of the 3GPP document references
Philips

T2-010178
CR 23.057: Removal of incorrect references to the "untrusted domain"
Philips

T2-010180
CR 23.057: Untrusted executable permission to access the network
Philips/Ericsson

T2-010181
CR 23.057: MExE Execution Environment
Motorola

T2-010182
Security collaboration from security experts within the wider MExE group
BT/Vodafone

T2-010183
MExE Security Analysis Activity
BT

T2-010184
CR 23.057: CLI terminology and introduction for classmark 4
Microsoft

T2-010185
CR 23.057: Definition of an Operator
Vodafone

T2-010186
LS from WAP Forum UAProf DC
WAP Forum

T2-010187
MExE Service discovery
TSG-S1

T2-010188
MExE Security Analysis Activity ToR
BT Wireless

T2-010189
MExE Security Analysis Activity Project Plan
BT Wireless

T2-010200
MExE Security Analysis Activity TR Scope and Structure
BT Wireless

T2-010201
Certificate chain verification diagram
Vodafone

T2-010205
CR 23.057: Executable pre-launch signature verification
Motorola

T2-010207
CR 23.057: Certificate chain verification diagram
MExE group

T2-010219
Comments to Responses and Issues raised on the VP Classmark
Media Farm





20.3 Other Output Documents to be agreed by e-mail process

TDOC
Subject
Source

21 Delegates

NAME
ORGANISATION
E-MAIL

Mark Cataldo
Motorola (chairman)
mcatald1@email.mot.com

Tim Costello
BT Wireless (secretary)
tim.costello@bt.com

Pubudu Chandrasiri
Vodafone Ltd
Pubudu.chandrasiri@vf.vodafone.co.uk

Andrew Myers
BT
andrew.myers@bt.com

Lars Brenk
Siemens Mobile Phone A/S Danmark
Lars.brenk@aal.siemens.dk

Bo Johansson
Ericsson LM
bo.i.johansson@ecs.ericsson.se

Christian Gehrmann
Ericsson LM
christian.gehrmann@ecs.ericsson.se

Asaf Ben-Yosef
Comverse Network System Ltd
Asaf_ben-yosef@icomverse.com

Kazutoshi Usui
NEC Corporation
k-usui@cd.jp.nec.com

Yoshiaki Hiramatsu
NTT DoCoMo
hiramatsu@nttdocomo.co.jp

James Bothwell
Motorola
James.Bothwell@motorola.com

Carole Koch
Gemplus
carole.koch@gemplus.com

Pascal Gaulin
Philips Consumer Communications
pascal.gaulin@philips.com

Thomas Rodestrand
Telia
thomas.x.rodestrand@telia.se

Olof Wickstrom
Ericsson LM
olof.wickstrom@ecs.ericsson.se

Ernie Woodward
Intel Corporation
ernest.e.woodward@intel.com

Srinivas Bharadwaj
Media Farm
kurukshetra98@worldnet.att.net

Stéphane Mourareau
ALCATEL MPD
Stephane.mourareau@alcatel.fr

Paul Fahn
Certicom Corp.
pfahn@certicom.com

Marco Giannotti
Telecom Italia Mobile
mgiannotti@mail.tim.it

Dave Gordon
Panasonic Mobile Development Office (PMDO)
dave.gordon@panasonic-pmdc.co.uk

Brad Diard
Ericsson Inc. - RTP
brad.diard@ericsson.com

Markus Michels
Entrust Technologies
markus.michels@entrust.com

Gavin Stone
Ronin Wireless (MExE Forum)
gavin@roninwireless.com

Martin Hoff
TietoEnator Technical Consultants AB
Martin.hoff@tietoenator.com

Walter Bindrim
Materna GmbH
Walter.bindrim@materna.de

Shigenori Kino
MITSUBISHI ELECTRIC , JAPAN
kino@isl.melco.co.jp

Hidetoshi Kambe
MITSUBUSHI ELECTRIC,JAPAN
hikam@csc.melco.co.jp

Timo Oikarinen
Sonera Corporation
timo.oikarinen@sonera.com

Markus Sihvonen
VTT
marku.sihvonen@vtt.fi

Anna Zhuang
Nokia
Anna.Zhuang@nokia.com

Louis Finkelstein
Motorola
Louisf@labs.mot.com

Mike D. Smith
Microsoft
Mdsmith@microsoft.com
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