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Definitions and abbreviations

3.1
Definitions

For the purposes of the present document the following definitions apply:

administrator: The administrator of the MExE MS is the entity which has the control of the third party trusted domain, and all resources associated with the domain. The administrator of the device could be the user, the operator, the manufacturer, the service provider, or a third party as designated by the owner of the device.

best effort QoS (Quality of Service): The best effort QoS refers to the lowest of all QoS traffic classes. If the guaranteed QoS cannot be delivered, the bearer network delivers the QoS which can also be called best effort QoS [28].
certificate: An entity that contains the issuer's public key, identification of the issuer, identification of the signer, and possibly other relevant information. Also, a certificate contains a signed hash of the contents. The signer can be a 3rd. party other than the issuer. 

delivered QoS: Actual QoS parameter values with which the content was delivered over the lifetime of a QoS session [28].

fine grain: Refers to the capabilities of the Java security system to allow applications, sections of code or Java classes to be assigned permissions to perform a specific set of privileged operations.  The smallest programming element that can be given permission attributes is a Java class [19].

key pair: Key pairs are matching private and public keys. If a block of data is encrypted using the private key, the public key from the pair can be used to decrypt it. The private key is never divulged to any other party, but the public key is available, e.g. in a certificate.

negotiated QoS: In response to a QoS request, the network shall negotiate each QoS attribute to a level that is in accordance with the available network resources.  After QoS negotiation, the bearer network shall always attempt to provide adequate resources to support all of the negotiated QoS profiles [31].
personal certificate: This is a certificate loaded by the user or a user application which is limited to the application that it is intended for, and is not a MExE Certificate. E.g. an e-mail application could load certificates for its usage. Personal certificates are out of scope for MExE.

phonebook: A phonebook is a dataset of personal or entity attributes. The simplest form is a set of name-number pairs as supported by GSM SIMs.
MExE: MExE (Mobile station application Execution Environment) is defined in detail in this document, but the scope of MExE does not include the operating system, or the manufacturer’s execution environment.
MExE API: MExE API consists of  interfaces present in the MExE device and exposed to MExE executables. The APIs which are outside of the scope of this specification, are not part of MExE API.
MExE certificate: This is a certificate used in the realisation of  MExE security domains. A MExE Certificate can be used to verify downloaded MExE executables. Use of the word "certificate" in this document implies a MExE certificate. Other varieties of certificate will be explicitly qualified as a e.g. "Personal Certificate".

MExE executable: An executable is an applet, application, or executable content, which conforms to the MExE specification and may execute on the ME.

Third Party Domain root public keys will typically be installed along with and integrated into the MExE ME browser, as is done for PC-based browsers.

A MExE executable can only be verified if the MExE MS contains a valid root or certified public keys corresponding to the private key used to sign the MExE executable.

A MExE MS shall support at least one level of certificate under operator, manufacturer or Third Party root public keys. The MExE MS shall support at least one level of certificate chain analysis in a signed content package, as shown in Figure 6 "Trust hierarchy".

A certificate (other than one containing a root public key) shall only be considered valid if the signature on the certificate is verified by a valid public key (root or contained in a certificate) already present on the MS and if the certificate being verified has not expired.

Public keys shall not be shared between domains.
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Figure 6: Trust hierarchy

The boxes below the root keys represent individual public key certificates. The solid boxes represent the minimum MExE, and the dotted boxes represent possible further support for public key certificates (either at the first or subsequent levels).
8.4.2 Certificate Chain Verification
The MExE MT shall follow the CCVD (Certificate Chain Verification Diagram) in figure X for the verification of all downloaded executables. The CCVD verifies the signature (if present) on an executable and determines the appropriate action (execute in a trusted or untrusted domain, or deletion) depending on the verification status of the signature. The diagram consists of a number of decision (diamond shaped) and information boxes (rectangle shaped). The shaded area in the diagram corresponds to optional features relating to user notification. It is recommended that these optional features be implemented where applicable.

The following text describes each of the mandatory decision boxes in the CCVD in the figure x.

Signature and Certificate Verification Supported – Checks whether signature and certificate verification is supported on the MExE MT. If the MT does support signature and certificate verification the decision box shall produce a positive response. Else the response shall be negative.

Executable with Signature and End Entity Certificate – Checks whether the executable contains a signature together with the corresponding end entity certificate. If both are present the decision box shall produce a positive response. Else the response shall be negative.

 Application Signature Verified* – If the signature on the application was verified using the accompanying end entity certificate the decision box shall produce a positive response. Else the response shall be negative.

Complete set of Intermediate Certificates Available* - This decision box shall produce a positive response if all the necessary intermediate certificates (certificates between the RPK and the End Entity (EE) certificate) are available. Else the response shall be negative.

Valid RPK on (U)SIM/ME – This decision box shall produce a positive response if a valid RPK (not expired) exists on the (U)SIM or on the MT that could verify a certificate chain originating from the end entity certificate accompanying the application. Else the response shall be negative.

*These two steps could include validation (e.g. expiration, revocation, etc.) checking by means of e.g. OCSP, SCVP, CRL-Consultation, and etc.  The use of certificate revocation checking is encouraged but is not mandated or specified in this specification.

Note: It is strongly recommended that precise means of validation checking be urgently considered.

Certificate Chain Accurately Verified– If all the certificates from the end entity certificate to the RPK verifies cryptographically the decision box shall produce a positive response. Certificate verification shall be performed according to the functional requirements given in section 6.1 "Basic Path Validation" of RFC 2459[XX] excluding revocation checking as detailed in (a)(3) on page 54. Else the response shall be negative. 

Secure Domains Supported – If the MExE MT supports secure domains the decision box shall produce a positive response. Else the response shall be negative.

The following text describes each of the optional information/decision boxes in the CCVD. 

The user information boxes should inform the user (if applicable) the final outcome of the certificate verification process from the CCVD for each application.
User is given the Option to view Certificate details – If the user chooses to view the details (at least subject, issuer, valid_not_after) on the certificate the decision box shall produce a positive response. Else the response shall be negative.
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Figure X
8.4.3
Example certification process

The following processes might be followed in order to securely download a Third Party application to a MExE MS.

Root public keys for a number of Certification Authorities (CAs) are installed in the ME, along with the ME browser, at manufacture. These root public keys can be used to verify certificates for Third Party MExE executables.

1. A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

2. The third party software developer obtains a certificate for the public key from a CA. The certificate contains the developer public key, signed with the private key of the CA.

3. The 3rd party software developer adds all the certificates required in the key chain in the JAR.

4. The MExE MS downloads a MExE executable of the third party software developer.

5. The MExE MS verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key and may store it in the certificate store for future use.

6. The MExE MS verifies that the MExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the MExE executable accordingly.
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