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Rationale for proposing a security working group.
The security of a MExE device is of paramount importance to the reputations of all MExE participants that expect to develop and provide support for these devices and associated services.

This discussion paper is not suggesting that the MExE group has not given due consideration to security. Additionally, this paper is not intimating that TSG-S3 is anything other than a consultative group that provides security advice and guidance to the various groups within 3GPP.

It is expected that the output of this activity will “only be of benefit” to the various companies involved with the development, support or creation of MExE Devices and Services. 

Introduction & Background

An outstanding WID  [See (T2-00014) in the Appendix A Below] that was presented and agreed at Yokohama in June 2000 was the creation of a security paper. This paper is expected to identify the weaknesses of, and threats to a MExE device for Release 4. This WID is understood to have been created by TSG-S3 in order that MExE meet its requirements and to inform TSG-S3 as per the following statement contained within the WID:

“MExE will liase with TSG-S3 to ensure support for any security-related changes and improvements which may be identified.”
This discussion paper is proposing that a security sub-working group is formed to focus on the security section in order to progress this Work Item. Due to the size and complexity of this task it is considered that in order to complete this activity satisfactorily, then this group needs appropriate expertise from the MExE group. 

This activity is not expected to derive new specifications for R4.

Issues

Unless a MExE attendee has been in the group since its inception then there are likely to be shortfalls in their overall understanding of MExE generally and MExE security specifically. There is a non-trivial learning curve associated with MExE and it follows therefore that the likelihood of misunderstandings is greater with new and recent members to the MExE group. 

This understanding is likely to be further diluted outside of the MExE group which leads to a concern with respect to how TSG-S3 can give the MExE group any assurance that TSG-S3 are capable of monitoring the specifications and concepts behind the MExE security framework.

Security Working Group Function

In order to ensure the success of this activity, it is dependant on the input and attendance of appropriate members of the MExE group who have a holistic understanding of MExE and the implications of it’s support within the wider IT and Telecommunications environment.

Objectives

From the WID it can be seen that the output documentation that is expected from this activity has not been explicitly defined. There is room, therefore for the MExE group to define what documents come out of this activity, however the unwritten expectation is for the creation of a security analysis defining the threats and weaknesses associated with a MExE device.

· Security Analysis of the different releases

· Identify any Threats and Weaknesses

Methodology and Benefits

As a suggestion, a proposed methodology to understand the issues is through carrying out a Security Analysis and this can be as follows:

· To carry-out a security analysis for the different releases

· To identify issues in terms of security concepts and mechanisms for MExE and 

· To identify threats and weaknesses and security shortfalls

· To create policy based on weaknesses

· To map policies to the requirements within the specification 

Benefits 

· Provide clarification of the mechanisms and security issues of a MExE device 

· Provide a holistic understanding behind the associated impacts of a MExE device e.g WPKI, Provisioning

· Identification of potential or outstanding weaknesses and issues that may need to be addressed for R5.

· Provide a central information source for use to interested parties outside of the MExE group.

· An information source to be used by TSG-S3 to be able to get a clearer understanding of the security concepts for MExE and associated security implications.

· To provide a mechanism by which MExE security can be evaluated by TSG-S3.

· To end up with a comprehensive report on the security framework of a MExE device and associated security implications to benefit MExE members, the wider 3GPP and development communities.
APPENDIX A

T2x00014 MExE R2000 WID
Work Item Description

Title
MExE Release 2000

Evolving from the established MExE Release 1998 and Release 1999 specifications, the MExE Release 2000 work extends and develops the UE-based support of the client/server model to cover areas such as support of a new small footprint Java classmark, interaction and co-operation with SDR capabilities and definition of user profile support.

1

3GPP Work Area

	
	Radio Access

	
	Core Network

	X
	Services


2

Linked work items

Virtual Home Environment

SIM Application Toolkit

3

Justification

MExE is based on the concept of identifying external standards suitable for supporting services from an UE, and bringing them into the 3GPP scope by direct reference.  Recent developments in the support of a new small-footprint Java platform, and co-operation with the SDR Forum requires extension of the existing MExE specifications to update and incorporate these latest developments.   Further detailed work is also required to define the support of the user profile and other areas.

4

Objective

MExE Release 2000 targets the following areas:-

· Provision of secure download mechanism and capabilities to support SDR concepts

· Improved security

· Investigation of AT command support

· Support of terminal parts of the VHE / User Profile

· third MExE classmark (using the Sun CLDC and MIDP specifications)

· Investigate SIM toolkit / OSA / CAMEL interaction to provided advanced services

5

Service Aspects



MExE supports services via MExE executables in the UE

6

MMI-Aspects



MExE supports MMI enhancements via applications and browsers in line with the principles of VHE

7

Charging Aspects



MExE enables MExE executables to potentially support charging for services.  MExE will liase with TSG-S5 for charging-related issues.

8

Security Aspects



MExE will liase with TSG-S3 to ensure support for any security-related changes and improvements which may be identified.

9
Impacts 

	Affects:
	USIM
	ME
	AN
	CN
	Others

	Yes
	X
	X
	
	
	

	No
	
	
	X
	
	

	Don't know
	
	
	
	X
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	22.057
	
	
	
	

	23.057
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Work item raporteurs

Mark Cataldo (Motorola Limited)
12

Work item leadership

TSG-T2

13

Supporting Companies

Motorola, BT, Siemens, NTT DoCoMo, Bosch Telecom Denmark, Ericsson, NEC Technologies (UK) Ltd, Vodafone UK, Telia

14

Classification of the WI (if known)

	
	

	
	

	
	















































