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8.5.4
Administrator root public key

The ME shall support secure storage for a certificate containing an administrator root public key. The ME shall support the use and management of an Administrator root public key on the SIM. Only one administrator root public key shall be valid on the MExE MS.

The MExE MS shall support the administrator designation mechanism and the secure downloading of CCMs explained in subclause 8.8.

The user shall not be able to delete an administrator root public key or certificate.

The system shall support a mechanism (as part of a provisioned functionality and/or inherently part of the MExE implementation) allowing the owner of the MExE MS to manage the administrator root public key (including the download of a new administrator root public key) as defined in subclause 8.9.4. This mechanism shall be secure so that only the owner can use this functionality.

The administrator root public key can be downloaded to the MExE MS as described in subclause 8.10.4.

The terminal shall only read the SIM Administrator root public key from the SIM when required and shall not store the SIM Administrator root public key on the terminal.

See subclause 8.8 for the management of Administrator root public keys on the SIM.

The same root public key may be used for both the Administrator role and the operator or manufacturer domain. This facility does not imply any increased right of the manufacturer or operator to take the Administrator role.

If the same root public key is used for the operator domain and Administrator role and this root public key is stored on the SIM (see [27]), there shall be separate entries relating to each use of the root public key in the operator and administrator trusted certificate directory files. These entries in the operator and Administrator trusted certificate directory files may point to the same root public key in the certificate data file.

If the root public key to be shared is not stored on the SIM, then procedures relating to this are out of the scope of this specification.

8.6
MExE executable integrity and certification validation

Support of MExE executable integrity and certification validation is mandatory.
All MExE executables shall be checked following the process described in this clause and depicted in Figure X.
For a MExE UE not supporting signature verification, all MExE executables are immediately assigned to the untrusted domain.  If a MExE executable does not have a signature, it is also assigned to the untrusted domain.  
In the event that a MExE executable has a signature, the signature integrity shall be verified by performing the appropriate algorithmic test.  If the result of this is not successful, then the MExE executable is not assigned to the trusted or untrusted domains, and the MExE executable is not permitted to execute.  It is recommended that the user is informed of signature verification failure.
Having successfully performed a signature integrity test, a check is then made to determine whether the MExE UE supports the secure domains.  If secure domains are not supported, then the MExE executable is assigned to the untrusted security domain.  If secure domains are supported, then a test shall be made to identify a valid certificate chain (or the root public key) of a secure domain linked to the public key used to check the integrity of the signature.

If the MExE executable is verified as being in a valid certificate chain (or the root public key) of a secure domain, then it is assigned to the secure domain designated by the valid certificate chain (or the root public key) linked to the public key used to check the integrity of the signature.  
If the MExE executable is not verified as being in a valid certificate chain (or the root public key) of a secure domain, due to the root of the certificate chain not being present on the device, then it is recommended that the user is informed.  The user shall then be asked whether he wishes to accept the MExE executable as an untrusted MExE executable, or to reject it completely.  If the user does not wish to accept the MExE executable, then it s not assigned to the trusted or untrusted domains, and it is not permitted to execute.  If the user wishes to accept the MExE executable, then it is assigned to the untrusted domain (not a secure domain), and restricted to the very limited functionality permitted to MExE executables in the untrusted domain.
Note:
MExE executables executing in the untrusted domain following a certificate chain verification failure, will be treated as all other untrusted applications.  These MExE executables will not be permitted to perform any functionality that they would have done in a trusted domain, and if they attempt do so the MExE executable will be blocked.
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Figure X: Integrity and signature verification
8.6.1
 Optimised application signature verification

If the secure domains are not supported, then the pre-verification of applets described in this section shall not be required to be supported.

This is an optional feature added to eliminate the potentially excessive overhead of checking a signature each time an application is launched. 

To use this process the MExE device shall create a hash of the executable object (executable object fingerprint) as if checking the signature. This shall be stored in a protected verified application list, along with indication of the domain permissions for the application. The hash used shall be the same type as that used for signing the object. When launching an application or downloading an applet, the hash shall be performed as for when computing the signature. The verified application list shall then be checked; if the hash value is present and the entry has not expired then the application or applet may execute. If no list entry exists for this object, or the entry has expired, the process shall then proceed with the full signature verification. Note that the lists for applications and applets should be separate and that an implementation determines management policy for the lists (e.g., ageing policy, which entries to delete when trying to add a new entry to a full list etc.). One restriction imposed that shall be enforced is that the maximum number of uses for an entry before it is marked invalid is limited to some maximum value. 

In the event that a new Certificate Configuration Message (see clause 8.8) is received by the MExE UE, all verified application list entries shall be marked invalid unless some mechanism to determine the validity of an authorising certificate entry for each application is provided by the ME implementation. 
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