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The current MExE specification references Personal Java (PJava) version 1.1. The current version is 1.2 and includes support for "fine grain security" as mentioned in section 8.9 of the MExE specification. It has been suggested that the MExE reference be updated in order to support the "fine grain" security mentioned in this section.

This document presents comments on the ramifications of updating the reference and requiring a different version of Personal Java.

Different Versions of Personal Java

Personal Java 1.1.1

This is the current version of Personal Java referenced in the MExE specification.

Personal Java 1.1.2

This is a minor update to version 1.1.1 including corrections to the documentation regarding supported classes (these will not have changed an implementation, but clarify the situation). The main changes are as follows

· java.io.ZipFile and ZipOutputStream added to list that must be supported in the java.io package. If any classes from java.io were implemented, then these two classes must also now be implemented (in addition to the classes previously listed in 1.1.1).

· java.io.ZipOutputStream can throw UnsupportedOperation exception.

Personal Java 1.1.3

Another set of minor updates, this time to version 1.1.2.

· java.io.ZipFile and ZipOutputStream removed from the list in java.io. If any classes from java.io were implemented, then these two classes are no longer required to be implemented.

· Java.util.zip.ZipFile - if any of the optional classes in java.util.zip are implemented then ZipFile must be implemented along with the other optional classes (this class used to be an exception).

· Java.util.zip.ZipFile constructor must throw NoSuchMethodException if the class is not supported by the implementation.

Personal Java 1.2

This release version represents a major change from previous versions by adding the "fine grained" security mechanisms of JDK 1.2.

The changes are:-

· Support of JNI changed from required to required only if a public native interface is supported.

· JDK 1.2 Security functionality added to java.io, java.lang, java.lang.reflect, java.net, java.security, java.security.acl, java.security.cert, java.security.interfaces, java.security.spec, java.util, java.util.jar and java.awt.
· Java.awt.createImage (with string and URL arguments) APIs added from JDK1.2

· Com.sun.util.Ptimer class updated with two new property access methods and schedule method replaced with scheduleTimerSpec() method

The changes are non-trivial, and are likely to increase the platform footprint noticeably. Though, if available, the same mechanism could be used to implement theMExE security framework and domains (i.e. there may not be much additional overhead if the MExE and Java security are based on common mechanisms/implementation).

MExE and Java Fine Grain Security

The MExE specification mentions the following with respect to Java security (section 8.9):-

" There are two types of Java security [20]: sandbox, and fine grain.

The sandbox model [18] has just one domain; there is no concept of a partly trusted domain. The sandbox meaning of "trusted" means it is totally unrestricted to access all system resources.

Using the sandbox system, each MExE domain shall be implemented as running in a sandbox, configured with different privileges corresponding to those of the domain.

Using the fine grain Java security system [19], each MExE domain will be a set of constraints within which a Java fine grain security domain can be configured."

The Java fine grain security mentioned relates to the Java 1.2 security model that is found in Pjava.  The MExE security framework could be built on such security support from the standard Pjava platform, however, this is not necessary, nor does MExE mandate it. Alternative means of providing the MExE security could be used.

MExE JAR Files

A MExE Classmark 2 device uses the following JAR file properties:

Implementation-Title
Main-Icon
Main-Class

Class-Path 


See http://java.sun.com/docs/books/tutorial/jar/basics/manifest.html and http://java.sun.com/j2se/1.3/docs/guide/jar/jar.html
These property tags are noted as being for java 1.2 only.

Recommendation

There is no requirement for MExE to mandate Personal Java 1.2.

However, this would be advisable as this keeps the MExE specification in line with the most up to date Pjava and JAR file specification. The Pjava 1.2 platform is also a sensible basis for implementing the MExe security framework.














































