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Improvements of the functionality, partially due to improvements in the OBEX protocol, have been made.

· Name of request parameters removed, i.e. no “”OBEX=...”

· Use Base64 instead of URL-encoding for encoding the binary data

· User ID sent in response to the connect request instead of being sent at start of sync. Sync is now initialised using OBEX PUSH.

· Making use of the OBEX Connection ID in order to enable simultaneous sessions.

· TARGET includes request to sync. with e.g. the calendar.

· WHO contains assigned session ID




Clauses affected:
Chapter 6 and 7(Tunnelling of OBEX)



Other specs
Other 3G core specifications

(  List of CRs:


affected:
Other GSM core specifications

(  List of CRs:



MS test specifications

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:




Other 
comments:



[image: image1.wmf]help.doc

  <--------- double-click here for help and instructions on how to create a CR.

6.2
Client/Server

The client will always call the server with OBEX headers as http POST data. The reason for using POST is that there is a size limit for sending data in the URL, using the GET method. Using the POST method also avoids problems with special characters, using binary POST (binary POST is not supported in Wap1.1, however. Another solution is provided below). Every client request implies permission for the server to request a client task in it’s response.














6.3
Binary POST

As binary POST is not supported in WAP1.1, the OBEX headers are base64-encoded and sent as plain text.


 






This could result in sending 33% more than the ammount of data neccesary.. The solution is however only temporary, awaiting WAP binary POST.

6.4
The secure connection

The authentication process only guaranties that the client and the server can rely on each others identity during the connection process. The connection that is established is not secure and could easily be tapped for information. It is therefore desired to encrypt all data that is sent between the client and the server. 3GPP currently does not guarantee strong enough encryption so we will ensure data is secure and untampered.

In the case of a synchronization of a mobile calendar over 3GPP, there are actually two different transports that has to be considered. First it is the transport from the mobile device to the 3GPP gateway. Then there is the transport from the gateway to the web server. The transport from the mobile device to the gateway is sent over GSM, which is fairly well encrypted. The transport from the gateway to the web server is not protected in any way though. To solve this problem a third party products for corporate extranet solutions could be used. These products should be transparent from the mobile device and set up the required SSL connection.

6.5
Connect

The connect sequence sets up the connection from the mobile device to the web server. The session id has to be assigned in the first response from the server, as more request/response pairs are needed to complete the authentication procedure. The Connect procedure is always invoked by the client.




































Data
Description

Request

(
<OBEX push>
The mobile device alerts the web server, sending an empty obex push.

Response

(
<obex connect with authenticate challenge, WAN UUID  and target >
The web server responds with a 16 byte session id and the obex headers for connect with authenticate challange. The server also sends an obex target header, indicating calendar synchronisation.

Request

(
<obex unauthorized with authenticate challenge containg user name in realm, WAN UUID  and who header >
The mobile device responds to the connect request by sending an unauthorized response with authernticate challenge, forcing the web server to authenticate itself. Username is sent as realm. Who header with assigned connection id.

Response

(
<obex connect with authenticate challenge and authentication response , and connectionid>
The web server verifies the mobile device and authenticates itself. 

Request

(
<obex success with authenticate response, WAN UUID  and connectionid>
The mobile device verifies the web server and sends an obex success.

Response

(
…
The web server now starts acting like the a client to the mobile device, sending PUT and GET operations to the mobile device.

6.6
Disconnect

Disconnection can either be invoked by the client or be invoked by the server as a last response. The client’s session is then destroyed in the server. A third case is that the connection is lost for other reasons, e.g. power failure by the client. In this case, the session should be timed out automatically.

6.6.1
Client disconnection

The client normally should not invoke the disconnection. Should the client however need to disconnect, the following sequence should be used:


Data
Description

Response

(
…
The web server asks the mobile device to perform some operation.

Request

(
<obex disconnect, WAN UUID >
The mobile device send an obex disconnect to the web server.

Response

(
-
The web server destroys the session and responds with an empty response.

6.6.2
Server disconnection

When the server is done synchronizing its content, it should disconnect the client. The following sequence should be used:


Data
Description

Response

(
<obex disconnect><obex connectionid>
The web server send an obex disconnect to the mobile device and destroys the session.


-
The mobile device disconnects and sends no more requests to the web server.

6.7
Put

The PUT operation sends a named vCalendar object from the server to the mobile device. The PUT operation can only be invoked by the web server.


Data
Description

Response

(
<obex put, connectionid>
The web server sends a put request to the mobile device.

Request

(
<obex put response, WAN UUID >
The mobile device performs the put operation and responds with the resulting obex data.

6.8
Get

The GET operation retrieves a named vCalendar object from the mobile device. The GET operation can only be invoked by the web server.


Data
Description

Response

(
<obex get><obex target>
The web server sends a get request to the mobile device.

Request

(
<WAN UUID ><obex get response>
The mobile device performs the get operation and responds with the resulting obex data.

7 Use Case

The user chose “remote sync” and is prompted for the URL, for example www.somesite.com, userid and password. The userid and the password will be saved in the local storage oif the mobile device.  



When the WAP server receives this, it will try to establish an OBEX connection with the mobile device, acting as a primary from an OBEX point of view. An OBEX Connect request with a WAN UUID header and an Authentication challenge header will be sent. The WAN UUID header will contain a unique16 byte UUID that will be used to identify this session.  The server also sends a obex target header, indicating that a syncronization is in progress.


When the phone receives the OBEX connect, it will respond with an OBEX Unauthorized response and an Authenticate Challenge of it’s own.The user id is sent in the realm field in the obex authorize header. From now on, the given UUID must be present when a request is sent from the phone to the WAP server. This is the only way that the server can recognize the phone. The UUID will be identified with the WAN UUID header, which means that the phone identifies itself with the given UUID. The client also assigns a connection id that is sent in an obex who header in every request.
 


Receiving this, the WAP server resends the same command as last time but this time also adds the Authenticate Response header.  The server always sends an obex target header, containg the connection id.


If the OBEX secondary at this stage verifies the received request-digest with the one generated by itself, the client is authenticated and the response will be an OBEX Success with an Authenticate Response header. 



At this stage the OBEX connection is up and the actual synchronization can start. We are now in the middle of a WAP request/response pair and the WAP server response will now contain a OBEX Get command, asking for the mobile’s Change Log. The steps following are identical to the ones in a local synchronization from an OBEX and IrMC point of view, the only real difference is the use of the WAN UUID header when sending from the mobile. Worth mentioning is that this form of remoted synchronization is not suited for a slow sync [see reference 2]. The user is supposed to do the first synchronization locally, using for example cable or IR. 


































OBEX Success + WAN UUID header + Authenticate Response header





OBEX Connect + Authenticate Challenge header + Authenticate Response header + connectionid





OBEX Unauthorized + WAN UUID header  + Authenticate Challenge header + Who





OBEX Connect With Authenticate Challenge header + WAN UUID + target





� HYPERLINK http://www.cool&funcysync.com ��� � HYPERLINK "http://www.somesite.com" ��www.somesite.com��OBEX PUSH + userid
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Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:
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