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1. Abstract

Instant Messaging (IM) has become a widely accepted service in the fixed Internet world which allows users to exchange small simple messages with other online users at conversational performance. The major players (service providers) are AOL and ICQ followed by Microsoft (MSN), all employing proprietary solutions. 

A first step towards standardisation of the IM service has been done within the IMPP-WG (Instant Messaging and Presence Protocol-Working Group) of the IETF. The group’s aim is to develop an architecture for simple exchange of messages and notifications. Moreover, issues of authentication, data integrity, encryption and access control are addressed within the IMPP-WG.

This document intents to give an introduction to the IM service. It first describes the main features of  the existing services at AOL, ICQ and MSN from the user’s perspective. Later on, the status of the work at the IETF is briefly summarised before commonalities and differences between the two services, IM and MMS, are highlighted.

Note also that some more detailed information about IM at IETF can be found in an annex to this document.

2. Features of Existing Instant Messaging Services
(AOL / ICQ / MSN)

Instant messages (at conversational performance) can be exchanged between IM users containing text, pictures, photos and sounds. Besides this, an IM user can define a “buddy list”, a list of somehow related other users of the same service. As soon as a buddy comes online, an instant alarm/notification is sent to the first user to announce the buddy’s availability. But notifications can also be defined to announce e.g. a new email that arrived at the user’s account or that stocks move up or down. When buddies are online they can chat to each other creating their own temporary chat room (buddy chats).

Predefined interest lists and communities exist that a user can subscribe to. Alternatively, a user can search other users’ profiles for certain hobbies and interests. Security considerations are taken into account by certain means for access control, the creation of “ignore lists” (i.e. block members who misbehave) and user control of the visibility to other users.

Beyond these basic features, existing IM services also provide means for sending messages to offline or busy users (“do not disturb”) and for remote accessability to the service (from any host in the internet rather than from Your home PC only).

3. Status of IM Standardisation @ IETF

At IETF the IMPP-WG’s design goal is to standardise a service that allows for the following features:

· Instant message exchange between users

· Presence information exchange

· Notification (when buddies become online)

· Authentication

· Message integrity

· Encryption

· Access control

Status of Instant Message and Presence Protocol – IMPP

The standardisation of IMPP at IETF is on-going and is far from finished. But the requirements (RFC 2779) and a basic model (RFC 2778) are produced. First drafts are created, basically summarising the discussions so far. The model (RFC 2778) basically defines the following entities:

· Presence Service

· Message Service

· Sender

· Instant Inbox

· Presentity

· Watcher

(For details, please refer to the annex and RFC 2778, RFC 2779.)
Besides these two approved RFCs several internet drafts have been created defining an appropriate transport protocol (Transport Protocol for Presence Information / Instant Messaging - PITP / MITP), the message format, an addressing scheme and security related functionalities.

With respect to the PITP / MITP transport protocol, reusing existing protocols such as HTTP, LDAP and SIP were under discussion. The current state of discussion is that the IMPP-WG prefers to design their own transport protocol for IM and PP, however, closely related to HTTP and/or SIP.

Similar to the definition of PITP / MITP the detailed definition of the message formats is still under discussion. However the basic structure has been defined: Presence Information will be a text document which is a MIME object and Presence Information will be formatted in a subset of XML. Instant Messages will be MIME messages.

Addressing will basically be done using URL scheme. It will probably be something like “im:user@domain” for IM, but is not yet defined for PP.

The security features of IMPP will include means against:

· Stalking 
(locating people for malicious/illegal purpose):
· Visibility rules
(visibility of Watcher Information)

· Access rules
(how Presence Information is made available to Watchers)

· Watcher Information
(who is watching which Presence Information)

· Spoofing 
(improperly imitating someone else):
· Authentication
(for IM and PP services)

· Spam

 
(unwanted messages):
· Delivery rules
(how IM are delivered to Instant Inbox; filtering)

Hence, the basic model for IMPP has been created, but discussions on its detailed realisations are ongoing. I.e. that on the one hand there’s no stable standard available for IM that could be taken. But on the other hand it gives the group the opportunity to affect the IMPP-WG’s work.

4. Instant Messaging in an MMS environment

This section identifies the commonalities and differences between the IM service and MMS. Looking at the service’s architecture and the transport protocol, it gives a feeling for whether or not IM could be incorporated into the MMSE.

Architecture 

Figure 1 shows the client/server architecture as it is assumed in the internet drafts for IMPP. The functionalities of IMPP clients and servers and the information flow between these elements are given in figure 2.
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Figure 1: Assumed Client-Server Architecture for IM

From these two figures it can be seen that – from an architectural point of view – the IMPP Client’s functionality could be easily incorporated in an MMS User Agent and that, similarly, the IMPP Server’s functionality fits into an MMS Relay.
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Figure 2: Assumed Client/Server Structure

Transport Protocol

As mentioned above the IMPP-WG wants to define a single transport protocol, applicable to client-server as well as server-server transport. This PITP / MITP protocol will be based on either HTTP, LDAP, SIP or will be an own design similar to HTTP and/or SIP. Recently, there’s support within IMPP-WG for the latter solution.

Within MMS on the other hand, there’s a whole bunch of appropriate protocols identified. The transport protocol is WSP / HTTP for UA-Relay communication and HTTP, SMTP, IMAP, POP or others for Relay-Relay and Relay-Server connections.

Pros and Cons for IM service support (in general)

Pros:

· High acceptance for this service in the fixed internet. (User’s are used to IM.)

· Instant Messaging is another Value Added Service for Operators / Service Providers

Cons:

· IM would be another service with functionalities that overlap with MMS functionalities (supposed that IM were not incorporated in MMS).

Pros and Cons for integration of IM in MMS

Pros:

· IMPP architecture fits into MMSE.

· Adoption of PITP / MITP to MMS is feasible.

· Would be reasonable to have one single 3G messaging service, rather than subdividing 3G messaging in non-instant and instant messaging.

· If IMPP were – alternatively to an integration – done on top of MMS, the “MMS bearer service” could only poorly emulate the behaviour of PITP / MITP.

Cons:

· PITP / MITP will most likely differ from MMS transport protocols

· Would have to become another option in MMS 
(at least, since PITP / MITP could become another transport protocol option within MMS – which could be used even for non-instant traffic)

5. Conclusion about integration of IM in MMS

There is a clear market need for the provision of an IM service even in 3G mobile environments. An incorporation of Instant Messaging into the MMSE is shown to be feasible and seems to be the best way to provide IM. Moreover, an integration would be desirable in order to come up with a single (unified) messaging system in 3GPP. The WI on MMS R´00 should thus include IM.
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Annex:
Instant Messaging and Presence Protocol @ IETF (IMPP-WG)

Standardisation of IMPP at IETF is on-going.

Requirements and Basic Model are produced. First drafts are created, basically summarising the discussions so far. Some basic definitions used at IMPP:

Instant Messaging:
small simple messages delivered to online users

Presence Information: 
detection if other users are online or offline

Presentity:
presence entity; provides Presence Information to a Presence Service
Principal:
human or program; the actor outside the system

Related links:

http://www.ietf.org/html.charters/impp-charter.html
http://www.imppwg.org
IMPP Model Description (RFC 2778)

IMPP Model identifies two services:

· Presence Service:
accepts, stores, and distributes Presence and Watcher Information
· Instant Message Service:
accepts and delivers Instant Messages to Instant Mailboxes
Presence Service:
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Overview of presence Service

· 2 client sets:
- Presentity:
makes Presence Information available for storage and distribution


- Watcher:
accepts Presence Info actively (Fetcher) or passively (Subscriber)

· Presence Service gives Presence Information and Watcher Information to Watchers
· Presence Service sends Notifications about changes of Presence Information to Subscribers
· Presence Information:
Information about Presentities (basically Open / Closed)
· Watcher Information:
Information about Watchers and their activities (Fetchers / Subscribers)

Instant Messaging Service:
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Overview of Instant Message Service

· Instant Message Service accepts and delivers Instant Messages to Instant Inboxes
· 2 client sets:
- Sender:
gives Instant Message to Instant Message Service for delivery


- Instant Inbox:
receptacle for Instant Messages

Presence Information
Structure of Presence Information: (RFC 2778)
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General structure (left) and basic structure (right) of Presence Information

Status:
at least mutually-exclusive values Open and Closed, which have meaning for the acceptance of Instant Messages

Contact Means: 
method whereby communication can take place, e.g. Instant Message Service

Contact Address:
a specific point of contact via some Contact Means, e.g. Instant Inbox Address

PIDF: Presence Information Data Format (draft-ietf-impp-pidf-01)
· available as internet draft only

· Presence Information will be a text document which is a MIME object
· Presence Information will be formatted in a reasonable subset of XML
· PIDF will probably include means to represent capability and preference information

Watcher Information
· not yet defined
· will probably be similar to Presence Information

Instant Messages
MIDF: Message Information Data Format (draft-ietf-impp-midf-01)
· available as internet draft only

· Instant Messages will be MIME messages
PITP / MITP Transport Protocol for Presence Information / Instant Messaging
(draft-ietf-impp-pitp-mitp-01.txt)
Main operations of PITP / MITP
· Publishing Presence Information
· Establishing Subscriptions
· Retrieving Presence Information
· Retrieving Watcher Information
· Sending Notifications of changes to Presence Information
· Sending Instant Messages
Basic features of PITP / MITP
· If possible, one single transport protocol for Presence Service and Instant Messaging
· Access control (probably via ACLs – access control lists):

· IMTP: 

· which Principals (basically users/buddies) can send messages to my Instant Inbox
· PITP: 
· which Watchers may access my Presence Information
· which portions of my Presence Information shall be visible to a given Watcher
· grant limited control of Presentity to other Principals
Basic Transport
· client-server and server-server transport will be TCP-based

· maybe two modes: long-lived vs. short-lived sessions

Higher-Level Transport
Under Discussion whether to use HTTP, LDAP, SIP or create an own transport protocol.

HTTP:
HyperText Transfer Protocol

LDAP:
Lightweight Directory Access Protocol ???

SIP:
Session Initiation Protocol 

Final statement:

“Designing our own protocol may be more work, but it seems to be the only way to get the characteristics we need. Recent discussion seems to have assumed that this is the direction we will take.”

Pros and Cons – HTTP:

· simple

· reuse

· provides no means for unsolicited messages (such as notification)

· change of client’s state requires tear-down of active session and set-up of new session

· provides unnecessary features (e.g. caching)

Pros and Cons – LDAP:

· reuse

· only applicable to PITP, not for MITP

· may be too heavy-weight

· dynamic LDA not yet available as spec

Pros and Cons – SIP:

· wide definition of “session” (e.g. buddy list, multimedia conference)

· allows easy set-up, modification, termination of “sessions”

· similar to HTTP

· Support from major players

· Allows usage of TCP and UDP in lower layers (including compact TCP version)

· pro for clients since clients can implement either solution

· Supports any MIME type

· Supports multiple “media types” (mail, phone call, data stream, ...)

· Allows for multicast and unicast

· May have solved lots of other IMPP problems

· Seems to be quite complex

· Allows usage of TCP and UDP in lower layers (including compact TCP version)

· con for servers since servers have to implement both solutions
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