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8.3

User permission types

The term "user permission" is defined to mean that the user can give permission for a specific action in one of the ways defined in Table 4. Support of blanket permission and single action permission is mandatory, but support of session permission is optional.

All prompts for user permission as described in Table 4 must display a user friendly name identifying the signer of the corresponding MExE executable, if available. The user shall be able to request to see the "subject" field of the certificate of the signer ("subject" here refers to the "subject" fields of WTLS and X.509 certificates and an equivalent field for any other format of certificate). If an application, for which user permission is being sought, is untrusted, the fact that the application is untrusted shall be at least visually indicated to the user, if the ME is capable of visual indication, whenever user permission is sought.  Other means of indication are additionally permitted.  If the ME is not capable of visual indication, or is not designed for use by a human user, other means of indication shall be used.
The user shall be prompted for user permission relating to all action groups listed in the Table 3 that are required by the MExE executable. If a prompt for permission relates to more than one action, e.g. networking and user data, then it shall list the individual action group permissions which will be granted, though the action group permissions can all be granted with a single user action. This condition applies to any prompts relating to user permissions in Table 4.

Note that blanket permission cannot be used for uninstalled MExE executables e.g. applets, WMLS.

