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MExE thanks the WAP EFI group for their LS dated 4-4-00, in which it was stated that EFI did not have a solution to the problem of securing the download to a WAP terminal of executable scripts accessing external devices attached to that WAP terminal.  The LS further asked for suggestions from MExE as to how this security problem could be solved.

The MExE group recommends the use of digital signatures on downloaded scripts (the “signed content” model) to ensure the integrity and data origin authenticity of downloaded executables/scripts.

The use of signed content has the following advantages:

· The download is not tied to the use of a particular gateway or WTLS session

· X.509 certificate extensions can be used to identify in a standard way which certificates can be used for verifying signed content

· The considerable body of work within MExE on the use of signed content can be re-used, both within terminal implementation and in terms of specification work

· The use of signed content is in line with developments within the PC world (e.g. the use of digital signatures on attachments in Office 2000)

MExE looks forward to a decision within WAP EFI for the use of signed content for securing download and to subsequent fruitful co-operation with the MExE group.

