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Introduction

The report multi-mode UE issues is looking at relevant documents related to multi-mode UE issues that have been produced by the different working groups in 3GPP.

The purpose of this input is to propose what work made by working groups SA3, SA4 and SA5 is related to multi-mode UE issues. There may be some documents that have been overseen.
SA3

In SA3 there has been discussion on the issue of fraud in the event of intersystem HO/intersystem change 3G-2G and vice versa. The possibility of the end-user to affect the change of system, to log the HO and to choose whether HO overall is possible. These issues are still under discussion. 

TS 33.102; Security Architecture V3.3.0

TS 33.102 [X] describes the security features and the security mechanisms for 3G. The section interesting to multi-mode UE issues is section 6.8 Interoperation and handover between UMTS and GSM, intersystem handover for CS services from UTRAN to GSM BSS and vice versa is described as is also intersystem change for PS services.

Section 6.8.3 Intersystem handover for CS Services-from UTRAN to GSM BSS

There are two handover cases distinguished: 1) Handover to a GSM BSS controlled by the same MSC/VLR and 2) handover to a GSM BSS controlled by another MSC/VLR. For these two handover cases it is explained how the UE derives and applies the GSM cipher key Kc for UMTS and GSM security contexts respectively.

Section 6.8.4 Intersystem handover for CS Services-from GSM BSS to UTRAN

Here there are also two handover cases distinguished: 1) Handover to a UTRAN controlled by the same MSC/VLR and 2) handover to a UTRAN controlled by another MSC/VLR. For UMTS security context the UE applies the stored UMTS cipher/integrity keys CK and IK and for the GSM security context the UE derives the UMTS cipher/integrity keys CK and IK and applies them.

Section 6.8.5 Intersystem change for PS Services-from UTRAN to GSM BSS

For UMTS security context there are three cases distinguished: 1) Handover to a GSM BSS controlled by the same SGSN, 2) handover to a GSM BSS controlled by another R99+ SGSN and 3) handover to a GSM BSS controlled by a R98- SGSN. At the user side in cases 1) or 2) the UE derives the GSM cipher key Kc from the stored UMTS cipher/integrity keys CK and IK and applies it. In case 3) the handover makes that the UMTS security context between the user and the serving network domain is lost. The UE needs to be aware of that. The UE then deletes the UMTS cipher/integrity keys CK and IK and stores the derived GSM cipher key Kc.

[Editor’s Note Case 3) makes a special demand on the UE, when the UMTS security context is lost. There has to be taken steps to make sure that the UE is implemented to work right in this case SWG5 should clarify if SA3 or T2 is responsible for the right implementation.]

For GSM security context two cases are distinguished: 1) handover to a GSM BSS controlled by the same SGSN 2) handover to a GSM BSS controlled by another SGSN. In both cases the UE applies the GSM cipher key Kc that is stored.

Section 6.8.6 Intersystem change for PS services-from GSM BSS to UTRAN

For UMTS security context two cases are distinguished: 1) handover to a UTRAN controlled by the same SGSN 2) handover to a UTRAN controlled by another SGSN. In both cases the UE applies the stored UMTS cipher/integrity keys CK and IK.

For GSM security context two cases are distinguished: 1) handover to a UTRAN controlled by the same SGSN 2) handover to a UTRAN controlled by another SGSN. In both cases the UE derives the UMTS cipher/integrity keys CK and IK from the stored GSM cipher key Kc and applies them.

SA4

SA4 is working on codecs and nothing specific for multi-mode UE issues was found in the documents of SA4.

SA5

TS 32.102 3G Telecom Management architecture V 3.0.0

TS 32.102 [Y] deals with the physical architecture for management of UMTS. In section 7.3.1 in figure 2 an overview of the UMTS network element management domains and interfaces is shown. Itf-T is the interface between a terminal and a NE Manager. This interface will in some extent manage the 3G terminal and the USIM of the subscriber. Requirements of this interface are for further study.

[Editor’s Note SWG5 should discuss whether the management of this interface should have some additions for multi-mode UE.]

