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Main S3 recommendations following S3 MExE meeting
The S3 MExE meeting in Sophia Antipolis resulted in the following main recommendations to the MExE group:-

1. Simplification of security table

2. It was proposed to S3 that the security table should be simplified to reduce the risk of the complexity resulting in differing implementations.  S3 debate resulted in the recommendation that only forbidden actions should be identified in the security table (with all other actions requiring user authorisation).

3. Giving user permission

4. S3 proposed that the process for an application giving user permission must be clear.  MExE should consider what, if any, changes can be made to the MExE specification to support this.

5. User on/off switch for each domain

6. S3 proposed that the user must be able to switch on and off each of the four domains (i.e. the 3 security domains, and the untrusted domain) at the highest level, instead of having to deactivate each application individually within a domain.

7. Untrusted applications

· S3 expressed some concerns on the potential fraudulent activity of some untrusted applications.  It particular, overwriting parts of the screen during user interaction by trusted applications, "sniffing" of the keyboard, and permission to use the screen.  The following items were recommended for consideration:-

· Request permission to use the screen (similar to user permission to make calls or send DTMF tones)

· A warning to be displayed to the user in the event that trusted and untrusted applications are about to run simultaneously

· Prevent user input (i.e. keyboard entry) from being sent to multiple destinations (i.e. to both trusted and untrusted applications)







