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8
Security

8.1
Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is 

· a framework of permissions which defines the permissions transferred MExE executables have within the MExE MS

· the secure storage of these permissions (and permission type as defined in clause 8.3)

· conditions within the execution environment that ensure that MExE executables can only perform actions for which they have permission.

The MExE permissions framework is defined in GSM 02.57 and is as follows (there is no implied hierarchy):

· MExE Security Operator Domain (MExE executables authorised by the HPLMN operator);

· MExE Security Manufacturer Domain (MExE executables authorised by the terminal manufacturer);

· MExE Security Third Party Domain (trusted MExE executables authorised by trusted third parties);

· Support for the three domains is mandatory.

· Untrusted MExE executables are not in a specific domain, and have very reduced privileges as described in section 8.2.

8.2
MExE executable permissions

The following table 3 specifies the permissions of operator, manufacturer and third party security domains in the order of restriction.

The actions listed in the security table 3 are generic actions. Application programming interfaces (APIs) which are intrinsically part of the MExE implementation may directly or indirectly cause these actions to be performed. When these actions occur, whether directly or indirectly called by such an API, the security restrictions shall apply.

The access rights attribute of a certificate defines the access rights of a MExE executable. Access rights attribute is defined in clause 8.2.2.
For all actions groups, if the certificate does not gives access rights to the MExE executable, explicit user permission is required by MExE executables in all domains.  Types of user permission are defined in clause 8.3.

The user shall be able to revoke access rights of  a MExE executable, in order to request explicit user permission.
The administrator access rights limit the third party domain MExE executable access rights. Access rights of a MExE executable are not valid, if administrator do not have these access rights.
Untrusted MExE executables are not permitted access to any actions which access the phone functionality (phone functionality includes all the actions in the table 3) except for this one qualified exception, and as further identified in 8.2.1.

Actions available using interfaces giving access to the phone functionality (either in existence at the time of approval of this specification or not) that are not listed in the security table 3 shall be categorised into one of the groups in the security table 3 by comparing its action against the groups in order as they are listed in the table 3. If an action can be categorised into a more restrictive group near the top of the table, then it shall not be again categorised into another, less restrictive, group further down in the table. E.g if a new action eventually results in forwarding a call, it shall be categorised into Network access. If the action is totally new, it shall be categorised into some of the groups by comparing its functionality to the group description below and by comparing with the list of actions listed in the table within the group. Device core function access includes functions, which are an essential part of the phone functionality enabling the phone to be in usage or not.

User Profile management includes functions, which enable management of user profiles and/or activating a particular profile.

External low level port access includes functions, which allow communications at the medium service access point (send or receive bits and octets).

Smart card other than SIM low level access includes functions, which allow communications at the transport service access point (send and receive application protocol data unit).

SIM smart card low level access includes functions, which allow communications at the transport service access point (send and receive application protocol data unit).

Network security access includes all functionalities which relate to CHV, CHV2, UNBLOCK CHV and UNBLOCK CHV2 (verification, management, reading or modifying), GSM authentication, GSM ciphering.

Network selection/operator data access includes functions, which enable the management of operator-related data parameters and network settings.

Network access includes all functionalities which result in or need interaction via the operator´s network.

User preference management includes functionalities which allow the applications to modify user´s preferences.

User private data access includes all functionalities which relate to management, reading or modifying of data that the user has stored in the MS.

Certificate management includes the functions which relate to certificate handling in the MS.

Security API other than GSM access includes all functionalities which, through an API, relate to end to end encryption, signed content, hashing, repudiation link to public, private, secret keys stored in the MS or in a smart card

Lifecycle management includes the functionalities which are needed for installining or removing MExE excutables in the MS.

Application includes the functionalities which relate to native ME application, MExE executables, external executables (SIM tool kit application,…) usage.

Input output user interface access includes the functionalities related to the user interface and user notification means usage.

Printer access includes the functionalities related to printer usage.

Audio access includes the functionalities related to audio management and usage.

Power management includes the functionalities related to power management and usage.

Terminal Data include the functions which relate to accessing terminal data, i.e. not user data.

Table 3: Security domains and actions


MExE Security Domains

Actions

Operator
Manufacturer
Third Party

Device core function access

1. Start/stop radio

2. Turn on/off device
No

User profile management

1. Activate a user profile

2. Modify a user profile
No

External port low level access12
1. Serial port (RS232, Irda, Bluetooth, USB …)
2. Parallel port
No/Yes

Author note : access status stay open

12 – Access to external port is provided by more high level API as data user synchronisation, localisation information

Smart card other than SIM card low level access

1. Send APDU

2. Slot management (power on/off, reset, port lock …)
No/Yes

Author note : access status stay open

SIM smart card low level access11
1. Send APDU

2. Slot management (power on/off, reset, port lock…)
No

11 – Access to SIM is provided using more high level API as phonebook, application launching 

Network Security access

1. Run algo

2. Verify CHV or PUK
3. Activate/deactivate CHV
4. Modify CHV 
No

Network selection/operator data access

1. Get IMSI

2. Get home network

3. Select network
Yes
No

Network access

1. Initiate a voice/data connection 3
2. Accept a voice/data connection 3
3. Call forward 4
4. Multiparty call 4
5. Call deflection 4
6. Explicit call transfer 4
7. Terminate an existing connection

8. Hold an existing connection

9. Resume an existing connection

10. Send point-point message (e.g. SMS, USSD) 4
11. Generate DTMF

12. Query network status

13. Get signal level

14. Get call list
Yes
Yes 6

3 – A network connection may be via any supported bearer service

4 – Multiparty, deflection, and explicit call transfer shall be permitted only to numbers explicitly supplied by the user to the MExE Executable. Modification of call forward numbers stored in the network shall only be permitted to numbers explicitly supplied by the user to the operator.

6– The Third Party domain's permission to access the networking action depends on the provisioning mechanism as described in section 8.15

User preference management

Modify user preferences
Yes7

7 – Trusted applications only have permission to modify user preferences, and not to activate or de-activate them.  The user shall be able to specify for each domain, the preferences that applications in that domain can access.  All other preferences shall not be accessible to that domain. The default shall be that there is no access.  Single action user permission is the only type of user permission that shall be possible for changes to User Preferences.

User private data access 1
1. Read

2. Write

3. Get properties

4. Delete

5. Get Location Information

6. Read stored SMS

7. Delete stored SMS
Yes 2


1 – User private data includes user files, phonebook, etc located on the MS. 

2 – The user shall be able to specify data access permissions within the capabilities of the device.

Terminal data access

1. Get manufacturer software version

2. Read time and date

3. Write time and date
Yes

Yes

No

Certificate management

1. Install a certificate for a given domain

2. Uninstall a certificate for a given domain

3. Replace a certificate for a given domain
Yes 5

5 – Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate.

Security API other than GSM access

1. Data encryption

2. Verify a signature

3. Compute a digital signature

4. Hash a content

5. Non repudiation
Yes



Lifecycle management

1. Install a MExE Executable

2. Uninstall a MExE executable
Yes



Application access

1. Get application list
2. Launch an application
3. Get application status
4. Stop, suspend, resume an application
Yes8
Yes8

Yes8
Yes9

8 – Device native application access is limited to manufacturer domain. 
SIM tool kit application access is limited to operator domain.
MExE application access is limited to MExE application issued by the same issuer (identify by the certificate) of launched application

9 – Access is limited to MExE application which launch the application. But the end user, shall have a way to stop the launched application, himself, MExE environment may stop the launched application or launched application may stop itself. 

Input output User interface access

1. Input device (keyboard, mouse …)

2. Output device (display )
3. Output notification device(smart icon, sound, light, vibrator …) 
Yes10

Yes10

Yes

10 – Access request no user permission.

Printer access
Yes

Audio access
1. Sound generation to speaker (e.g. via stream)

2. Set speaker volume


Yes

Power management

1. Monitor the power state

2. Change the power state
Yes

The lists in the groups in the table 3 are not exhaustive, and other actions which are of the same category shall be included in the group for the purposes of requesting user permission.

Editor´s note: the table and the categories need more work.

8.2.1
MExE executable permissions for untrusted applications

Clause 8.2 identifies the permissions for MExE executables in the 3 domains (operator, MS manufacturer and Third Party).  The permissions do not apply to untrusted applications which are not permitted to execute within the domains.

In order to facilitate untrusted applications having some limited access to MExE MS functionality beyond their very limited privileges, the following specific access permissions in Table 3 are extended to untrusted applications:-

· User interface

An untrusted MExE executable can access to user interface output (display) and input (keyboard, mouse, ..) without user permission, but user data input sending  to the server request user permission.

· File

File access is not permitted for untrusted MExE executables, except that untrusted MExE executables can access files only in the MExE executable’s own directory.

· Initiate a voice/data connection

Untrusted applications shall be able to make calls under the following conditions.

In addition to an untrusted application possibly displaying the number to be called to the user, the number to be called shall be presented to the user for permission by a provisioned functionality of the MExE MS and not by the application itself.  (This facility would support, for example, "click to dial" button/links in an untrusted application, and a MExE MS provisioned functionality then represents the number to the user for confirmation.)

· Generate DTMF

Untrusted applications shall be able to generate DTMF tones under the following conditions.

An untrusted application is only permitted to send DTMF tones in a currently active call.  The request to generate DTMF tones in the currently active call, shall result in the characters which the tones represent being presented to the user for permission by a provisioned functionality of the MExE MS. 

The untrusted applications permitted to use the above facilities shall be applications the user has downloaded himself, and not be applications that have been pushed to the user.  Applications/applets on the MExE MS due to the user having visited a particular web site are considered to be applications that the user had downloaded himself.

Untrusted applications shall not be permitted access to any other functions.

8.2.2
Access rights attribute

The attribute definition depends on certificate format.

8.2.2.1
X509v3 format
X509 v3 provides a mechanism to define extensions. An Object identifier (OID) s defined for each private extension as defined in X509 [26]. These OIDs associated with private extension is defined under the id-mexe arc within the MExE name space.
id-mexe OBJECT IDENTIFIER ::= {Iso/ccitt (?)  identified-organization (3) ETSI }
Editor note : ETSI OID attribution shall be respected.

Id-mexe-accessRights ::= {id-mexe 1}

AccessRights ::= BIT STRING {

DeviceCore
(0),

UserProfileManagement
(1),


ExternalPort
(3),


SmartCardOtherThanSIM
(4),

SIMSmartCard
(5),

NetworkSecurity
(6),


NetworkSelection
(7),


NetworkAccess
(8),


UserPreferenceManagement
(9),

UserPrivateData
(10),


TerminalData
(11),


CertificateManagement
(12),


SecurityAPIotherThanGSM
(13),


LifeCYcle
(14),


Application
(15),


UserInterface
(16),


PrinterAccess
(17),


AudioAccess
(18),


PowerManagement
(19) }
8.2.2.1
WTLS format

Editor note : co-ordination with WAP is needed.
8.2.2.1
X9.68 format

Editor note : further release.

8.3

User permission types

The term “user permission” is defined to mean that the user can give permission for a specific actions group in one of the ways defined in Table 4. Support of blanket permission and single actions group permission is mandatory, but support of session permission is optional.

All prompts for user permission as described in table 4 must display the alias name for the signer of the corresponding MExE executable.

The user shall be prompted for user permission relating to each action group listed in the table 3. If a prompt for permission relates to more than one action, e.g. networking and user data, then it shall list the individual action group permissions which will be granted. This condition applies to any prompts relating to user permissions in table 4.

Note that blanket permission and session permission cannot be used for uninstalled MExE executables e.g. applets, WMLS.

Table 4: User Permissions


User Permissions

Permission Type
Description
Invocation
Revocation

blanket permission
The user gives blanket permission to the MExE executable for the specified action, and the MExE executable subsequently uses the user’s original permission for the identified subsequent actions whenever the MExE executable is running.
Typically such permission would be given at MExE executable configuration or run time.
The blanket permission maybe revoked by the user at any time.  The user permission no longer applies once the MExE executable has been removed.

session permission
The user gives permission to the MExE executable for the specified action during a specific run time session of an MExE executable, and the MExE executable subsequently uses the user’s permission for the identified subsequent actions whilst the MExE executable session is still running.
Typically such permission would be given at MExE executable run time.
The session permission maybe revoked by the user at any time.  The user permission no longer applies once the MExE executable run time session has terminated.



single action permission
The user gives a single permission to the MExE executable for the specified action; if the MExE executable subsequently wishes to repeat the action it must again request the user’s  permission for the identified subsequent action.
Typically such permission would be given at MExE executable run time.
The user permission no longer applies once the action has terminated.

8.4
Certification and authorisation architecture

In order to enforce the MExE security framework a MExE capable MS is required to operate an authentication mechanism for verifying downloaded MExE executables.  A successful authentication will result in the MExE executable being trusted; and able to be executed in a security domain (as determined by the root public key of its certification tree).  

As the MExE MS may want to authenticate content from many sources, a public key based solution is mandatory.  Before trusting MExE executables, the MExE MS will therefore check that the MExE executable was signed with a private key, for which the MExE MS has the corresponding public key.  The corresponding public key held in the MS must either be a root public key (securely installed in the MS, e.g. at manufacture) or a signed public key provided in a certificate.  The MExE MS must be able to verify certificates, i.e. have the public key (as a root key or in a certificate) corresponding to the private key used to sign the certificate.  Support of certificate chains is therefore mandatory.

The requirements on authorisation and certification are given in clause 8.4.1. An example authorisation and certification process is described in clause 8.4.2.

8.4.1
Certification requirements

A MExE MS cannot verify certified MExE executables of a particular domain unless it has a root public key for that particular domain.

Root public keys shall be securely installed in the MExE MS, say, at manufacture.  

It is recommended that a “disaster recovery” root public key be securely installed on the terminal, to be used to install new root public keys when all other root public keys on the terminal are invalid.

Third Party Domain root public keys will typically be installed along with and integrated into the MExE ME browser, as is done for PC-based browsers.

A MExE executable can only be verified if the MExE MS contains a valid root or certified public keys corresponding to the private key used to sign the MExE executable.

A MExE MS shall support at least one level of certificate under operator, manufacturer or Third Party root public keys.  The MExE MS shall support at least one level of certificate chain analysis in a signed content package, as shown in figure 5.

A certificate (other than one containing a root public key) shall only be considered valid if the signature on the certificate is verified by a valid public key (root or contained in a certificate) already present on the MS and if the certificate being verified has not expired.
A certificate (other than one containing a root public key) shall only be considered valid if access rights are equal or more limited than these of its father in hierarchy.
A certificate which does not contain a access rights attribute has no access rights. Access rights attribute default value is no access rights.
Public keys shall not be shared between domains.
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Figure 5: Trust hierarchy

The boxes below the root keys represent individual public key certificates.  The solid boxes represent the minimum MExE, and the dotted boxes represent possible further support for public key certificates (either at the first or subsequent levels).
8.4.2
Example certification process

The following processes might be followed in order to securely download a Third Party application to a MExE MS.

Root public keys for a number of Certification Authorities (CAs) are installed in the ME, along with the ME browser, at manufacture.  These root public keys can be used to verify certificates for Third Party MExE executables.

1. A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

2. The third party software developer obtains a certificate for the public key from a CA.  The certificate contains the developer public key, signed with the private key of the CA.

3. The 3rd party software developer adds all the certificates required in the key chain in the JAR.

4. The MExE MS downloads a MExE executable of the third party software developer.

5. The MExE MS verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key and may store it in the certificate store for future use.

6. The MExE MS verifies that the MExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the MExE executable accordingly.

8.5
Root Public keys

8.5.1
Operator root public key

The ME shall support secure storage for at least one certificate containing an operator root public key. The ME shall support the use and management of an operator root public key on the SIM.  The certificate contains a root public key generated either by the operator, or by a CA trusted by the operator. The ME shall get the operator root public key from the secure area every time it needs to verify a signature, rather than cache the root public key for use in subsequent verifications.

If the MS does not contain a valid operator root public key, then the certificate chain to MExE executable previously executing in the Operator Domain will be invalid, and they will be excluded from the operator domain.

The user shall not be able to add or delete any type of operator public key (root or contained in a certificate).

Optionally, the operator may install a corresponding disaster-recovery root public key stored in the MS, enabling the operator to use a secure mechanism (involving the disaster-recovery key) to replace the certificate containing the standard operator root public key. It shall not be possible to use the disaster recovery operator root public key to replace the standard operator root public key unless both public keys are from the same operator.

There shall be no more than one valid operator root public key on the MS (excluding the disaster recovery root public key).

An application signed by an operator shall not be able to execute in the Operator Domain unless the root public key of that operator is installed in the MS (either ME or SIM) and is marked as trusted.

8.5.1.1
ME actions on SIM insertion and/or power up.
The requirements in this sub-clause ensure that the operator domain on the ME belongs to the same operator as the operator that issued the SIM inserted in the ME and, if there is an operator root public key (ORPK) on the SIM, that trusted operator applications on the terminal were verified using that ORPK.

The ME shall support the use and management of an Operator root public key (ORPK) on the SIM.

Editor’s note: This line not to apply to release 98 spec

On power up of the terminal, the terminal shall behave as dictated by figure 6 below.
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Figure 6: Terminal behaviour on power up
Editor’s note: On DCS1900 the MCC+MNC is 6 digits, but elsewhere it is 5 digits.  The ME needs to know how many digits to use.  This problem may have been solved already.  The identity of the root public key has to be defined.

The terminal shall only read the SIM ORPK from the SIM when required and shall not store a SIM ORPK on the terminal.

When an operator root public key stored on the ME is marked as invalid, all operator applications verified using that root public key or by certificates verified by a chain that terminates with that root public key, shall cease operation as soon as possible and shall be marked as untrusted.

8.5.1.2
ME actions on removal of the SIM

Removal of the SIM shall not cause the status (i.e. valid or invalid) of any operator root public key on the terminal to change.  

If a SIM  is removed from the ME (without another SIM being inserted), operator applications shall continue to execute in the operator domain .
8.5.2
Manufacturer root public key

The ME shall support secure storage for a certificate containing a manufacturer root public key. The certificate contains a root public key generated by the manufacturer of the device, or by a CA trusted by the manufacturer of the device. 

If the ME does not contain a valid manufacturer root public key, then the certificate chain to MExE executable previously executing in the Manufacturer Domain will be invalid, and they will be excluded from the manufacturer domain.

The user shall not be able to add or delete any type of manufacturer public key (root or contained in a certificate).

The Mnufacturer shall put a root public key and optionally its corresponding disaster-recovery key in the device at the time of manufacture, and use a proprietary secure mechanism (e.g. using the disaster-recovery key) to replace the certificate containing the manufacturer root public key.  It shall not be possible to use the disaster recovery manufacturer root public key to replace the standard manufacturer root public key unless both public keys are from the same manufacturer. 

An application signed by a manufacturer shall not be able to run in the Manufacturer Domain unless the root public key of that manufacturer is installed in the MS and is marked as trusted.

There shall be no more than one valid manufacturer root public key on the MS (excluding the disaster recovery root public key).

8.5.3
Third party root public key

The ME shall support secure storage for at least one certificate containg a third party root public key.  The ME shall support the use and management of Third Party root public keys on the SIM.  The ME may contain root public key (s) generated by CA(s) implicitly trusted by the user. The user will be able to securely install (using a secure transport) or remove root public keys at any time using a system administrative tool. 

The Manufacturer, Operator and Administrator may at their discretion, securely install certificates containing Third Party root public key(s) on behalf of the user, e.g. at the time of manufacture by the Manufacturer.  See section 8.14 for details of Administrator control of Third Party certificate download.

If a Third Party public key is deleted or becomes invalid, then the certificate chain to MExE executables previously executing in the Third Party Domain certified by that public key will become "untrusted".

There may be any number of Third Party root public keys on the MS.

The third party domain administrator (user or other body) shall be able to enable and disable Third Party root public keys.  The process of adding/removing public keys and enabling/disabling public key are independent.

All third party certificates shall be subject to restrictions imposed by valid certificate configuration messages.

The administrator access rights limit access rights of root third party certificates. The administrator access rights attribute default value is no access rights.
See clause 8.8 for the management of Third Party root public keys on the SIM.

8.5.4
Administrator root public key

The ME shall support secure storage for a certificate containing an administrator root public key. The ME shall support the use and management of an Administrator root public key on the SIM.  Only one administrator root public key shall be valid on the MExE MS.

The MExE MS shall support the administrator designation mechanism and the secure downloading of CCMs explained in section 8.8.

The user shall not be able to delete an administrator root public key or certificate.

The system shall support a mechanism (as part of a provisioned functionality and/or inherently part of the MExE implementation) allowing the owner of the MExE MS to manage the administrator root public key (including the download of a new administrator root public key) as defined in Section 8.9.4. This mechanism shall be secure so that only the owner can use this functionality.

The administrator root public key can be downloaded to the MExE MS as described in section 8.10.4.

The terminal shall only read the SIM Administrator root public key from the SIM when required and shall not store the SIM Administrator root public key on the terminal.

See clause 8.8 for the management of Administrator root public keys on the SIM.

8.6
Certificate management

The manufacturer may load initial third party certificates on the device.  Downloaded certificates shall be verified by an existing trusted certificate and placed in the domain defined by the root public key at the top of the verification chain for the downloaded certificate. 

The administrator root certificate shall be provided on the SIM if support for certificate storage on the SIM exists.  For SIMs not having certificate storage the administrator root may be downloaded using the root download procedure described in section 8.9.2.

The actions that may be performed for a given certificate are: 

· addition, 

· deletion, 

· mark un-trusted (un-trusted certificates cannot be used to verify applications or other certificates.  This process may be preferred to certificate deletion as there is a chance that the certificate may become trusted again in the near future), 

· mark trusted (marking as trusted is the process of allowing an untrusted certificate to come into use again), 

· modify fine grain access permissions (proposed as a future enhancement). 

The ability to perform these actions depend on the certificate type being modified as well as the access level of the entity performing the operation.  Users may add a third party certificate as long as it is certified by an existing trusted certificate.

Using a provisioned functionality, users may delete Third Party certificates.

Table 4.  Allowed certificate types in signed packages

Signature on Package
Allowed Certificate types in package

Administrator
Third Party

Manufacturer
Administrator, Manufacturer, Operator, Third Party

Operator
Administrator, Operator, Third Party
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ftp://ftp.3gpp.org/information/3gCRF-??.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:


for the 3GPP:  ftp://ftp.3gpp.org/specifications/      for SMG: http://docbox.etsi.org/tech-org/document/smg/specs

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"


c)
The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).


d)
The TSG or SMG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc
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Mandatory minimum supported trust hierarchy
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