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Source: MExE

LS to 3GPP TSG T WG3 (T3), SMG9 on requested changes to 11.11 for root public keys on the (U)SIM

MExE is pleased to forward the enclosed CR  to 11.11 Release 99 to SMG9/T3 for approval.

GSM release 99

The Release 99 CR describes changes required for the support of root public key(s) (certificate) on the SIM. These root public keys will be used to verify applications, certificates and parameters on the terminal that have been digitally signed with the private key corresponding to the root public key.  MExE proposes two posibilities : one file for each domain (alternative 1) or one common file for all domains (alternative 2).

The requirements include a new DF below MF, DFMExE, and  EF’s below DFMExE, namely:

EFMExE_ST, which can be used by the ME to see what MExE EF’s are on the SIM,.  The space in this EF is allocated to designating which MExE EF’s are on the SIM has a variable length, to allow future expansion as provisioning file.

Alternative 1

EFORPK, which contains the Operator Root Public Key descriptor, as a transparent file.

EFARPK, which contains the Administrator Root Public Key descriptor, as a transparent file.

EFTPRPK, which contains the Third Party Root Public Key descriptor, as a transparent file.
Alternative 2

EFRPK, which contains the Root Public Key descriptor, as a transparent file.

Data file, which contains root public key as a transparent file.

The proposal File architecture follows the image files structure. This architecture and content is compatible with WIM structure defined by WAP forum in order to limit legacy problem and data duplication : a certificate containing root public key file and file descriptor could be shared by SIM interface or WIM interface without duplication. MExE uses PKCS#15 syntax and coding for the descriptor file to be consistent with WIM.

Each file ID references are fixed but will be left to SMG9/T3 to complete

MExE suggests to SMG9/T3 to create a MExE directory at the first level DF : 
- MExE files are not linked to GSM, they could be shared by other network access(UMTS radio).
- Some domains as WAP may be allocated below the MExE DF. So creation of a MExE directory at the first level limits hierarchy.

SMG9

MExE request that the enclosed CR to 11.11 be incorporated into the release 99 version of 11.11.

3GPP

MExE also anticipate 3GPP MExE terminals and therefore also request that T3 consider how the requirements embodied in the enclosed CR to 11.11 release 99 could be best incorporated into 31.102.  There may be problems of data duplication.  If a SIM application is present on a UICC then the MExE parameters shall exist within the SIM so that they can be accessed by GSM ME’s into which the UICC is inserted and dual mode ME’s in GSM mode.  However, the operator may well wish an operator root public key to be available to 3GPP MExE ME’s also.  It would be desirable if the duplication of the MExE parameters could be avoided.  T3 are asked to comment on this issue.  If there is more than one USIM application on a UICC, then each shall have its own MExE parameters.

T3 are asked to inform MExE how the changes to 11.11 can be incorporated into the latest version of 31.102 and, if possible, to perform this incorporation.
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3rd Generation Partnership Project, Technical Specification Group Terminals;Mobile Station Application Execution Environment (MExE);Functional description; Stage 2(3G TS 23.057 version 1.2.0)

[36]
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6.6
Reservation of file IDs

In addition to the identifiers used for the files specified in the present document, the following file IDs are reserved for use by GSM.

Dedicated Files:

‑
administrative use: 


'7F 4X', '5F1X', '5F2X'

‑
operational use:


'7F 10' (DFTELECOM), '7F 20' (DFGSM), '7F 21' (DFDCS1800), '7F 22' (DFIS-41), '7F 23' (DFFP-CTS) (see GSM 11.19 [34]), 7F24 (DFMExE ) and '7F 2X', where X ranges from '5' to 'F'.

-
reserved under '7F10':


'5F50' (DFGRAPHICS)

-
reserved under '7F20':


'5F30' (DFIRIDIUM), '5F31' (DFGlobalstar), '5F32' (DFICO), '5F33' (DFACeS), '5F3X', where X ranges from '4' to 'F' for other MSS. 


'5F40'(DFPCS-1900), '5F4Y' where Y ranges from '1' to 'F';


'5F5X' where X ranges from '0' to 'F';


'5F60'(DFCTS), '5F6Y' where Y ranges from '1' to 'F';


'5F70' (DFSoLSA), '5F7Y' where Y ranges from '1' to 'F';


'5FYX' where Y ranges from '8' to 'F' and X from '0' to 'F'.

Elementary files:

‑
administrative use:


'6F XX' in the DFs '7F 4X'; '4F XX' in the DFs '5F 1X', '5F2X'


'6F 1X' in the DFs '7F 10', '7F 20', '7F 21';


'4F 1X' in all 2nd level DFs


'2F 01', '2F EX' in the MF '3F 00';

‑
operational use:


'6F 2X', '6F 3X', '6F 4X' in '7F 10' and '7F 2X';


'4F YX', where Y ranges from '2' to 'F' in all 2nd level DFs.


'2F 1X' in the MF '3F 00'.

In all the above, X ranges, unless otherwise stated, from '0' to 'F'.

10.3.7
EFSST (SIM service table)

This EF indicates which services are allocated, and whether, if allocated, the service is activated. If a service is not allocated or not activated in the SIM, the ME shall not select this service.

Identifier: '6F38'
Structure: transparent
Mandatory

File size: X bytes, X ( 2
Update activity: low

Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM

Bytes
Description
M/O
Length

1
Services n(1 to n(4
M
1 byte

2
Services n(5 to n(8
M
1 byte

3
Services n(9 to n(12
O
1 byte

4
Services n(13 to n(16
O
1 byte

5
Services n(17 to n(20
O
1 byte

6
Services n(21 to n(24
O
1 byte

7
Services n(25 to n(28
O
1 byte

8
Services n(29 to n(32
O
1 byte

etc.




X
Services (4X‑3) to (4X)
O
1 byte

‑Services



     Contents:
Service n°1 :
CHV1 disable function


Service n°2 :
Abbreviated Dialling Numbers (ADN)


Service n°3 :
Fixed Dialling Numbers (FDN)


Service n°4 :
Short Message Storage (SMS)


Service n°5 :
Advice of Charge (AoC)


Service n°6 :
Capability Configuration Parameters (CCP)


Service n°7 :
PLMN selector


Service n°8 :
RFU


Service n°9 :
MSISDN


Service n°10:
Extension1


Service n°11:
Extension2


Service n°12:
SMS Parameters


Service n°13:
Last Number Dialled (LND)


Service n°14:
Cell Broadcast Message Identifier


Service n°15:
Group Identifier Level 1


Service n°16:
Group Identifier Level 2


Service n°17:
Service Provider Name


Service n°18:
Service Dialling Numbers (SDN)


Service n°19:
Extension3


Service n°20:
RFU


Service n°21:
VGCS Group Identifier List (EFVGCS and EFVGCSS)


Service n°22:
VBS Group Identifier List (EFVBS and EFVBSS)


Service n°23:
enhanced Multi‑Level Precedence and Pre‑emption Service


Service n°24:
Automatic Answer for eMLPP


Service n°25:
Data download via SMS‑CB


Service n°26:
Data download via SMS‑PP


Service n°27:
Menu selection


Service n°28:
Call control


Service n°29:
Proactive SIM


Service n°30:
Cell Broadcast Message Identifier Ranges


Service n°31:
Barred Dialling Numbers (BDN)


Service n°32:
Extension4


Service n°33:
De‑personalization Control Keys


Service n°34:
Co‑operative Network List


Service n°35:
Short Message Status Reports


Service n°36:
Network's indication of alerting in the MS 


Service n°37:
Mobile Originated Short Message control by SIM 


Service n°38:
GPRS


Service n°39:
Image (IMG)


Service n°40:
SoLSA (Support of Local Service Area)


Service n°41:
USSD string data object supported in Call Control


Service n°nn:
MExE

For a phase 2 SIM, the EF shall contain at least two bytes which correspond to the Phase 1 services. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of ETSI.

10.7
Contents of files at the MExE level

This subclause specifies the EFs in the dedicated file DFMExE. It only applies if support of MExE by the SIM is supported (see 23.057  [nn]).

The EFs in the Dedicated File DFMExE contain execution environment related information.

10.7.1
EFMExE_ST (MExE Service table)

This EF indicates which MExE services are allocated, and whether, if allocated, the service is activated. If a service is not allocated or not activated in the SIM, the ME shall not select this service.

Identifier: '????'
Structure: transparent
Optional

File size: X bytes, X ( 1
Update activity: low

Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM

Bytes
Description
M/O
Length

1
Services n(1 to n(4
M
1 byte

2
Services n(5 to n(8
O
1 byte

etc.




X
Services (4X‑3) to (4X)
O
1 byte

Alternative 1
‑Services



     Contents:
Service n°1 :
Operator root public key


Service n°2 :
Administrator root public key


Service n°3 :
Third party root public key


Service n°4 :
RFU

Alternative 2
‑Services



     Contents:
Service n°1 :
Root public key


Service n°2 :
RFU


Service n°3 :
RFU


Service n°4 :
RFU

Coding:

2 bits are used to code each service:

first bit = 1: service allocated

first bit = 0: service not allocated


where the first bit is b1, b3, b5 or b7;

second bit = 1: service activated

second bit = 0: service not activated


where the second bit is b2, b4, b6 or b8.


Service allocated means that the SIM has the capability to support the service. Service activated means that the service is available for the card holder (only valid if the service is allocated).

The following codings are possible:

‑
first bit = 0: service not allocated, second bit has no meaning;

‑
first bit = 1 and second bit = 0:
service allocated but not activated;

‑
first bit = 1 and second bit = 1:
service allocated and activated.


The bits for services not yet defined shall be set to RFU. For coding of RFU see subclause 9.3.

First byte:



b8
b7
b6
b5
b4
b3
b2
b1











Service n°1











Service n°2











Service n°3











Service n°4

etc.


For an example of coding see sub-clause 10.3.7
Alternative 1
10.7.2
EFORPK (Operator root public key)

This EF contains the descriptor(s ) certificates containing the operator root public key. This EF shall only be allocated if the operator wishes to verify applications and certificates in the MExE operator domain using a root public key held on the SIM. 
For example, Operator may provide a second key for recover disaster procedure in order to limit OTA data to load.
Identifier: '????'
Structure: transparent
Optional

File size: Y bytes
Update activity: low

Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



Bytes
Description
M/O
Length

1 to Y
Key/certificates descriptor list
M
 Y bytes

Contents and coding:

Key/certificate descriptor are coding in Distinguished Encoding Roles (DER) according to  PKCS#15 abstract syntax definition (see 35 and 36 references). This descriptor includes the file path, offset and length to access to the Key/certificate contained in a Key/certificate data file.

Note: 
transparent Key/certificate data longer than 256 bytes may be read using successive READ BINARY commands.
10.7.3
EFARPK (Administrator root public key)

This EF contains the descriptor(s ) of certificates containing the Administrator root public key.  This EF shall only be allocated if the SIM issuer wishes to control the Third Party certificates on the terminal using an Administrator root public key held on the SIM. 
SIM shall content only one full descriptor, so ME use the administrator root key contained in the first full descriptor.
Identifier: '????'
Structure: transparent
Optional

File size: Y bytes
Update activity: low

Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



Bytes
Description
M/O
Length

1 to Y
Key/certificates descriptor list
M
 Y bytes

For contents and coding of all data items see the respective data items of the EFORPK (sub-clause 10.7.1).

10.7.4
EFTPRPK (Third party root public key)

This EF contains descriptor(s ) of certificates containing the Third Party root public key (s). This EF shall only be allocated if the SIM issuer wishes to verify applications and certificates in the MExE Third Party domain using root public key(s) held on the SIM.  This EF can contain one or more root public keys. 
For example, an operator may provide several Third Party root public keys.
Identifier: '????'
Structure: transparent
Optional

File size: Y bytes
Update activity: low

Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



Bytes
Description
M/O
Length

1 to Y
Key/certificates descriptor list
M
 Y bytes

For contents and coding of all other data items see the respective data items of the EFORPK (sub-clause 10.7.1).
Alternative 2

10.7.2
EFRPK (Root Public Key)
This EF may contain the descriptor(s ) of certificates containing the operator, administrator, third party root public key. 
For example, Operator may provide one operator root key, a second key for recover disaster procedure in order to limit OTA data to load.
SIM shall content only one full administrator descriptor, so ME use the administrator root key contained in the first full descriptor.
Identifier: '????'
Structure: transparent
Optional

File size: Y bytes
Update activity: low

Access Conditions:


READ
CHV1


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



Bytes
Description
M/O
Length

1 to Y
Key/certificates descriptor list
M
 Y bytes

Contents and coding:

Key/certificate descriptor are coding in Distinguished Encoding Roles (DER) according to  PKCS#15 abstract syntax definition (see 35 and 36 references). This descriptor includes the file path, offset and length to access to the Key/certificate contained in a Key/certificate data file.

Note: 
transparent Key/certificate data longer than 256 bytes may be read using successive READ BINARY commands.
10.7.5
Trusted Key/Certificates Data Files

Residing under DFMExE, there may be several key/certificates data files. These EFs containing key/certificates data shall have the following attributes:

Identifier: '??XX'
Structure: transparent
Optional

File size: Y bytes
Update activity: low

Access Conditions:


READ
CHV1

UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



Bytes
Description
M/O
Length

1 to Y
Key/Certificates Data
M
 Y bytes

Contents and coding:

Key/certificate data are accessed using the key/certificates descriptors provided by EFxrpk (see sub-clause 10.7.X).

The identifier '??XX' shall be different from one key/certificate data file to the other. For the range of 'XX', see sub-clause 6.6. The length Y may be different from one key/certificate data file to the other. 

10.8
Files of GSM

This subclause contains a figure depicting the file structure of the SIM. DFGSM shall be selected using the identifier '7F20'. If selection by this means fails, then DCS 1800 MEs shall, and optionally GSM MEs may then select DFGSM with '7F21'.

NOTE 1:
The selection of the GSM application using the identifier '7F21', if selection by means of the identifier '7F20' fails, is to ensure backwards compatibility with those Phase 1 SIMs which only support the DCS 1800 application using the Phase 1 directory DFDCS1800 coded '7F21'.

NOTE 2:
To ensure backwards compatibility with those Phase 1 DCS 1800 MEs which have no means to select DFGSM two options have been specified. These options are given in GSM 09.91 [17].
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Figure 8: File identifiers and directory structures of GSM

11
Application protocol

When involved in GSM administrative management operations, the SIM interfaces with appropriate terminal equipment. These operations are outside the scope of this standard.

When involved in GSM network operations the SIM interfaces with an ME with which messages are exchanged. A message can be a command or a response.

‑
A GSM command/response pair is a sequence consisting of a command and the associated response.

‑
A GSM procedure consists of one or more GSM command/response pairs which are used to perform all or part of an application‑oriented task. A procedure shall be considered as a whole, that is to say that the corresponding task is achieved if and only if the procedure is completed. The ME shall ensure that, when operated according to the manufacturer's manual, any unspecified interruption of the sequence of command/response pairs which realize the procedure, leads to the abortion of the procedure itself.

‑
A GSM session of the SIM in the GSM application is the interval of time starting at the completion of the SIM initialization procedure and ending either with the start of the GSM session termination procedure, or at the first instant the link between the SIM and the ME is interrupted.

During the GSM network operation phase, the ME plays the role of the master and the SIM plays the role of the slave.

Some procedures at the SIM/ME interface require MMI interactions. The descriptions hereafter do not intend to infer any specific implementation of the corresponding MMI. When MMI interaction is required, it is marked "MMI" in the list given below.

Some procedures are not clearly user dependent. They are directly caused by the interaction of the MS and the network. Such procedures are marked "NET" in the list given below.

Some procedures are automatically initiated by the ME. They are marked "ME" in the list given below.

The list of procedures at the SIM/ME interface in GSM network operation is as follows: 

General Procedures:

‑
Reading an EF
ME

‑
Updating an EF
ME

‑
Increasing an EF
ME

SIM management procedures:

‑
SIM initialization
ME

‑
GSM session termination
ME

‑
Emergency call codes request
ME

-
Extended language preference request
ME

‑
Language preference request
ME

‑
Administrative information request
ME

‑
SIM service table request
ME

‑
SIM phase request
ME

CHV related procedures:

‑
CHV verification
MMI

‑
CHV value substitution
MMI

‑
CHV disabling
MMI

‑
CHV enabling
MMI

‑
CHV unblocking
MMI

GSM security related procedures:

‑
GSM algorithms computation
NET

‑
IMSI request
NET

‑
Access control information request
NET

‑
HPLMN search period request
NET

‑
Location Information
NET

‑
Cipher key
NET

‑
BCCH information
NET

‑
Forbidden PLMN information
NET

‑
LSA information
NET

Subscription related procedures:

‑
Dialling Numbers (ADN, FDN, MSISDN, LND, SDN, BDN)
MMI/ME

‑
Short messages (SMS)
MMI

‑
Advice of Charge (AoC)
MMI

‑
Capability Configuration Parameters (CCP)
MMI

‑
PLMN Selector
MMI

‑
Cell Broadcast Message Identifier (CBMI)
MMI

‑
Group Identifier Level 1 (GID1)
MMI/ME

‑
Group Identifier Level 2 (GID2)
MMI/ME 

‑
Service Provider Name (SPN)
ME

‑
Voice Group Call Service (VGCS)
MMI/ME

‑
Voice Broadcast Service (VBS)
MMI/ME

‑
Enhanced Multi Level Pre-emption and Priority (eMLPP)
MMI/ME

‑
Depersonalisation Control Keys
ME

‑
Short message status reports (SMSR)
MMI

‑
Network's indication of alerting
ME

‑

SIM Application Toolkit related procedures:

‑
Data Download via SMS‑CB (CBMID)
NET

‑
Data Download via SMS‑PP
NET

‑
Menu selection
MMI

‑
Call Control
MMI/ME/NET

‑
Proactive SIM
MMI/ME/NET

‑
Mobile Originated Short Message control by SIM
MMI/ME/NET

‑
Image Request  
MMI/ME

MExE related procedures
-
Reading of MExE_ST
ME
· Reading of root public keys on the SIM (ORPK, ARPK,TPRPK)
ME/NET
The procedures listed in subclause 11.2 are basically required for execution of the procedures in subclauses 11.3, 11.4 and 11.5. The procedures listed in subclauses 11.3 and 11.4 are mandatory (see GSM 02.17 [6]). The procedures listed in 11.5 are only executable if the associated services, which are optional, are provided in the SIM. However, if the procedures are implemented, it shall be in accordance with subclause 11.5.

If a procedure is related to a specific service indicated in the SIM Service Table, it shall only be executed if the corresponding bits denote this service as "allocated and activated" (see subclause 10.3.7). In all other cases this procedure shall not start.

11.7
MExE related procedures
MExE is an optional feature. The higher level procedures, and contents and coding of the commands, are given in 3GPP 23.057 [35]. Procedures relating to the transmission of commands and responses across the SIM/ME interface are given in this section. A SIM or ME supporting MExE shall conform to the requirements given in this section.
11.7.1
MExE ST

Requirement:
Service n°nn (MExE) "allocated and activated".

Request:
The ME performs the reading procedure with EFMExE_ST
Alternative 1

11.7.2
Operator root public key

Requirement:
Service n°nn (MExE) "allocated and activated" and MExE ST service n°1 (EFORPK )” allocated and activated".

Request:
The ME performs the reading procedure with EFORPK . The ME shall analyse the data of EFORPK (sub-clause 10.7.2) to identify the files containing the certificate instances. If necessary, then the ME performs READ BINARY commands on these files to assemble the complete certificate instance data.
11.7.3
Administrator root public key

Requirement:
Service n°nn (MExE) "allocated and activated" and MExE ST service n°2 (EFARPK) "allocated and activated".

Request:
The ME performs the reading procedure with EFARPK. The ME shall analyse the data of EFARPK (sub-clause 10.7.3) to identify the file containing the certificate instance. If necessary, then the ME performs READ BINARY commands on this file to assemble the complete certificate instance data.
11.7.4
Third Party root public key(s)
Requirement:
Service n°nn (MExE) "allocated and activated" and MExE ST service n°3 (EFTPRPK) "allocated and activated".

Request:
The ME performs the reading procedure with EFTPRPK. The ME shall analyse the data of EFTPRPK (sub-clause 10.7.4) to identify the files containing the certificate instances. If necessary, then the ME performs READ BINARY commands on these files to assemble the complete certificate instance data.
Alternative 2

11.7.2
Root public key(s)

Requirement:
Service n°nn (MExE) "allocated and activated" and MExE ST service n°1 (EFRPK) "allocated and activated".

Request:
The ME performs the reading procedure with EFRPK. The ME shall analyse the data of EFRPK (sub-clause 10.7.2) to identify the files containing the certificate instances. If necessary, then the ME performs READ BINARY commands on these files to assemble the complete certificate instance data.
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