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2.1
Normative references
[1]
GSM 01.04: “Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms”.

[2]
GSM 02.57: "Digital cellular telecommunications system (Phase 2+);MExE Stage 1 Description"

[3]
Personal Java 1.1.1, Sun Microsystems http://java.sun.com/products/personaljava/spec-1-1-1/index.html.

[4]
JavaPhone API version 0.9, http://java.sun.com/products/javaphone/.

[5]
JTAPI 1.2, Sun Microsystems http://www.java.sun.com.

[6]
Wireless Application Protocol (WAP) version 1.1 http://www.wapforum.org. 

[7]
vCard – The Electronic Business Card Exchange Format – Version 2.1, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/vcard-21.doc.

[8]
vCalendar – The Electronic Calendaring and Scheduling Exchange Format – Version 1.0, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/

[9]
Hypertext Transfer Protocol – HTTP/1.1, IETF document RFC2068, http://www.w3.org/Protocols/rfc2068/rfc2068

[10]
Java Mail API version 1.0.2, http://www.java.sun.com

[11]
UMTS TR 22.170: “Universal Mobile Telecommunications System (UMTS); Service aspects; Provision of Services in UMTS - The Virtual Home Environment”.

[12]
UMTS TS 22.121: “Universal Mobile Telecommunications System (UMTS); Provision of Services in UMTS - The Virtual Home Environment: Stage 1”.

[13]
ISO 639 International Standard - codes for the representation of language names

[14]
UMTS TS 22.101: “Universal Mobile Telecommunications System (UMTS); Service Aspects; Service Principles”.

[15]
CC/PP Exchange Protocol based on HTTP Extension Framework; W3C http://www.w3.org/TR/NOTE-CCPPexchange

[16]
Composite Capability/Preference Profiles (CC/PP):A user side framework for content negotiation;  Available at W3C web pages.

[17]
UAProf  Specification http://www.wapforum.org

[18]
JDK 1.1 security http://www.javasoft.com/products/jdk/1.1/docs/guide/security/index.html

[19]
Java 2 security http://www.javasoft.com/products/jdk/1.2/docs/guide/security/index.html

[20]
Java security tutorial http://java.sun.com/docs/books/tutorial/security1.2/overview/index.html
[21]
OCF 1.1.: “Smartcard API specified by OpenCard Consortium http://www.opencard.org

[22]
RFC 1738 Uniform Resource Locators (URL) http://www.w3.org/pub/WWW/Addressing/rfc1738.txt
[23]
The MD5 Message Digest Algorithm", Rivest, R., RFC 1321, April 1992.  URL: ftp://ftp.isi.edu/in-notes/rfc1321.txt

[24]
ISO/IEC 10118-3 1996, Information technology - Security techniques - Hash-functions - Part 3: Dedicated hash-functions

[25]
IETF RFC 2368: The mailto URL scheme

[26]
ITU-T X.509: Information technology – Open Systems Interconnection – The Directory: Authentication framework

[27]
GSM 11.11: "Digital cellular telecommunications system (Phase 2+); Specification of the Subscriber Identity Module – Mobile Equipment (SIM-ME) interface.
[28]
UMTS TR 23.907: '3rd Generation Partnership Project; Technical Specification Group Services and system Aspects QoS Concept and Architecture (3G TR 23.907)
[29]
RFC 2205 Resource Reservation Protocol (RSVP)  (URL) http://www.w3.org/pub/WWW/Addressing/rfc2205.txt
4.8
Virtual home environment

Virtual Home Environment (VHE) (see [11] and [12]) is defined as a concept for personalised service portability across network boundaries and between terminals.  MExE is identified by VHE as one of the mechanisms which may be used to support VHE. 

VHE presents the same look and feel depending on the capabilities of the serving network and the capabilities of the terminal in use, with any limitations in the terminal being indicated to the user when the terminal is changed.  Services that are available/unavailable will be displayed in a way that is familiar to the user no matter what class of terminal is used.  

With the general ability of the MExE requirements and functionality to support VHE requirements, MExE shall support the Virtual Home Environment system concept.

The characteristics of the VHE (to reflect any user or home environment modification of the user’s VHE) shall be stored as part of the user profile.  Access and modification of the user profile) to support:-

· identification of subscribed services

· service personalisation.

· user interface personalisation

shall be supported by the MExE APIs (when available).  

4.9
User control of application connections

· This sub-clause addresses the generic aspects of connection control supported by both WAP and Java classmark MExE MSs.

· In order to allow the user to maintain control over connections on his MExE MS and the ability to initiate connections, the user shall be able to terminate or suspend any active connection associated with an application in the MExE environment of the MExE MS.  The user shall be able to obtain information on all connections associated with applications on the MExE MS.  Behaviour of the application following termination or suspension of its connection is undefined.

· The specific support of connection control by WAP and Java classmark MExE MSs is identified in subsequent sub-clauses, the security aspects of connection control are identified in the security sub-clause, and the user control of connection authorisation is identified in the user profile sub-clause.

4.10
Journalling of network events

To support the user in monitoring and maintaining a record of (potentially chargeable) network events initiated by services in the MExE environment, it shall be possible for the user to request the MExE MS to maintain a record of network events initiated by services on the MExE MS.  Support of such journalling is mandatory.  

Network events for the purposes of journalling, are defined as events which result in the origination of voice or data connections by a service in the MExE environment of the MExE MS. Examples of such events are:-

· Sending an SMS message

· Sending an USSD message

· Initiating a circuit switched connection

· Initiating a packet switched connection

· Sending data over a packet switched connection

The above list is not exhaustive, but includes any (potentially chargeable) network event initiated by services in the MExE environment.

The user shall be able to activate and deactivate the journalling of network events in a secure manner.  The length, format and longevity of the journal is undefined and subject to manufacturers’ discretion.

The journal shall be managed by the ME, and not be accessible by MExE executables.

4.10.1

Journalling requirements

The terminal shall support the logging of network events. The user shall determine whether logging is in operation or not and the events that are logged.  The size and format of the log is not the subject of this specification.

4.11

User notification

It is recommended that the device should clearly display an indicator whenever network activity is in progress.

Ideally, this would be an icon on the phone's screen which is displayed whenever the device is sending/receiving SMS, USSD, data call, voice call, or packets.

However, there are certain cases when this indicator need not be displayed, especially if it is obvious by some other means that the device is performing network actions. 
4.12

Quality of Service

Quality of Service (QoS) [28] is seen by the end user as a measure of the amount of network resources given to an application by the underlying network.  The network may employ a number of QoS mechanisms, but the end user / application is not involved in these.  The end user / application requires an interface into the network QoS through a visible set of standard parameters.
A QoS aware application will request a QoS from the network at the beginning of a QoS session.  The network should attempt negotiate and maintain this level of QoS.  Changes in the level of QoS provided should be notified to the end user / application.  An application / user may have several QoS streams open simultaneously.
The MExE application should be able to dynamically request a change in the level of QoS.  The network is free to reject a QoS modification request, upon which the end user / application must be notified and decide whether to continue the session, to attempt another re-negotiation, or terminate the QoS session.
The QoS subscription parameters are stored in the network, they identify the maximum permissible, QoS that a user may negotiate with the network.  Several QoS subscriptions are possible for one user.
5
WAP MExE devices

WAP MExE devices shall be based on the WAP specifications [6].  In addition to the base specifications in [6], further developments made in the WAP specifications shall form part of this MExE specification.

WAP MExE devices shall implement the WAP version as specified in reference [6], or a later version, under 
9
Quality of Service
QoS aware applications may be resident in the MExE device, to ensure interworking with the underlying network QoS provisioning, a MExE QoS manager and associated API's are required, see figure xxx.  Non QoS aware applications will continue to operate on a best effort basis.
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Figure xxx – QoS manager and MExE.
9.1
MExE QoS requirements

A QoS manager is required between the application and the network, an API is required between the MExE application and the QoS manager, also an API is required between the QoS manager and the network, see figure xxx.
There should be adequate mapping between the MExE applications QoS requirements and the network layer.

MExE applications should be able to indicate and interpret QoS values of the UMTS network, 

MExE applications should be able to modify the network QoS dynamically.

MExE applications should be able to respond to changes in the provided QoS level.
9.2
QoS API

The QoS API provides the MExE application with QoS control without requiring the MExE application to have any knowledge of the underlying network, or it's QoS commands (eg PDP context activate).

It allows the application to invoke the QoS required without any knowledge of the underlying network, or how QoS is implemented in the network.
QoS is provided here by end to end resource reservation using RSVP [29]
9.3
MExE QoS Manager
The MExE QoS manager provides:

· RSVP signalling

· Management of all QoS streams of all MExE applications

· Traffic control
The MExE QoS manager should translate between the QoS parameters of the application and the network.

The MExE QoS manager should monitor the QoS delivered by the network and manage QoS requests between the application and network.
The MExE QoS Manager should know the desired QoS and minimum QoS(s) of each application.  It should attempt to re-negotiate the QoS if it falls below a threshold – note, the threshold may be below or above the minimum QoS.  If a suitable algorithm is in place, the QoS may be allowed to fall below the threshold for a limited period, as the service may not always require 100% network availability.
Information regarding the total QoS availability level within the network may be requested.
The update / refresh rate of QoS reporting to the MExE QoS manager should be determined by pre-set configuration, it may be network triggered or application .requested.
The MExE QoS manager does not need to know the subscribed QoS, this is held within the network.
9.4
Network Control
The network control API provides the QoS manager with network commands of the underlying network (eg PDP context activate).
9.5
QoS Parameters

The MExE application operates above the IP layer, it is concerned with end to end QoS guarantees (for both integrated services and differentiated services).  The MExE application will use end to end guaranteed QoS mechanisms, these must be communicated to the network layers, the MExE QoS manager and associated API's will do this.  QoS provision and reservation mechanisms used in the internet include, for example, RSVP for integrated services, or a 6 bit QoS parameter in IP header for differentiated services.  Resource ReserVation Protocol (RSVP) [29] uses Flowspec parameters.  
Flowspec parameters should be used for the QoS API, the MExE QoS manager and the Network Control API.  Table xxx shows the set of Flowspec parameters
Token Bucket Rate    
bytes /sec
32-bit IEEE floating point number

Token Bucket Size    
bytes
32-bit IEEE floating point number

Peak Data Rate    
bytes/sec
32-bit IEEE floating point number

Minimum Policed Unit    
bytes
32-bit integer

Maximum Packet Size    
bytes
32-bit integer

Latency
micro secs
32-bit integer

Delay Variation
micro secs
32-bit integer

Service Type

service type

Table xxx – Flowspec parameters

A QoS aware applications should present the QoS API with the Flowspec parameters, as a minimum the following three should be presented:
· Token Bucket Rate

· Token Bucket Size

· Peak Data Rate
The MExE QoS API should adapt between the Flowspec parameters of the application, and the network external QoS parameters, as defined by 3GPP [28].

Note: as the external QoS parameters are not yet finalised for UMTS, the MExE API definition cannot yet be finalised, a working assumption may be made that the network QoS parameters will resemble the Flowspec parameters.

9.6
Sources of UMTS Bearer Service Parameters

A set of QoS parameters (QoS profile) specify the service provided to the user by the UMTS network.  At UMTS bearer service establishment or modification different QoS profiles have to be taken into account.  This is based on:-

· The UE capabilities

· The UE or the TE within the terminating network

· A QoS profile in the UMTS subscription (describes the upper limits)

· Default QoS profile (of the user or network)

· A Network specific QoS profile characterising for example the current resource availability or other network capabilities.

9.7
QoS Subscription

The QoS subscription is held within the network.  The subscription is used as the maximum attainable QoS for a session.  For security and the prevention of damage to the network, the user cannot directly modify the subscription data.
The QoS subscription parameters are not directly mapped to the Flowspec parameters.
9.8
QoS Streams

Several applications may be executing in the MExE terminal, each with a different QoS requirement.  Also, one application may operate several QoS streams, each with different parameter settings.  The QoS management within ther MExE terminal should be able to deal with each stream independently.
9.9
QoS Security
Only the user or applications using a QoS stream should be able to modify the QoS level of that stream.

9.10 Change of Bearer
The level of QoS previously negotiated should be maintained, as close as possible, after a change of bearer or intersystem handover (notification to the UE of a handover from a 3G network is provided by the radio access network (RAN)).  If the network does not issue notification, then the MExE QoS management suite should attempt to renegotiate the QoS.
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