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0.
Opening of the meeting

Mark CATALDO opened the meeting by welcoming the delegates to the MExE meeting, and the host Tim Wright, Vodafone, also welcomed delegates..

A list of the delegates present at the meeting can be found in Annex C.

1. Approval of the agenda

The draft meeting agenda in T2X99104 was agreed.

2.
Registration of input documents
The documents were assigned to the agenda items. The list of registered documents can be found in Annex A.

3.
Approval of the previous MExE meeting report

The report of the previous MExE meeting (Annex D of T2X99068) in T2X99103 held during the SMG4/T2 meeting in Tampere, 15-16 July 1999 was agreed, following an accepted proposal by Tim Wright to improve clarity by rephrasing 8.1 on tdoc 68 (to clarify that operator root is part of a signed content).

4.
Report on MExE-related activities in 3GPP TSG-S1
Mark CATALDO reported that as no S1 meeting had been held since the last MExE meeting, no events relevant to MExE had taken place within S1.

5.
Report on MExE-related activities in 3GPP TSG-T2

Mark CATALDO presented T2X99114 containing the T2 Work Programme: it was noted that MExE had the wrong title, and that  a delivery date of 17 December 1999 was identified for MExE Stage 2.

The current condition of the stage 2 MExE document is that the initial draft has been sent to TSG-T for information. This gives a short time to have a large percentage of the document firmed out. By the end of October, the group should be ready to submit a draft to the secretary.

Mark CATALDO emphasised that the companies wishing to complete items make contributions, and that any item that is to be included in Release 99, needs to be supported by contributions discussing the item.

6.
Report on MExE-related activities in the WAP Forum

Mark CATALDO reported on the votingon the WTA specification in the WAP Forum.  After agreeing to promote the status, the WTA specification has now been sent to the Specification Committee for the 90-day approval period. If the specification is accepted by the Specification Committee, the WTA document will form part of the WAP 1.1 set of specifcations.  

7.
MExE Specifications Contributions

Tim WRIGHT proposed that MExE Release 99 items be discussed. Many new topics have been added to Stage 1 of Release 99, and elaboration on these items is needed as well as a functional description by the December deadline.

Since all of the new items can not be completed, a discussion of which items to pursue followed with all companies expressing their preferences.

Mark CATALDO a spreadsheet of preferences in T2X99120 containing a summary of the preferences.  It was noted that the favourites appeared to be SIM Certificate Management, Quality of Service, Data Synchronization, and kJava. It was again strongly enphasised by the chairman, that unless contributions are received, the item will not be part of the Release 99 specification

7.1
Non security

7.1.1
MExE Stage 1

No contributions were received for Stage 1.

7.1.2  MExE Stage 2 (Liaison Statement)

T2X99116
LS to Javaphone: Support for messaging functionality

The LS requests feedback on the support of messaging functionality. Comments were raised that there currently are groups working on the topic, and the work being done in SWG3 messaging was identified by Jens-Peter Staack,, Mark CATALDO recommended discussion of the Multimedia Messaging topic.

Discussion continued on the ability to send and not receive SMS messages directly addressed to an application, and the question if Javaphone can send and receive SMS messages was raised. Datagrams can be sent, but how will the remote device determine which application to forward it to?.

Conclusion:

The LS was agreed. It was also decided to review Multimedia Messaging Services document T2X99121.

T2X99117
E-mail from Gary ADAMS - SMI

S/W Development: Re: LS from 3GPP T2 MExE (kJava Information Request)

The LS summarized background information on their product focus, level of knowledge within the group, and status of their progress with analysis of what MExE are looking for in kJava. 

Discussion of the last paragraph (analysis of our criterion) began with the query of what classmark profiles are being considered for Release 99.   Due to the current workload and timescales, it was suggested that kJava support may not be possible in Release 99.   TheAPIs that can be supplied are just as important as as kJava itself. 

A request was made to provide feedback on important issues related to kJava and determine how these issues will affect the MExE requirements.

The definition of the MExE classmarks began with a question by Lars BRENK and statements made by Ericsson. Will classmark 3 be Java without WAP, or make classmark 1 WAP only with classmark 2 Java only?  Ericsson said that there should be forward capabilty from classmark 1 to classmark 2 and both should support a WAP browser.  An alternative of having only PJava and WAP as optional was also stated. No hierarchy of classmarks was the reply to these options.

In closing, all MExE devices will require a browser, but not necessarily a WAP browser. Data only devices will be supported as well as a mask for security.

Conclusion: 

Compile questions and responses and generate in document T2X99122 to be agreed by e-mail approval by the 20th August.

T2X99118
TSG S2/SMG1: Response to the LS “MExE support of 

QoS negotiation” (T2X99100)

The response from TSG-S2 identified the recent CR approval for the support of QoS modification by the network or the handset within a GPRS networkn. Nash PALANISWAMY suggested a connection using TCP/IP and not adding an API.  Problems occur with other connections in parrallel and the indirection interference in those calls.  

Mark CATALDO sent a request to the GPRS people for more details regarding this matter. Nash PALANISWAMY further stated that we should consider IP v6 in the areas of support need for an API.  The need for a QoS manager on the handset, and the fact that one application should not disrupt another application in progress were also discussed.

Where should the QoS be placed? Should it be the handset or in the service provider?

Conclusion: 
Tim COSTELLO was asked to research this topic and create a statement in T2X99123.
T2X99119
Overview and 

Requirements of Codec Download

At the opening of discussion of the paper from Marion Lineberry, two items were mentioned and contrasted with the concepts of MExE. The manufacturer should support upgrades, but within the document it states differently. Also, a larger picture was described concerning the limitations of upgrading existing codecs. Much work was predicted to take place in the development of byte-code and the dispatching of these codes. If the codec core existed on the machine (for half-rate and full-rate), then any changes would have to be done on both the handset and the server. For the applications level (Internet and some codec), Motorola is pushing for byte-code format support.

On the topic of dispatch, Java is looking into this area. Discussion on whether byte codec should be included or use proprietary codecs followed. Arguments werd presented for byte included security and a method of managing the phones. Also the manufacturers's codecs will do downloadables. 

Research is needed by the manufacturers to determine what is needed, and then proposals discussing their needs. Nash PALANISWAMY did not see the group finishing this area for Release 99, and suggested that a list be made of which codecs are currently available and documentation made of the corresponding software definitions.

The chairman stated that it was an excellent paper on the topic.

Conclusion: 
Nash PALANISWAMY and Mark CATALDO will obtain contacts to talk within the SDR Forum.
T2X99113
LS to SWG2 on synchronisation
The LS identifies synchronisation work being performed in T2 SWG2, and that they should continue to do the work, with co-operation from MExE.

Following discussion is was agreed that the LS should identify that MExE may continue to work on synchronisation, and that SWG2 should be invited to make a presentation to the MExE group at the next meeting

Conclusion:

The LS was agreed, with the changes by e-mail approval by the 20th August in T2X99130.

7.2 Security

T2X99110
Vodophone (Tim Wright): SIM removal 

Issues

Tim Wright presented the paper on SIM removal issues, and its impact on applications on the device.  Nash PALANISWAMY introduced cases for SIM removal: these were the case when applications do not depend on the SIM, when the owner has control, and if the SIM is absent only terminal applications may run. Mark CATALDO noted that no mention of administrator roles or the CCM message was included. Figures 10 and 11 from 3G TS 23.057 v1.2 show the flow diagrams for determining who is the administrator and the conditions for the administrator.

Discussion followed about how the device determines which SIM card goes with which owner and the case of a single user having multiple SIM cards. In addition, the case of roaming agreements was considered. For example if a user changes from service A to service B, will the applications from A continue; do you want to keep applications from A?  Satu VAINOLA suggested that 'A' applications could continue as third party applications. She added that a procedure would be needed to change the certificate from administrator root to third party root.

The idea of having the certificate downloaded into the SIM could be an alternative, but does not take into account legacy SIMs. Instead of third party, Lars Brenk suggested the applications restart as untrusted applications. 

Nash PALANISWAMY asked how are the certificates determined for Release 98 devices? Since Release 98 does not support certificates on the SIM, there is no way to validate the user. Lars BRENK considered the case when a device starts up without a SIM card. The applications can start and access data only. If a different SIM is entered, then the device powers down and restarted, the applications from the new SIM should remain until a new SIM is entered. 

Mark CATALDO expressed an interest in creating procedures that define how SIM cards and their corresponding certificates are handled. Nash PALANISWAMY said he will work with Lars BRENK to ensure that the device remembers that last SIM card is the cases described above.

Lars suggested that if a certificate is found on the device, then any applications should be remembered. If no certificate is found, the device will forget any applications that were downloaded. Nash PALANISWAMY agreed with this statement. Lars added that the device should also remember the service provider. Mark CATALDO suggested a split of the operator and service provider certificates. Mark CATALDO, Nash PALANISWAMY, and Satu VAINOLA will review how to handle these scenarios.

Tim WRIGHT suggested that checks of the SIM and certificate activation and disable conditions are reviewed in addition to previous scenarios.

Conclusion: 
Mark CATALDO requested comments to be placed on the reflector.
T2X99109
CR to 23.057: User permission types, Root Public keys, and SIM Certificate 

Management

In Section 8.3:Some editorial changes were proposed and accepted.  

Additions to 8.5.1 (8.5.1.1 ME actions on replacement of the SIM):

Lars BRENK began by stating the impossibility to distinguish between MCC and MNC and a comparison of the first five or six digits of the MNC is required. Also, SIM cards have different MNC codes which makes extracting the required data impossible for different countries. Mark CATALDO stated that this requierd to be flagged up to the appropriate committee.  Tim WRIGHT suggested that the service provider name be used instead, but Tim COSTELLO replied that companies change their names.

Action: Lars BRENK to identify documents where problems exist and propose how to resolve these problems.

Lars BRENK responded by asking whether to identify problems for Release 98 or both. Tim COSTELLO said that the results for Release 98 should be defined as a "Correction Clarification". This document should include an introduction and a case made for more than one root public key. After discussion Lars BRENK stated that changes be made to at least the operator root certificates not key in section 8.5.1.

A new section describing which operator provides the certificate in the MC was created after Hubert HELAINE's question. This section should also describe where this is defined within the certificate and definitions for other cases. Nash PALANISWAMY added that the certificates should be placed in one area.

Lars BRENK expressed concern towards legacy SIMs. Expansion of legacy SIMs was requested by Mark CATALDO and Nash PALANISWAMY said that you could extend this topic to include new SIMs by checking to operator root key. Tim COSTELLO reiterated that the operator certificates change. 

Hubert HELAINE suggested to rename this section to be "ME actions of SIM insertion and power-up". Lars BRENK supported this request. Nash PALANISWAMY suggested having some applications continue unless the user starts again in untrusted mode. Tim WRIGHT disagreed with this suggestion and continued saying that you would not want some applications to continue unless the user starts the application again in untrusted mode. Petteri SALO said that to have applicaition restarts would create software problems.

According to Mark CATALDO, removal of the SIM has no impact on the applications: it is the insertion of a different SIM which is significant. Nash PALANISWAMY commented on an example that if the application is storing data and Mark CATALDO responded saying that the application will save before it is killed. Tim WRIGHT wanted to capture the points that came up for this discussion and determine what to do when a user is not allowed to finish an application.

Tim WRIGHT asked if it was possible for untrusted applications to become trusted. It is not possible to change the status of an application that is currently active. Validation is part of the process of applications process.

Discussion on removal of the SIM started by asking if the SIM can be directly removed. Tim WRIGHT responded yes. After the SIM is removed, the device should prompt the user and display a warning message. Stephanie MANNING requested that the mechanism for removal of SIM cards be defined.

Root keys and placement within the SIM and terminal was the next topic of discussion. Tim COSTELLO replied that the secure area needs only one key and that it is overwritten here. For Release 98, the problem that occurs will be on the terminal. A solution could be that the manufacturer provides this key to the operator. It is important to determine what happens in the case of a lost key, explained Mark CATALDO. Hubert HELAINE asked who should validate these keys? Lars BRENK determined that we do not need keys, with Tim WRIGHT agreeing for Release 98, keys are not needed.

Changes will cause a user delay from the validation of the certificate to take place. Hubert HELAINE further stated that this will freeze memory. Nash PALANISWAMY believed that only one domain is needed. Mark CATALDO added that we need to retain information from the keys and public keys, but will this tie up resources.

Tim WRIGHT suggested that the market decide difficult scenarios, such as memory issues. Mark CATALDO stated that a document for the nxn scenarios should be generated. Lars BRENK added that the certificate may be overridden if memory runs out. Memory should be allocated to these keys replied Nash PALANISWAMY. The topic of keys continued with an agreement to capture these comments into section 8.5.1.

Additions to 8.5.1 (8.5.1.2 ME actions on removal of the SIM):

Mark CATALDO began the discussion with the point that removal of SIM has no effect on security and that we should focus on how we can support WIM or SIM. Hubert HELAINE added two factors of verifying status and start applications are to be considered. Also he added that the signature should be placed on the WIM to verify status. Review of these areas was assigned to Hubert HELAINE with a reply by Nash that it will not be need until late September. A final comment by Mark CATALDO was made to Hubert HELAINE that MExE should do what it oculd tosupport WAP. Mark asked that this topic be revisited at a later date.

Discussion was related then to Release 98 and illustrating the scenarios with flow charts. A stable state should also be reached for this topic in Release 98.

Additions to 8.6.1 SIM Certificate Management:

Root keys from third party and a more generic root key began the section of SIM Certificate Management. Instead of the users, Tim WRIGHT would prefer the operators to handle this topic.This discussion continued with having third party keys as an option and references to the flow diagram. Memory and storage of third party keys was discussed. With the storage of these keys came the security issue of identification and the introduction of the hash fingerprint by Mark CATALDO. Lars BRENK suggested that the operator make the choice between hash and certificates.

More is need to describe situations here and in 8.5.1.1 so the ability to have multiple operators on a SIM was discussed and ways to update the applications are considered. Tim WRIGHT suggested that a level two certificate be introduced. He gave an example of what not to do by sighting the credit cards in Europe. A suggestion to leave this up to the manufacturer was given by Nash PALANISWAMY. If a hash is given, the user can pre-verify a key by looking at its hash. Discussion between the use of certificates versus identities of certificates followed.  Another comment was to use Bluetooth as an IR interface allowing new applications to be loaded among other reasons such as security.

Petteri SALO was concerned with how secure a hash was and if the can be modified (with the intention of introducing viruses).

TIM WRIGHT was concerned about to do when the SIM is removed and power down and power up. An example of continuing applications such as the address book was given.

Mark CATALDO asked for a paper describing public keys, SIM cards, and applications. Included with the paper is the option of using pre-paid SIM cards, requested by Petteri SALO. He then commented that any applications that are not related to the SIM continue running.

A discussion on changes to the document and flow chart continued with the query of using multiple certificates by Hubert HELAINE. Nash PALANISWAMY replied by asking if we need to discuss multiple keys for Release 99 or can it wait until R2000? Mark CATALDO asked why use multiple certificates if you can use multiple keys (as discussed previously).

Since there is no standard procedure for shutdown, Petteri SALO was asked to create a new CR. He then asked of the group to give contributions regarding shutdown. 

All applications should not have to be reloaded each time a SIM card is inserted. In reply to Nash PALANISWAMY's comments Tim WRIGHT added that the applications should be loaded only when that application is being launched. The question of user identity and applications came up. The discussion ended with what is a certificate and how administrators and third party information is stored (on ME or SIM).

Conclusion: 
Changes made to 8.5.1 are updated in T2X99124. Hubert HELAINE to review the proposal with Tim AMBROSE and generate a LS to the WAP Forum in tdoc T2X99126 as soon as Tim Ambrose (the WAP Liaison Officer) has returned from holiday). 

T2X99111
LS and CR proposing changes to 11.11 for operator root 



public key on the (U)SIM

This LS focussed on the root public key and in the future this will expand according to Tim WRIGHT. Mark CATALDO said that for UMTS the UICC will have theability to support a USIM, SIM and other applications on the same plastic. He suggested that there needs to be consistency between the GSM applications and the UMTS applications. Nash PALANISWAMY made a question of will the keys or certificates are saved on the device. Mark CATALDO believed that the operator should decide these questions and that the MExE specification should reflect changes in the handling of SIM cards.

Additions for administrator and third party should be added to section 10.4.2.1 as requested by Nash PALANISWAMY. 

Number of keys and a file structure for keys was the topic introduced by Hubert HELAINE. Lars BRENK suggested a file be made for each key and a structure created on DF. Also this structure should be reflected in the SST and have a dynamic file structure. Mark CATALDO reminded the group that this topic is not under our control, but a proposal can be made to SMG9. Lars BRENK added that a MExE SST be generated which identifies what and how many root and third party keys can be stored. Nash PALANISWAMY requested that the case for deleting keys is included with the document. Mark CATALDO agreed that a subcatagory is made of MExE related processes.

Conclusion: 
Changes made to 11.11 and the LS are updated in T2X99125.   This was subsequently updated in T2X99133 to be agreed by e-mail by the 20th August.  Hubert HELAINE request that WAP should be inside DFMExE and LS written with TA about SIM card support in T2X99126. Tim WRIGHT will contact SMG9 and get support for Tim EVANS from Vodophone to present.

T2X99106
CR to 23.057: Permissions for User Preferences

The CR proposes single event permission (i.e. explicit) for all user preferences changes.  It effectively proposes a simple solution to a potentially complex fine-grain solution.

A discussion of user preferences began with how the preference is considered; is it a blanket permission as Nash PALANISWAMY asked or is it application specific as Petteri SALO suggests. Satu VAINOLA found the description to be too restrictive and not complete. Nash PALANISWAMY agreed and suggested that there exist a default table of preferences and a mechanism to update this table. Mark CATALDO added that the table can cover the operator functionality on the device. An email discussion is needed to discuss this topic replied Nash PALANISWAMY.

Conclusion: 
CR agreed.

T2X99107
CR to 23.057 on permissions for actions not listed in the security table
Tim WRIGHT presented the CR to CR to 23.057 on permissions for actions not listed in the security table.  Tim highlighted that the issue that with sequence of changes in the specification, that applications had effectively little control on what they could do.  He wished to restrict trusted applications performing a functionality if it is not covered by the security table.  Delegates felt that the proposal was too restrictive, and prevented manufacturer innovation: after all, all functions require user permission anyway.

Conclusion: 
The proposal was not accepted.  An e-mail discussion will follow to propose new changes in next meeting in Helsinki.
T2X99112
LS to Sun on User Preferences API

An LS to Sun on the User Preferences was agreed: Mark CATALDO will the LS.

T2X99121
Draft Multimedia Messaging Service Stage 1

The draft Multimedia Messaging Service produced by T2 SWG3 Messaging was presented by Jens Peter STAACK.  It was noted that the proposed Stage 1 appears to take the traditional 2G approach to services identifying new protocols and network nodes, instead of using toolkits like MExE.  Nash PALANISWAMY asked if we had a need for multimedia service. Mark CATALDO gave a background of the document. 

Conclusion: 
It was identified that guidelines are needed to define these new 3G services. However, the proposed MMS Stage 1addresses a 2G solution to a 3G service. Since WAP has similar capabilities, this is not needed.  An LS will be drafted in T2X99127 to be agreed by e-mail approval by the 20th August.
 T2X99115
LS to SMG9, T3, SMG9 ad hoc on WAP-SAT interaction work item
Nash PALANISWAMY stated that only the SIM needs to know the SAT capabilities. Lars BRENK added that the SAT should know something about the SIM as well. Hubert HELAINE asked if there should be support for refresh or profile. Nash PALANISWAMY replied that the SAT SIM does not need to know, but Tim WRIGHT stated that SAT needs to know when it is residing in the MExE ME. 

A question was presented by Hubert HELAINE asking how the protocols for SIM will be defined and what will happen if we decide to add new functionality. Lars BRENK replied that if SAT and MExE are to work together, that they need to know each other. Also, SAT does not know whether it resides on MExE. Nash PALANISWAMY disagreed saying the SAT SIM is not affected.

Tim WRIGHT proposed to accept this with condition that it is proven with use cases.

Conclusion: 
Accept changes after modifications are made and create T2X99129.
Tim WRIGHT found this to be a high risk. Mark CATALDO suggested that we carry on in parralel with TSG. Nash PALANISWAMY recommended a revision of draft.

Conclusion: 
Revise and create new draft under T2X99129 to be agreed by e-mail approval by the 20th August.
T2X99124
CR to 23.057: Support of SIM certificate by MExE terminal

Lars BRENK suggested writing an identifier if there is an operator, then writing it to the handset. At this time, we do not have a situation when the SIM is not inserted. Mark CATALDO expressed that pseudocode is not appropriate in this document. Satu VAINOLA preferred a flow diagram.

Conclusion: 
Accept document after review on the reflector and generate as T2X99131 to be agreed by e-mail approval by the 20th August.
T2X99128
LS to Javaphone on support of location info
The proposed LS was accepted in principle, with some minor editorial changes.

Conclusion: 
Accept changes and generate as T2X99132.

T2X99123
Discussion paper from BT Cellnet: QoS Issues

Tim COSTELLO presented his paper on QoS issues, identifying the QoS as currently supported by GPRS.  The chairman welcomed the excellent paper which describes the QoS to be supported.  Nash PALANISWAMY suggested adding this for the documents to Sun. Mark CATALDO stated that there is a need for requirements and that QoS classes were generically followed in UMTS. An API  requirement should include a high level interface description said Nash PALANISWAMY. 

Conclusion: 
Action item to define requirements and support of QoS.

8.
Output Documents

See Annex B.

9. Next Meetings

The next meeting will be held:

· 6-9 September 1999, Helsinki, FINLAND hosted by Sonera (during TSG T2, 6-10 September)
· 4-5 October 1999, Seoul, KOREA hosted by Samsung (during TSG T2, 4-6 October)
· 23-25 November 1999, no host (during TSG T2, 22-26 November)
10. Close of the Meeting

The chairman thanked all delegates for their participation. Many thanks to Vodophone for hosting the meeting and for the pub crawl.
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T2X99127
LS to SWG3 on MMS
LS to be agreed by 20th August

T2X99132
LS to Javaphone on support of location info
LS agreed 

(Mark to send to Javaphone)

T2X99112
LS to SUN on User Preferences
LS agreed (Mark to send)

T2X99129
LS to SMG9/T3/ WAP-SAT ad-hoc on SAT Terminal Profile function
LS to be agreed by 20th August

T2X99130
LS to SWG2 on synchronisation
LS to be agreed by 20th August

T2X99126
LS to WAP Forum on SIM card support of MExE
To be done by Hubert and Tim A as soon as possible

T2X99133
LS to SMG9/T3 and accompanying CR to 11.11/31.102
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2 CR Summary
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Available
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ramin@mcil.comm.mot.com

PALANISWAMY Nash
Motorola
1-512-895-3503
Avinash.Palaniswamy@motorola.com

SALO Petteri
Nokia

petteri.salo@nokia.com

STAACK Jeus
Nokia

jeus-peter.staack@nokia.com

VAINOLA Satu
Nokia

satu.vainola@mnp.nokia.com

WRIGHT Timothy
Vodaphone
44-1635-676456
timothy.wright@vf.vodophone.co.uk

YAMADA Kazuhiro
NTT DoCoMo
81-3-5473-1911
yamada@gw.nttdocomo.co.jp

