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1.
Opening of the meeting

The meeting was opened by Mark CATALDO who welcomed the delegates to the SMG4/T2 MExE meeting. Brian MODRA welcomed the MExEcans on behalf of Nokia who kindly hosted the meeting.

A list of delegates present at the meeting can be found in Annex C.

2.
Approval of agenda

The draft meeting agenda in T2X99061 was agreed. 

3.
Registration of documents

The documents were assigned to the agenda items. The list of registered documents can be found in Annex A. 

4.
Approval of the previous meeting report

The report of the previous MExE meeting (Annex D of T2X99060) held during the T2#4 meeting in Miami, 14-16 June 1999 was agreed.

5. “i-mode” presentation by NTT DoCoMo

Takeshi NATSUNO, NTT DoCoMo held a presentation (slides in T2X99081) about i-mode which is a service launched in February 1999, and which has been extremely successful in a very short time. i-mode uses a subset of HTML 3.0 and two additional functions from HTML 4.0 to provide internet content to mobile subscribers. It uses a 9.6kps packet bearer (PDC-P) allowing the user to be charged for content and not for airtime. Four categories of content are provided: information, transaction, data base, entertainment. So far, i-mode does not provide end to end security nor a signed content approach. Migration to HTTPs is planned for next year. A Java applet supporting kVM (kJava) i-mode phone is planned by end of 2000. WAP 1.x is not supported, maybe WAP 2.x will be considered as an application in i-mode. NTT DoCoMo made the experience that it is easy to find content provider for this HTML based solution because there is no need to learn a special language to deliver content, and content is free. 

NTT DoCoMo would like to continue contributing to the MExE group, and anticipates making technical contributions in subsequent meeting(s).

Conclusion:

The MExE group welcomed the presentation and is looking forward for further contributions. It has to be  further discussed how i-mode fits into MExE, and how the security requirements can be met. LSs on the subject were written to Sun Microsystems (T2X99093) and the WAP Forum (T2X99089).

6. Report from other meetings

6.1
Report on MExE-related activities in SMG#29, 23rd-25th June 1999, Miami

All CRs to MExE R98 stage 1 (GSM 02.57) were approved resulting in version 7.1.0.

MExE R98 stage 2 (GSM 03.57) was approved and raised to version 7.0.0 (T2X99062).

A SMG1/S1 meeting dealing with the creation of stage 1 for MExE R99 was held on 25th May in Stuttgart (report in T2X99077). Several CRs to stage 1 GSM 02.57 were produced and finally approved by SMG#29 resulting in a GSM 02.57 v8.0.0 (T2X99064). This specification was transferred by SMG#29 to TSG SA1 and will be renamed to 22.057 v3.0.0. 

6.2
Report on MExE-related activities in the WAP Forum

WAP WTA appreciates the work performed by MExE to allow untrusted applications to make calls and send DTMF with user permission.

WAP cannot fulfil MExE security requirements in their first release but they have committed to converge to the MExE security. At the moment MExE provides limited support for WAP applications due to WAP not supporting signed content. A WTA meeting to set up a security model for WAP postponed the decision to WAP WSG.  WAP WTA intends to support signed content in a future release.

7. Liaison Statements

T2X99074
LS from SMG1: Answer to LS on SAT/MExE  <-> CAMEL Interworking / Traceability

SMG1 agreed to the proposal of the SMG1/9 SAT ad hoc to introduce an information field in the call set up messages between the ME and the MSC that can be used by SAT or MExE applications for application identification, and could be extended by a free formatted field for interworking purposes. 

Now SMG3 has to develop the required signalling.

Conclusion:

The LS was noted.

T2X99069
LS from WAP WTA DC on WAP public library functions in MEXE,  response to LS T2-99547

Changes will be made to the WTAI specification in order to accommodate the additional MExE requirements imposed upon untrusted applications using the makeCall and sendDTMF functions. The specific requirement to restrict the actions of pushed content will be forwarded to the Push drafting committee for consideration in their work. The MExE group got an indication that there is an additional public library function that allows a script to create a new phone book entry. (This is the third public library function after: make calls, send DTMF)

It was noticed that the wrong function was attached to the LS. The principle of phonebook entries to be added (for untrusted applications) was agreed by MExE. The conditions to reduce the risk of fraud and misuse have to be elaborated. E.g. the application could have to ask for user permission. The question was raised if also modification and reading of phone book entries should be supported. Clarification is required as to which phonebook WAP WTA refers to.

Conclusion:

Tim COSTELLO drafted the LS answer in T2X99082 which was revised and agreed as T2X99094.

T2X99070
LS from WAP WTA DC on Clarification of a MExE executable session

The different types of user permission types as used in 03.57 have been incorporated into the WTA specification.  The MExE group is asked to give further clarification on the precise definition and meaning of a ‘Session’ as used in MExE.

Conclusion:

Lars BRENK drafted a LS answer in T2X99083 which was revised and agreed as T2X99096. A CR to MExE stage 2 on the definition of session was agreed in T2X99095.
T2X99078
LS from SA1: The role of MExE and SAT within the OSA concept of VHE

TSG-S1 VHE expresses concerns that the support from MExE and SAT for the Open Service Architecture (OSA) of the Virtual Home Environment (VHE) may require to be reviewed, and feedback is requested.

The OSA would allow applications which are running in the network to access MExE or SAT sever functionality via so called Service Capability Features. In contrast with the CAMEL server which exists in the standards, MExE/SAT servers are not standardised. A MExE server could be just a WebPage or another MExE MS (client-server) for example. Concerns were raised that if such Service Capability Features are not standardised network application developers might be discouraged from writing applications. On the other hand it was commented that APIs cannot be defined because there is no definition for a MExE server.

The MExE group realised that the MExE specification’s use of the term “MExE server” can be misleading.  There is discussion about deleting the term “MExE server” from the specification.

Conclusion:

Brian MODRA drafted an answer LS in T2X99085 clarifying the MExE service environment in the context of the OSA. It was revised and agreed as T2X99097.

T2X99093
LS to Sun Microsystems, JavaPhone on Request for Information on kJava

With the recent announcement of kJava, the MExE group would like to understand the capabilities that a kJava device will offer and the schedule by which kJava standardisation might proceed. To that end, the MExE group seeks feedback on these points, either in the form of a document or a presentation, with a view to determining how I-mode can best be supported by MExE.
Conclusion:

The LS was agreed.

T2X99089
LS to WAP Forum on Support of I-mode

It is understood that there is a proposal for WAP and I-mode to converge in the future, and MExE would like to co-operate with the WAP Forum and NTT DoCoMo for the support of I-mode.  The MExE group seeks feedback from the WAP Forum on any such proposals, with a view to determining how I-mode can best be supported by MExE.

Conclusion:

The LS was agreed.

8.
Changes to MExE stage 2  GSM 03.57 v7.0.0 (R98) / 3G TS 23.057 v1.1.1 (R99)

General clarifications given by the T2 secretary:

Since SMG#29, GSM 03.57 is under change control which means that every change request has to be approved by TSG-T. (It was agreed by SMG#29 and the 3GPP TSGs that the maintenance of a GSM specification for which a corresponding 3G version exists is moved form SMG to 3GPP). An update of GSM 03.57 will be available after every TSG-T meeting only.

3G TS 23.057 is not under change control and will be maintained and enhanced by the rapporteur. An update will be available after every T2 MExE meeting.

It was pointed out that several MExE meetings will take place until GSM 03.57 can be updated, and several CRs will be created often affecting the same sections. Therefore, high attention has to be given to ensure consistency of the changes. 

For this meeting it was decided that all agreed 23.057 CRs also apply to R98. They will be produced at a later stage for approval at T2 and T (4-6 / 7-8 October 1999).

8.1
Changes to MExE Security

T2X99065
CR to 23.057 to re-organise security section I
Vodafone

The CR is purely to reorder section except that 8.20 on WAP security should be deleted because it was not adding anything to the specification. 

Conclusion:

The CR was agreed for R98 and R99.

T2X99071
CR to 23.057 to re-organise security section II
Vodafone

Following the re-organisation presented in T2X99065, some straightforward editorial modifications presented themselves, which reduce some duplication and misplacement of detail. 

Conclusion:

The CR was revised in T2X99087 and agreed for R98 and R99.

Tim WRIGHT will provide a paper at the next meeting on the question what to do with an application once the SIM card has been removed.

T2X99072
CR to 23.057 to re-organise security section III
Vodafone

In implementing requested clarifications of terminology, other clarifications that could usefully be made were spotted and are included in this CR. TTP (Trusted Third Party) was changed to Third Party.

The group sees no need to specify the minimum number of Third Party roots that can be installed.

Conclusion:

The CR was revised in T2X99090 and agreed for R98 and R99.

T2X99067
Converged certification requirements for WAP and MExE
Vodafone

This paper presents the characteristics and requirements on certificates, assuming there is a converged WAP-MExE security architecture.  The paper deals with issues such as provisioning, user control of certificates, capabilities of applications/contents verified using certificates. It also discusses the ability for operators to control whether the manufacturer domain may be allowed to run services.

So far there were no comments received from the WAP forum. It was commented that MExE should also get in line with the global internet (IETF) work.

Conclusion:

Delegates are encouraged to read through this paper. It will be on the agenda of the next meeting.

T2X99068
Provisioning certificates for WAP and MExE
Vodafone

This paper proposes the generation of „WAP Provisioning“ roots to be installed by all manufacturers.  Operators need only go to a few or perhaps just one location for content (containing an operator root) to be signed.  The paper suggests that the operator should control the administrator’s role, and it was suggested that there are cases where the operator would not wish to take on such responsibility.

Conclusion:

Delegates are invited to review this proposal within their companies and to provide feedback. Tim WRIGHT will produce some CRs as soon he has more comments from the WAP Forum.

T2X99092
discussion paper "One security model does not fit everything"
Nokia

This presentation describes a WAP & kJava security model which is based on a trust relationship to a server and not to the executable content itself. The user doesn’t have to know about certificates. Connecting to a web server via secure transport implies acknowledged “trust” by the user. Any content form this server can be executed. Applications would be handled differently from applets. The author claims this model to have less overhead, and to be more secure because it is more simple for the user which reduces the risk of mistakes.

During the discussion several concerns were raised on moving away from the signed content approach currently specified in MExE (whilst WAP is moving towards signed content).  Further, it would result in the handset having to support two different security models. It was noted that the model did not result in the halving of certificates as claimed.

Conclusion:

The author will decide after he had some more discussions if he will propose a CR.

8.2 
Non-security changes 

T2X99079
CR to 03.57: "CR - CCM Length &Timestamp"
Motorola

This CR does several changes to the section on the certificate configuration message (CCM). The length field definition is corrected, and a timestamp and signer info fields are added.  Several problems were noted in the proposed CR (incorrect octet numbering, signature length required, Hour field is missing, second range is incorrect, fingerprints offsets are incorrect etc.).

Conclusion:

Several changes are required to the CR. A new version will be presented at the next meeting.

T2X99084
CR to 03.57: definition of “session”
Bosch

The CR was generated to clarify the difference between the session concept used in WAP and the one used in MExE. During the discussion it was agreed to have one definition of session for MExE and WAP.
Conclusion:

The revised CR in T2X99095 was agreed for R98 and R99.
The following CRs were postponed to the next meeting:
T2X99088
CR to 23.057: clarification of trust hierarchy figure
IBM

T2X99091
CR to 23.057: clarification of CCM fingerprint hash computation
IBM

9.
Work scope MExE R99

T2X99064
GSM TS 02.57 version 8.0.0

The MExE R99 work item description in T2X99076 highlights the five main areas of enhancements. These have leaded to the main changes for stage 1 R99 in section 6.1. 

MExE release 99 should additionally support:

· the means for MExE applications to perform some AT command functionality without compromise to security 

· the means for authentication certificates associated with applications to be managed and stored in the SIM;

· the ability for a MExE application to negotiate the QoS, and the ability to indicate to a MExE application changes in the QoS; 

· the ability of MExE applications to be notified that handover is about to occur, is occurring or has occurred;

· the means for MExE MS manufacturers to download and upgrade their existing codec in a MExE MS.  A generic mechanism to download other proprietary software into the execution environment of the MS shall be available to the manufacturer.  The downloading of platform independent MExE applications, such as streaming audio,  that support multimedia capabilities shall also be possible;

· the means for data to be synchronised between the MExE MS and the MExE service environment.

It was commented that the mapping of authentication is missing. The chairman pointed out that contributions on how to solve a finer grain security are invited. Updates of MExE stage 1 can still be done. Furthermore, it was proposed to have a way of certificate revocation

Since 23.057 should be completed by the end of the year, work has to progress quickly. It was agreed to produce LSs requesting necessary information form other groups (see below).

Conclusion:

The following LS will be produced after the meeting and sent for approval via correspondence until 26th July:

T2X99098 LS to T2 SWG2 on MExE support of AT commands (by Mark CATALDO)

T2X99099 LS to SMG9/T3 on means for authentication certificates associated with applications to be managed and stored in the SIM ( by Tim WRIGHT)

T2X99100 LS on QoS (ability for a MExE application to negotiate the QoS, and the ability to indicate to a MExE application changes in the QoS) (by Mark CATALDO)

T2X99101 LS on handover (ability of MExE applications to be notified that handover is about to occur, is occurring or has occurred) (by Mark CATALDO)

10.
WAE User Agent/SIM Toolkit interworking WID

T2X99075
Draft WID: WAP WAE User Agent/SIM Toolkit interworking
SMG9

This work item aims at standardisation of the interaction of the two execution environments SIM Application Toolkit (SAT) residing in the SIM, and MExE residing in the ME. It has been approved by SMG#29.

Conclusion:

Friedhelm RODERMUND drafted a answer LS in T2X99102 which was sent for approval via correspondence.

11.
S1 Applications and Automatic Execution Workshop meeting

The chairman raised attention to the planned Joint 3GPP TSG SA1 AND SMG1 on “Applications and Automatic Execution Workshop Feasibility Study” to be held 21-22 September 1999 in Sophia Antipolis. The invitation was distributed at this MExE meeting.

12.
Output Documents

See Annex B.

13.
A.O.B

The 3GPP drafting rules were made available in T2X99086. The verbal forms for the expression of provisions can be found in Annex E.

14.
Next meetings

The next MExE meetings will be held:

· 12-13 August 1999 (may be extended to commence 11th August afternoon), Newbury, UK hosted by Vodafone  (subsequent to the meeting it was agreed to commence the meeting at 1pm on the 11th August.

· 6-8 September 1999, Helsinki, FINLAND hosted by Sonera (during TSG T2, 6-10 September)

· 4-5 October, KOREA hosted by Samsung (during TSG T2, 4-6 October)

· 23-25 November, no host, (during TSG T2, 22-26 November)

15.
Closing of the meeting

The Chairman thanked all delegates for their participation, and NTT DoCoMo for the presetnation of i-mode. Many thanks were expressed to Nokia for hosting the meeting and for the very nice boat trip, and the T2 secretary for his support of the MExE group’s work.
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LS from SA1 The role of MExE and SAT within the OSA concept of VHE
SA1
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Motorola
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T2X99081
i-mode presentation slides
NTT DoCoMo
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LS to WAP WTA DC  on public function “add phonebook entry” 
T2 SWG1 MExE

T2X99083
LS to WAP on the definition of  “session”
T2 SWG1 MExE

T2X99084
CR to 23.057: definition of “session”
Bosch

T2X99085
LS  to SA1 copy SMG9/T3: The role of MExE and SAT within the OSA concept of VHE   (attach original LS)
T2 SWG1 MExE

T2X99086
3GPP drafting rules
MCC

T2X99087
revised T2X99071 - CR to 23.057 to re-organise security section II
Vodafone

T2X99088
CR to 23.057: clarification of trust hierarchy figure
IBM

T2X99089
LS to WAP Forum on Request for Information on KJava
T2 SWG1 MExE

T2X99090
revised T2X99072 - CR to 23.057 to re-organise security section III
Vodafone

T2X99091
CR to 23.057: clarification of CCM fingerprint hash computation
IBM

T2X99092
discussion paper "One security model does not fit everything"
Nokia

T2X99093
LS to Sun Microsystems, JavaPhone on Support of i-mode
T2 SWG1 MExE

T2X99094
revised T2X99082 - LS to WAP WTA DC  on public function “add phonebook entry”
T2 SWG1 MExE
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Bosch

T2X99096
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T2X99097
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T2X99098
LS to T2 SWG2 on MExE support of AT commands
T2 SWG1 MExE (Mark)

T2X99099
LS to SMG9/T3 on means for authentication certificates associated with applications to be managed and stored in the SIM
T2 SWG1 MExE (Tim W.)

T2X99100
LS on QoS (ability for a MExE application to negotiate the QoS, and the ability to indicate to a MExE application changes in the QoS)
T2 SWG1 MExE (Mark)

T2X99101
LS on handover (ability of MExE applications to be notified that handover is about to occur, is occurring or has occurred)
T2 SWG1 MExE (Mark)

T2X99102
LS to SMG9 on WAP WAE User Agent/SIM Toolkit interworking
T2 SWG1 MExE (Friedhelm)

T2X99103
Report of T2 MExE meeting, 15-16 July 1999, Tampere
Secretary
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Output documents

Liaison Statements

TDoc
Subject

T2X99089
LS to WAP Forum on Request for Information on KJava

T2X99093
LS to Sun Microsystems, JavaPhone on Support of i-mode

T2X99094
revised T2X99082 - LS to WAP WTA DC  on public function “add phonebook entry”

T2X99096
revised T2X99083 - LS to WAP on the definition of  “session”

T2X99097
revised T2X99085 - LS  to SA1 copy SMG9/T3: The role of MExE and SAT within the OSA concept of VHE   (attach original LS)

T2X99098
LS to T2 SWG2 on MExE support of AT commands

T2X99099
LS to SMG9/T3 on means for authentication certificates associated with applications to be managed and stored in the SIM

T2X99100
LS on QoS (ability for a MExE application to negotiate the QoS, and the ability to indicate to a MExE application changes in the QoS)

T2X99101
LS on handover (ability of MExE applications to be notified that handover is about to occur, is occurring or has occurred)

T2X99102
LS to SMG9 on WAP WAE User Agent/SIM Toolkit interworking

Change Requests

The following 3G TS 23.057 CRs also apply to GSM 03.57 and will be created at a later stage for approval at the TSG-T2 and TSG-T meeting, October 1999:

TDoc
Subject
Source

T2X99065
CR to 23.057 to re-organise security section I
Vodafone

T2X99087
revised T2X99071 - CR to 23.057 to re-organise security section II
Vodafone

T2X99090
revised T2X99072 - CR to 23.057 to re-organise security section III
Vodafone

T2X99095
revised T2X99084 - CR to 23.057: definition of  WAP and MExE session
Bosch

Specifications

An updated MExE R99 stage 2 (3G TS 23.057) v1.2.0 incorporating the changes agreed at this meeting will be produced after the meeting by rapporteur Mark CATALDO.
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