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The MExE group thanks WAP WTA for their request to allow untrusted (unsigned) scripts to be able with, user permission, to initiate voice/data calls and transmit DTMF tones.  It has been agreed to allow this capability but with some additional conditions.  The new draft text describing how these functions must operate is shown below:

8.2.1
MExE executable permissions for untrusted applications

Clause 8.2 identifies the permissions for MExE executables in the 3 domains (operator, MS manufacturer and Trusted Third Party).  The permissions do not apply to untrusted applications which are not permitted to execute within the domains.

In order to facilitate untrusted applications having some limited access to MExE MS functionality beyond their very limited privileges, the following specific network access permissions in Table 3 are extended to untrusted applications:-

· Initiate a voice/data connection

Untrusted applications shall be able to make calls under the following conditions.

In addition to an untrusted application possibly displaying the number to be called to the user, the number to be called shall be presented to the user for permission by a provisioned functionality of the MExE MS and not by the application itself.  (This facility would support, for example, "click to dial" button/links in an untrusted application, and a MExE MS provisioned functionality then represents the number to the user for confirmation.)

· Generate DTMF

Untrusted applications shall be able to generate DTMF tones under the following conditions.

An untrusted application is only permitted to send DTMF tones in a currently active call.  The request to generate DTMF tones in the currently active call, shall result in the characters which the tones represent being presented to the user for permission by a provisioned functionality of the MExE MS. 

The untrusted applications permitted to use the above facilities shall be applications the user has downloaded himself, and not be applications that have been pushed to the user.  Applications/applets on the MExE MS due to the user having visited a particular web site are considered to be applications that the user had downloaded himself.

Untrusted applications shall not be permitted access to any other permissions identified in Table 3.

It must be noted however, that if an unsigned WTA script were to try and send a Network Text message (SMS) then such an attempt must be prevented by the execution environment even in the case where user permission is sought as sending an SMS is not an explicitly allowed function in the above clause.

The MExE group welcomes comments on this proposal and its implications.

