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Reason for �change:��
The changes in this request are summarised and justified briefly as so:


Change from 4 "levels" to 3 "trusted domains" and "untrusted"


"Domain" is more "Java speak", and "level" implies a hierarchy.





Rather than repeat all the text from the document which mentions "security level", this change requests that a global search and replace of "level" in context of security be changed to "domain".


This global search and replace will effect the following sections (in addition to the changes explicitly stated in this CR.)


4.5.3 Characteristics of the user profile


4.6.1 MExE user interface customisation


4.7.3 Service management





"Load native code libraries" was unclear. In Java, "loading native libraries" is something which even untrusted applications must be allowed to do. Otherwise the implementation of Java APIs like AWT will not be able to function. What was intended here was probably that only the manufacturer signed JNI libraries should be installed and available for loading.





An error in the WAP section 5: where "applet" was mentioned. Wherever "applications, applets and content" was mentioned, it was replaced with the defined "MExE executable".





The definitions of types of certificates was missing.





Some text added to the Java Security section.�
�
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Other �comments:�
The CPU overhead of being forced to do the certificate verification every time at launch of an applet (as opposed to being able to "cache" it for installed applications); makes it impractical. So the spec should say that implementors may (at their discretion) decide to ignore the certification information in applets, making them "untrsuted". The number of applets requiring trust out on the internet is not large.





The advantage of applet over application is that it is automatically upgraded in the browser cache when the applet Jar file is upgraded on the server. (No application distribution logistics problem for the supplier.)


The disadvantage of applet over application is that sometimes the cache is flushed, and download is an overhead to the user, decreasing the usability of the applet.


This is actually a browser cache design issue: there should be some way to increase the status of a jar file compared to other content.





To say there are not going to be trusted applets, removes the implementation burden, and forces developers to write applications, and to handle distribution of updates. In the long term, this is a use case for the MExE push requirement.





So relying on MExE to solve the application distribution problem, applets don't need to be able to become "trusted".�
�



�
2.1	Normative references


[1]	GSM 01.04 (ETR 350): “Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms”.


[2]	GSM 02.57: "Digital cellular telecommunications system (Phase 2+);MExE Stage 1 Description"


[3]	Personal Java, this specification is available from Sun Microsystems’s website at http://java.sun.com/products/personaljava/index.html.


[4]	MNCRS WG 4 specifications are still under development. When completed, MNCRS WG 4 specifications will be available at http://www.mncrs.org/.


[5]	JTAPI 1.2, this specification, currently in the ECTF approval process, is available from Sun Microsystems’s website at http://www.java.sun.com.


[6]	Wireless Application Protocol (WAP) version 1.1, this specification is available from WAP‘s website at http://www.wapforum.org. 


[7]	vCard – The Electronic Business Card Exchange Format – Version 2.1, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/vcard-21.doc.


[8]	vCalendar – The Electronic Calendaring and Scheduling Exchange Format – Version 1.0, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/


[9]	Hypertext Transfer Protocol – HTTP/1.1, IETF document RFC2068, http://www.w3.org/Protocols/rfc2068/rfc2068


[10]	Java Mail API version 1.0.2, available from http://www. java.sun.com


[11]	UMTS TR 22.70: “Universal Mobile Telecommunications System (UMTS); Service aspects; Provision of Services in UMTS - The Virtual Home Environment”.


[12]	UMTS TS 22.xx: “Universal Mobile Telecommunications System (UMTS); Provision of Services in UMTS - The Virtual Home Environment: Stage 1”.


[13]	ISO 639 International Standard - codes for the representation of language names


[14]	UMTS TS 22.01: “Universal Mobile Telecommunications System (UMTS); Service Aspects; Service Principles”.


[15]	JDK 1.1 security http://www.javasoft.com/products/jdk/1.1/docs/guide/security/index.html


[16]	Java 2 security http://www.javasoft.com/products/jdk/1.2/docs/guide/security/index.html


3.1	Definitions


For the purposes of this TS the following definitions apply:


phonebook: a phonebook is a dataset of personal or entity attributes. The simplest form is a set of name-number pairs as supported by the current GSM SIM


service: a service (which may consist of an application or applet, and its related content) is a set of functions offered to a user by an organisation, and may be performed on the MExE MS and/or remotely


service name: service name is an identifier associated with a service, and could be a string, a fully qualified Java class name, a unique URI or other identifier.


MExE executable: an executable is an applet, application, or executable content, which conforms to the MExE specification. E.g. Java applets and applications, or WAP WML and WMLS. Java or native applications which are intrinsically part of the ME implementation are outside the scope of MExE.


Sandbox: A sandbox is a safe area to run Java code. Trusted Java code has access to all resources. Untrusted Java code executing in a sandbox has access to only certain resources. [15]


Fine Grain: fine grain this means that the Java security system can have different permissions per application, and even per sections of code. [16]





Further definitions specific to MExE are in GSM given in 02.57 (MExE stage 1)


5	WAP MExE devices


Editor‘s note: more detailed input to be provided by Peter Stark/ Hans Hansen.


WAP MExE devices shall be based on the WAP specifications [6].  In addition to these base specifications in [6], further developments made in the WAP specifications shall form part of this MExE specification.


WAP MExE devices shall implement the WAP version as specified in reference [6], or a later version, under the condition that the version of WAP is backward compatible with the version specified in reference [6].


The existing WAP specification covers security, creation and transfer of applets and contentWAP executables and content, access, and execution. 





8	Security


8.1		Generic security


In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.


The basis of MExE security is 


a framework of permissions which defines the permissions transferred MExE executablescontent, applets or applications have within the MExE


the secure storage of these permissions (and permission type as defined in clause 8.3) in the user profile


conditions within the execution environment that ensure that MExE applications, applets and contentexecutables can only perform actions for which they have permission.


The MExE permissions framework is defined in TS GSM 02.57 and is as follows (there is no implied hierarchy):


MExE Security Level 1Operator Domain  (applications, applets and contentMExE executables authorised by the HPLMN operator);


MExE Security Level 2Manufacturer Domain (applications, applets and contentMExE executables authorised by the terminal manufacturer);


MExE Security User-trusted DomainLevel 3 (trusted applications, applets and contentMExE executables authorised by third parties).;


Untrusted MExE executables are not in a specific domain, and have very reduced priveleges as described in section 8.2MExE Security Level 4 (untrusted applications, applets and content);





8.2		Application Permissions


The following table specifies the permissions of each security level.





User Permission is required for all actions by level 1-3 applications, applets and contentMExE executables in all domains.  Types of user permission are defined in clause 8.3








�
MExE Security LevelsDomains�
�
�



Actions�
�
1





Network


Operator�
2





MS Manufacturer�
3





User Trusted


Applications�
4





User Untrusted


Applications�
�
1.	Read file


2.	Write file


3.	Get file information


4.	Delete file�



Yes 2


�



Yes 3, 4


�
�
Install Java Native Interface librariesLoad native code libraries�
No�
Yes�
No�
�
1.	Initiate a voice/data connection 5


2.	Accept a voice/data connection 5


3.	Intercept an incoming voice/data connection 5�



Yes





�



No�
�
Call forward�
Yes�
No�
Yes 6�
No�
�
1.	Terminate an existing connection


2.	Hold an existing connection


3.	Resume an existing connection�



Yes�
No�
�
Modification of user invoked connection�
Yes�
No�
�
1.	Add a phonebook entry


2.	Delete a phonebook entry


3.	Get a phonebook entry


4.	Modify a phonebook entry�



Yes�
No�
�
Send an SMS�
Yes�
No�
�
Add an application or applet�
Yes�
No�
�
Delete a saved application or applet�
Yes�
Yes 7�
No�
�
1.	Add a certificate for a given leveldomain


2.	Delete a certificate for a given leveldomain


3.	Replace a certificate for a given leveldomain�



Yes 8�
No�
�
Audio access (e.g. wake-up service)�
Yes�
No�
�
HTTP Cache manipulation�
Yes�
No�
�
Get IMEI�
Yes�
No�
�
Location Information�
Yes�
No�
Yes�
No�
�
1.	Activate a user profile


2.	Modify a user profile�
Yes�
No�
�
Legend for above footnotes:- 








2 - Except in user pre-specified directories. This list can only be modified by the user.


3 - Only in application/applet’s own directory


4 - Restriction may be required on space allocated to write


5 - A network connection may be via any supported bearer service


6 - To pre-defined numbers in the user profile


7 - Only in pre-specified directory


8 - Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate�
�
Table 3: Security leveldomains and actions





�
8.4		Operator Certificate


The MS shall support secure storage for an operator root certificate. This certificate is a root certificate either from the operator, or from a CA implicitly trusted by the operator. The ME will get the operator certificate from the secure area every time it needs to verify a signature, rather than cache the certificate for use in subsequent verifications.


If the MS does not contain a valid operator certificate, then the certificate chain to applications previously executing in the Operator Domain will be invalid, and they will become "untrusted".


Editor's note: WAP certification may be appropriate technologies, but currently the methods are not available for this. This section is incomplete until WAP certification specification is completed.





8.5		Manufacturer Certificate


The ME shall contain a manufacturer root certificate. This certificate is a root certificate from the manufacturer of the same device, or from a CA implicitly trusted by the manufacturer of the same device. 


If the ME does not contain a valid manufacturer certificate, then the certificate chain to applications previously executing in the Manufacturer Domain will be invalid, and they will become "untrusted".


The Manufacturer shall put the root certificate and its corresponding disaster-recovery key in the device at the time of manufacture, and use a proprietary secure mechanism (using the disaster-recovery key) to replace the certificate. 


8.6		User-trusted Certificate


The ME may contain root certificate(s) from CA(s) implicitly trusted by the user. The user will be able to securely install (using a secure transport) or remove these certificates at any time using a system administrative tool. The user has full control over the root certificates in the user-trusted domain.


Editor's note: More work is required to specify the secure transport used when installing certificates. E.g. an existing certificate should be used to verify the secure transport used to download new certificates. A server should provide a secure transport for downloading any root certificate from any source.


If a User-trusted certificate is deleted or becomes invalid, then the certificate chain to applications previously executing in the User-trusted Domain certified by that certificate will become "untrusted".


8.74		Certification and Authorisation Architecture


In order to enforce the MExE security framework a MExE capable MS is required to operate an authentication mechansismmechanism for verifying downloaded applications and appletsMExE executables.  A successful authentication will result in the MExE executable being trusted; and able to be executed in a security domain (as determined by the root certificate of its certification tree.)the acceptance of the claimed security level.  





As the MExE MS may want to authenticate content from many sources, a public key based solution is appropriate.  Before trustingaccepting level 1-3 applications, applets or contentMExE executables, the MExE MS will therefore check that the application, applet or contentMExE executable was signed with a private key, for which the MExE MS has the corresponding public key.  The corresponding public key held in the MS must either be a root public key (securely installed in the MS, say at manufacture) or a key provided in a certificate.  The MExE MS must be able to verify this certificate, i.e. have the public key (as a root key or in a certificate) corresponding to the private key used to sign the certificate.  An  certificate chain is therefore envisaged.


The requirements on authorisation and certification are given in clause 8.74.1. An example authorisation and certification process is described in clause 8.74.2.





8.74.1		Certification Requirements


A MExE MS cannot verify certified applications, applets or contentMExE executables of a particular level (from levels 1-3)domain unless it has a root key for that particular domainlevel.


Root keys shall be securely installed in the MExE MS, say, at manufacture.  


It is recommended that a “disaster recovery” root key be securely installed on the terminal, to be used to install new root keys when all other root keys on the terminal are invalid.


Level 3User-trusted Domain root keys will typically be installed along with and integrated into the MExE ME browser, as is done for PC-based browsers.


An application, applet, contentA MExE executable can only be verified if the MExE MS contains a valid certified or root public key corresponding to the private key used to sign the applications, applets or contentMExE executable.


A certificates (other than a root certificates) shall only be considered valid if it resides below the trust root certificate in its certification tree, or if the certificate's root CA has been cross-certified by the owner of the trust root certificate.





8.74.2		Example Certification Process


The following processes might be followed in order to securely download a level 3User Trusted application to a MExE MS.


Root certificatepublic keys for a number of Certification Authorities (CA’s) are installed in the ME, along with the ME browser, at manufacture.  These root certificatepublic keys can be used to verify certificates for User-trustedlevel 3 applications, applets or contentMExE executables.


A third party software developer generates a private and public key pair (or obtains such a pair from a CA).


The third party software developer obtains a certificate for the public key from a CA.  The certificate contains the developer public key, signed with the private key of the CA.


The MExE MS downloads a an application, applet or contentMExE executable of the third party software developer.


If the MExE does not already have a certificate for the public key of third party software developer, it obtains such a certificate from a public key depository.


The MExE MS verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key.


The MExE MS verifies that the application, applet or contentMExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the application, applet or contentMExE executable accordingly.


�These processes are shown schematically in the diagram below.
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���


���


�





Figure 6: Distribution of Keys


Editor’s note: [Discovery of the address of the certification authority by the MS is still work-in-progress in the IETF Secure DNS working group, but the current proposal (available as http://www.ietf.org/internet-drafts/draft-ietf-dnssec-certs-02.txt) shows how a domain name (associated with a certificate) can be generated from the certificate itself. When a domain name is known, a proposed CERT RR (resource record) is retrieved via DNS.]


8.85	WAP security


The WTLS security model provides a flexible framework based on TLS, which is independent of the GSM security model. 


Editor’s note: Need to specify the interface with Need to align with SIM based security under definition in WAP and PKI.


8.96	Java security


Editor‘s note: awaiting confirmation of the following text and associated definitions by Sun.input to be provided by Avinash Palaniswamy.


There are two types of Java security: sandbox, and fine grain.


See http://java.sun.com/docs/books/tutorial/security1.2/overview/index.html


Implementation


The sandbox model [15] has just one domain; there is no concept of a partly trusted domain. The sandbox meaning of "trusted", means it is totally unrestricted to access all system resources.


Using the sandbox system, each MExE domain must be implemented as a different sandbox, each with different privileges corresponding to a MExE domain.


Using the fine grain Java security system [16], each MExE domain will be a set of constraints within which a Java fine grain security domain can be configured.


8.9.1	Java Applet Certification





Support for trusted applets is optional. Although a Java application shall be executed in a trusted domain if its certification can be validated, a Java Applet will not necessarily be executed in a trusted domain even if it does have a valid signature. It will be up to the implementor to decide if "trusted" Applets will be supported. (In certain implementations, all Applets may be always executed as "untrusted".)


8.9.2	Java Application Signature Verification





The certification of a Java Application or Applet shall be verified at launch time. (Launch time is when the system is preparing an application or applet  for execution execute. The application or applet begins to execute immediately after it has been successfully launched.)


The verification of the certification of the application or applet shall be performed as described in section 8.7.


Editor's note: more work is required to specify how to ensure that an installed application certification is still valid for subsequent launches.


�
4.6.2	User interface customisation tokens


To support the user customisation of the interface, and portability of the preferences, table 2 defines the customisation tokens.





�
�
Security LevelDomain�
�
Token�
User Interface Customisation�
Operator1�
User-trusted3�
�
Logo�
Modify service provider logo�
O�
-�
�
Custom-services�
Enable/disable network operator custom services�
O�
-�
�
Background�
Modify background colour�
-�
O�
�
Font-colour�
Modify font colour�
-�
O�
�
Font-size�
Modify font size�
-�
O�
�
Icon�
Add/modify icon�
-�
O�
�
Menu-modify�
Add/remove menu item�
-�
O�
�
Menu-activation�
Enable/disable menu item�
-�
O�
�
Softkey�
Softkey definition�
-�
O�
�
Phonebook�
Add/modify phonebook entry�
-�
O�
�
Language�
Preferred language�
-�
O�
�
Input-mode�
Preferred input mode�
-�
O�
�
Supplementary-Services�
Modify supplementary services settings (i.e. diversion, times)�
-�
O�
�
Voicemail�
Add/modify voicemail number�
-�
O�
�
Phone-settings�
Modify phone settings (i.e. ringer tone/vibrate, enabling SIM Lock, Keypad Lock etc.)�
-�
O�
�
Extended-menus�
Enable/Disable extended menus�
-�
O�
�
Meters�
Reset call meters�
-�
O�
�
Add-char�
Additional characteristics�
-�
O�
�
Add-info�
Additional Information�
-�
O�
�
Table 2: User interface customisation


Legend:-


M	the user interface customisation is mandatory and supported by the MS


O 	the user interface customisation is optionally supported by the MS, and subject to the capabilities of the terminal.  If supported by the MS, the extent of support of the user interface customisation is purely within the manufacturer’s discretion


-	the user interface customisation is not supported by the MS
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