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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available free of charge from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://www.etsi.fr/ipr or http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Foreword

This draft ETSI Technical Specification has been produced by Special Mobile Group (SMG) of the European Telecommunications Standards Institute (ETSI).

In analogy with CCITT Recommendations I.130, the following three level structure is used to describe the telecommunications services as provided by European public telecommunications operators:

Stage 1
is an overall service description, from the service subscriber's and user's standpoint;

Stage 2
identifies the functional capabilities and information flows needed to support the service described in stage 1; and

Stage 3
defines the signalling system protocols and switching functions needed to implement the service described in stage 1.

This TS details the stage 2 aspects (functional description) for the support of a Mobile Station Application Execution Environment (MExE).

The contents of this TS are subject to continuing work within SMG and may change following formal SMG approval. Should SMG modify the contents of this TS it will then be re-released by ETSI with an identifying change of release date and an increase in version number as follows:

Version 1.x.y

where:

7
Presentet to SMG for information

y
the third digit is incremented when editorial only changes have been incorporated in the specification;

x
the second digit is incremented for all other types of changes, i.e. technical enhancements, corrections, updates, etc.

1
Scope

This ETSI Technical Specification defines the stage two description of the Mobile Station Application Execution Environment (MExE). Stage 2 identifies the functional capabilities and information flows needed to support the service described in stage 1.

This TS includes information applicable to network operators, service providers and terminal, switch and database manufacturers.

This TS contains the core functions for a Mobile Station Application Execution Environment (MExE) which are sufficient to provide a complete service.

MExE uses a number of technologies to realise the requirements of the stage 1 description (GSM 02.57). This TS describes how the service requirements are realised with the selected technologies. The TS is devised into sections each covering the aspects relating to particular MExE technologies, it is intended that this specification will evolve along with the MExE technologies. A generic section of the specification covers areas of MExE common to all technologies.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies.

A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

2.1
Normative references

[1]
GSM 01.04 (ETR 350): “Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms”.

[2]
GSM 02.57: "Digital cellular telecommunications system (Phase 2+);MExE Stage 1 Description"

[3]
Personal Java, this specification is available from Sun Microsystems’s website at http://java.sun.com/products/personaljava/index.html.

[4]
MNCRS WG 4 specifications are still under development. When completed, MNCRS WG 4 specifications will be available at http://www.mncrs.org/.

[5]
JTAPI 1.2, this specification, currently in the ECTF approval process, is available from Sun Microsystems’s website at http://www.java.sun.com.

[6]
Wireless Application Protocol (WAP) version 1.1, this specification is available from WAP‘s website at http://www.wapforum.org. 

[7]
vCard – The Electronic Business Card Exchange Format – Version 2.1, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/vcard-21.doc.

[8]
vCalendar – The Electronic Calendaring and Scheduling Exchange Format – Version 1.0, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/

[9]
Hypertext Transfer Protocol – HTTP/1.1, IETF document RFC2068, http://www.w3.org/Protocols/rfc2068/rfc2068

[10]
Java Mail API version 1.0.2, available from http://www. java.sun.com

[11]
UMTS TR 22.70: “Universal Mobile Telecommunications System (UMTS); Service aspects; Provision of Services in UMTS - The Virtual Home Environment”.

[12]
UMTS TS 22.xx: “Universal Mobile Telecommunications System (UMTS); Provision of Services in UMTS - The Virtual Home Environment: Stage 1”.

[13]
ISO 639 International Standard - codes for the representation of language names

[14]
UMTS TS 22.01: “Universal Mobile Telecommunications System (UMTS); Service Aspects; Service Principles”.

[15]
CC/PP Exchange Protocol based on HTTP Extension Framework; Available at W3C web pages http://www.w3c.org/ 

[16]
Composite Capability/Preference Profiles (CC/PP):A user side framework for content negotiation;  Available at W3C web pages.

[17]
Uaprof  Specification (Editor´s note: reference needed after the specification is available)

[18]
JDK 1.1 security http://www.javasoft.com/products/jdk/1.1/docs/guide/security/index.html

[19]
Java 2 security http://www.javasoft.com/products/jdk/1.2/docs/guide/security/index.html

[20]
Java security tutorial http://java.sun.com/docs/books/tutorial/security1.2/overview/index.html
[21]
OCF 1.1.: “Smartcard API specified by OpenCard Consortium (http://www.opencard.org)

3
Definitions and abbreviations

3.1
Definitions

For the purposes of this TS the following definitions apply:

phonebook: a phonebook is a dataset of personal or entity attributes. The simplest form is a set of name-number pairs as supported by the current GSM SIM
service: a service (which may consist of an application or applet, and its related content) is a set of functions offered to a user by an organisation, and may be performed on the MExE MS and/or remotely

service name: service name is an identifier associated with a service, and could be a string, a fully qualified Java class name, a unique URI or other identifier.
MExE executable: an executable is an applet, application, or executable content, which conforms to the MExE specification and is executing on the ME. Java or native applications which are intrinsically part of the ME implementation are outside the scope of MExE.

Sandbox: A sandbox is a safe area to run Java code. Trusted Java code has access to all resources. Untrusted Java code executing in a sandbox has access to only certain resources. [18]

Fine Grain: fine grain means that the Java security system can have different permissions per application, and even per sections of code. [19]

Further definitions specific to MExE are in GSM given in 02.57 (MExE stage 1)

3.2
Abbreviations

For the purposes of this TS the following abbreviations apply:

API
Application Programming Interface

CC/PP
Composite Capability/Preference Profiles

CGI
Common Gateway Interface

DHCP
Dynamic Host Configuration Protocol

GSM
Global System for Mobile Communication

HTTP
HyperText Transfer Protocol 

IP
Internet Protocol

JNDI
Java Naming Directory Interface

JTAPI
Java Telephony Application Programming Interface

JAR file
Java Archive File

MSE
MExE Service Environment

OCF
OpenCard Framework 

RDF
Resource Description Format

RFC
Request For Comments

SAP
Service Access Point

SMS
Short Message Service

TLS
Transport Layer Security

UDP
User Datagram Protocol

URL
Uniform Resource Locator 

USSD
Unstructured Supplementary Service Data

WAE
Wireless Application Environment

WAP
Wireless Application Protocol 

WSP
Wireless Session Protocol [WSP]

WTA
Wireless Telephony Applications

WTAI
Wireless Telephony Applications Interface

WTLS
Wireless Transport Layer Security

WTP
Wireless Transaction Protocol

WWW
World Wide Web

Further abbreviations are given in GSM 02.57 (MExE stage 2) and GSM 01.04 [1].

4
Generic MExE aspects

This section defines the common aspects of all MExE compliant devices, independent of MExE technology.

Considering the wide and diverse range of current and future technology and devices that (will) use wireless communication and provide services based thereon a one-size-fits-all approach is unrealistic. Instead this TS categorises devices by giving them different MExE classmarks.  In this specification two MExE classmarks are defined:

MExE Classmark 1 - based on WAP (Wireless Application Protocol) [6] - requires limited input and output facilities (e.g. as simple as a 3 lines by 15 characters display and a numeric keypad) on the client side, and is designed to provide quick and cheap information access even over narrow and slow data connections.

MExE Classmark 2 - based on Personal-Java [3] - provides and utilises a run-time system requiring more processing, storage, display and network resources, but supports more powerful applications and more flexible MMIs.
Futureclass-marks may require other Java-packages, APIs,and/or support of other features such as speech-recognition, video-I/O with online (de)-compression, minimal storage requirements, high-speed local communication, etc. but these are subject to future standardisation efforts.

Content negotiation allows for flexible choice of formats available from a server or adaptation of a service to the actual classmark of a specific client device. 

Bi-directional capability negotiation between the MExE Service Environment and MExE device (including MExE Classmark), supports the transfer of capabilities between the client and the server.

4.1
MExE classmark 1 (WAP environment)

The WAP forum has proposed designs for both the transport protocols on the wireless leg of the end-to-end connection (based on the Wireless Datagram Protocol (WDP), the Wireless Transaction Protocol (WTP) and Wireless Transport Layer Security (WTLS)), as well as the client-side application environment, which revolves around a Wireless Markup Language (WML) browser supporting a Wireless Markup Language Script (WMLScript). 

4.2
MExE classmark 2 (Personal Java environment)

This classmark characterises Java enabled devices with telephony specific extensions. 

4.3
High level architecture

The following architectural model shows how a GSM network uses standardised transport mechanisms to transfer MExE services between the MS and the MExE service environment, or to support the interaction between two MSs executing a MExE service. 

The MExE service environment could, as shown consist of several service nodes each providing MExE services that can be transferred to the MS using standard Internet protocols. The MExE service environment may also include a proxy server to translate content defined in standard Internet protocols into their wireless optimised derivatives.

For the versatile support of MExE services, the network shall provide the MS with access to a range of GSM bearer services on the radio interface to support application control and transfer from the MExE service environment.
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Figure 1: Generic MExE architecture

4.4
Capability and content negotiation

 Interaction between the MExE MS and the MSE shall be supported by the use of the hypertext transfer protocol HTTP/1.1 [9], or an HTTP/1.1 derived protocol (e.g. WSP/B as defined in Wireless Application Protocol [6]).  Communication between the MExE MS and the MSE supports:-

· Capability negotiation

The MExE MS connects to the MSE by using HTTP/1.1 or an HTTP/1.1 derived protocol.  Capability negotiation between the MExE MS and the MSE only takes place for the first time after the MExE MS has connected to the MSE, and the MSE is informed about the MExE MS.  Without this first initial contact from the MExE MS, the MSE has no knowledge of the MExE MS, and thereafter the MSE may connect to the MExE MS by using HTTP/1.1 or an HTTP/1.1 derived protocol.

Capability negotiation represents the mechanism by which the MExE MS and the MSE interact to inform each other of the specific mechanisms, capabilities and support which each is able to provide or support within the scope of a MExE service interaction.  The capability negotiation normally takes place prior to any content transfer between the two entities.

Capability negotiation is used by the MSE to request the MS’ MExE capabilities, to which a response may be returned by the MExE MS.  Information is normally requested by the MSE and supplied by the MExE MS, however the MExE MS may also be informed by the MSE of its current view of the MExE MS’s capabilities.  The MExE MS may also spontaneously inform the MSE of its capabilities without initially being requested to send them (i.e. following a change in MExE support, such as removal of MExE MS from a docking station with its keyboard, mouse and monitor).  The characteristics which may be requested and transferred between the MExE MS and the MSE during the capability negotiation are identified in subclause 4.4.1 Capability negotiation characteristics.

· Content negotiation

Content negotiation represents the means by which the MExE MS and the MSE inform each other of the requested and available form of content. If needed, the content negotiation may take place following capability negotiation between the two. The methods for content negotiation are the basic HTTP1.1. or WSP methods explained in [9] and [6].

Content negotiation is used to select the best representation of an entity when there are multiple representations of the entity available from the MSE.  The entity (e.g. a service, an image, etc) is located behind a URI, and the application in the MExE MS connects to the URI by using HTTP/1.1 or an HTTP/1.1 derived protocol. The best representation of an entity can be decided by the server (server-driven negotiation) or by the client application (agent-driven negotiation).

Both the capability and the content negotiation has the same purpose: to optimize the content according to client´s capabilities. The term "content negotiation" has been used e.g. in the HTTP specification and the HTTP 1.1. and the WSP contain headers to perform the content negotiation. However, the capability negotiation in MexE aims at extensing the basic HTTP and WSP methods for content negotiation. MexE terminal is free to use both the existing HTTP/WSP content negotiation methods and the new MexE capability negotiation methods.

The content negotiation transferred between the MExE MS and the MSE is identified in subclause 4.4.2 Client Capability Report onwards.

4.4.1
Capability negotiation characteristics

Method for capability negotiation is based on the CC/PP specification made by W3C, [16]. The properties and the actual schema is based on the WAP Uaprof group specification [17]. The Composite Capability/ Preferences Profiles framework is intended to provide an efficient mechanism for enabling enhanced content and service negotiation through a standardized format for user agent profiles. The use of Resource Description Framework (RDF) in CC/PP allows for interoperable encoding of the profile metadata in XML and supports multiple vocabularies to provide for future extensibility. WAP UAProf is based on the CC/PP framework. The purpose of the Uaprof is to specify 

· an RDF based schema and vocabulary for CC/PP in the context of WAP UAProf that includes the class definitions and semantics of attributes described in a user agent profile, and 

· guidelines for schema extensibility to support a composite profile that enables future additions to the vocabulary and schema.
Not all capabilities have to be reported in the reqeust to the server but instead, the client may point to an URL where the server may fetch the properties.

The Uaprof group will devide the properties into 5 different components: hardware profile, software profile, user agent profile, user preferences and network preferences. After the Uaprof group will finalize their work in July, the W3C will take over their work and develop it further.

The generic set of capabilities which may be negotiated between the client and the server consists of the subsequently identified properties in the Uaprof schema, [17].:-

· MexE_Classmark

· MexE-Spec

· Vendor

· Model

· Screensize

· ScreenSizeChar

· ColorCapable

· AudioInputEncoders

· PointingResolution

· Language

· AudioEncoderTypes

· VideoEncoderTypes

· LocationType

· Location

The support of the above characteristics between the MS and the MSE is either mandatory (marked with an M) or optional (marked with an O), as indicated in the Optionality column.  M indicates that it must be sent by that entity, and O indicates that it may be sent by that entity if it supports it.  A characteristic marked as O, does not necessarily require to be supported by the receiving entity.

Generally, the combination of user profile preferences and ME logic will determine the information sent in the capability negotiation from the MExE device to the MExE Service Environment.  As an example, for the support of location information the user’s profile controls  if and when location information may be sent to the MExE Service Environment (e..g. never sent, always sent, only after user confirmation).

The capability negotiation process shall be used by the client to permit transfer of capabilities from the client to the server.  By transferring its capabilities, the client will support efficient use of resources both over the radio interface as well as in the client or server.  Capability negotiation shall performed prior to transfer over the radio interface to verify as far as possible the ability of the client to support any services to be downloaded.

In order to transfer the capability information between the MExE MS and the MSE, CC/PP method is used with the schema defined in the WAP Uaprof working group.  

4.4.2 CC/PP over WSP (Classmark1)

In Classmark 1 the CC/PP is carried over by using CC/PP over WSP, [17].

4.4.3. CC/PP over HTTP (Classmark2)

In Classmark 2 the CC/PP is carried over by using CC/PP over HTTP, [15] or CC/PP over WSP, [17].

4.4.4
Client Content Capability Report

The client may perform content negotiation capabilities to the server by using appropriate HTTP1.1 or WSP request headers. The following methods are available for content negotiation: 

Client software (product): User-Agent header

MIME media types: Accept header

Character set: Accept-Charset header

Content encoding: Accept-Encoding header

Language: Accept-Language header

There is no need for MExE to specify any tokens for content negotiation, as these headers are already defined in HTTP and WSP.  The formats for these headers are specified in [9] and [6].

Example:

The following HTTP request reports that the name of client software is "GSM-Phone" version "1.0". The client accepts both compiled WML and compiled WMLScript, and supports both the English and Swedish as languages.

GET / HTTP/1.1

Host: www.company.com

User-Agent: GSM-Phone/1.0

Accept: application/x-wap.wmlc, application/x-wap.wmlscriptc

Accept-Language: en, sv

...

The basic format of the User-Agent: header is:  User-Agent: software-name/version. A comment can be attached enclosed in parentheses to give more specific information. For example, operating system, display size, supported software extensions, script libraries, etc. The format of the comment is, however, not specified in [9]. 

4.4.5
Server role in capability negotiation

The server may request the capabilities of a client whenever required, and shall enquire of the client’s capabilities prior to making each transaction resulting in a set of transfers to the client; the characteristics which may be reported in the client capability report are identified in the list above.  

In server-driven negotiation the server signals to the client that the response entity was selected from a set of available representation. To do this, the server attaches the Vary: response header in the response to the client. The Vary: header includes a list of request headers. For example:

HTTP/1.1 200 OK

Vary: User-Agent, Accept-Language

Content-type: application/x-wap.wmlc

Content-language: en

...

Indicates that the entity is available for multiple languages and user-agents. The selected entity is the English version.

4.4.6
Client-driven Negotiation

If the server cannot specify an optimal version for the client basing on the CC/PP sent over to the server, the server may also indicate to client which type of versions are available and let the client make the decision. This method is already available in HTTP1.1. In client-driven negotiation the client selects the best representation after having received an initial response from the server. The response from the server is a 300 Multiple Choices response and contains a list of available representations. The selection of the available representations may be done automatically by the client application or by the (human) user from a menu.

It is noted that there is an implicit overhead of (at least) one additional round-trip delay with client-driven negotiation.  The client-driven negotiation will always require an additional request/response iteration, due to the fact that the initial response from the server to the client’s initial request may be a 300 Multiple choices response, or an equivalent presentation of available choices.   After the user has selected one of the available options, the client sends the request for the actual content to the server.

The server recognises that it has several versions and/or formats of the client’s requested document, and thus issues a 300 multiple choices response to the client.  The response includes a list (here: a .html-document) describing the available formats. This list of available formats is displayed to the user who selects one, and the user-agent then requests the selected document from the server in a second request/response iteration.  Note (as shown in this example), that the server can optionally include its preferred or suggested representation (e.g. the one it deems most appropriate for that particular user-agent) in the Location field.  A user-agent can use this to perform an automatic redirection if it chooses not to display the obtained document to the user, in which case this method falls back to server-driven negotiation):

HTTP/1.1 300 Multiple Choices

Content-type: text/html

Location: /late_works/sunflowers/14sunflowers_midres.gif

<html>

<head>

...

</head>

<body>

<b>We have several versions and formats of the requested painting available - please select:</b>

<br>

icon size (30x20):

<a href="14sunflowers_icon.gif">GIF-format</a>,

<a href="14sunflowers_icon.bmp">bitmap-format (Windows)</a>.

<br>

low resolution (200x300):

<a href="14sunflowers_lowres.gif">GIF-format</a>,

<a href="14sunflowers_lowres.jpg">JPEG-format</a>.

<br>

medium resolution (400x600):

<a href="14sunflowers_midres.gif">GIF-format</a>,

<a href="14sunflowers_midres.jpg">JPEG-format</a>.

<br>

high resolution (800x1200):

<a href="14sunflowers_highres.gif">GIF-format</a>,

<a href="14sunflowers_highres.jpg">JPEG-format</a>.

<br>

super-high resolution (1200x1600):

<a href="14sunflowers_shighres.gif">GIF-format</a>,

<a href="14sunflowers_shighres.jpg">JPEG-format</a>.

</body>

</html>

...

Editor’s note: RFC 2068 states that "the server SHOULD include an entity containing the list of resource characteristics and location(s) from which the user or the user-agent can choose the one most appropriate".  The RFC does not state, how a user(-agent) could possible select any format, if the server does NOT send any such further indication about available formats...).

However, the RFC does not name or describe any specific format, in which such a list should be transferred, but rather notes that "the (list) entity format is specified by the media type given in the Content-type header field".  As there appears to be no special "format-list" media-type, the typical format for such a list is probably a simple .html-document describing the miscellaneous format choices (as shown in the above example).  The document can be displayed to the user, and the user then picks the desired format by clicking on one of the embedded hyper-links.

While it is very easy to implement this "carbon-supported" selection mechanism in a Web-browser, the possibility to select the correct format automatically is drastically limited, because the browser does not have any semantic understanding of the kind and attributes of the document versions listed in the .html document.  The RFC authors were probably quite aware of this limitation as they also noted "However, this specification does not define any standard for such automatic selection.". They probably expect(ed) that such a list format will be specified in another document.

In the absence of any such standardisation activities, it will probably be necessary to standardise such an attribute-list format so that MExE-user-agents can "understand" and automatically select from the list, such that automatic content format selection (not to speak of other capability negotiation issues...) may be enabled.

Editor’s note: Final two paragraphs of the above editorial note requires to be reconsidered and preferably deleted, and the editorial note converted into main text.

4.5
User profile

The user profile (which may consist of one or more user profiles for a user) contains the characterisation of the MExE MS as defined by the user and service provider. Further, it is also possible for multiple users of a MExE MS to each have their own user profiles.  The user profile is not unique to the MExE MS, and this clause identifies the usage and content of the user profile from a MExE perspective only, and does not identify the generic support of user profiles in general.  Refer to UMTS 22.01 [14] for further details on the user profile.

4.5.1
Location of, access to, and security of, the user profile

As multiple user profiles may be defined, the user is able to set up or receive calls/connections associated with different user profiles simultaneously by securely activating a user profile (with each user profile being associated with at least one unique address).  Refer to the Security clause for further details on user profile activation.

The user’s characterisation of the MExE MS in the user profile may be modified at any time by the user and the service provider, and changes affected at the earliest possible opportunity. Refer to the Security clause for further details of user and service provider modification of a user profile.

The security clause shall apply to all user profiles at all times, whether activated or not

The user profile is securely managed by the MExE MS as defined in the Security clause, and stored in a secure area of the MExE MS (either SIM or ME).  The service provider may also retain parts of the user profile in the network.

The support of more than one user profile is not mandatory.

4.5.2

User profile and capability negotiation relationship

The user profile contains the user preferences. Support of the user preferences will depend on the capabilities of the device.  If the capabilities change, then the degree of support of the user preferences may change too.

The capability negotiation between the MExE terminal and the MSE contains those user preferences which the device is able to support.

By this way the MSE will serve a  MExE terminal with the lowest common denominator of the users preferences, the terminal capabilities and the provided service characteristics and support the user preferences to the maximum degree.
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Figure 3: Model of user profile and capability relationship

4.5.3
Characteristics of the user profile

The user profile acts as a repository (which is always available in the MExE MS) defining the MExE MS behaviour, identifying one or more of the following:-


ME specific 
Location(s)
Description

user interface 


Refer to sub-clause 4.6 User interface customisation for details of the specific user interface customisation characterisation which may be stored in the user profile

Background


colour


pattern/image




Font


type


colour


size




interfaces


softkey definition


additional menu items


enabled/disabled extended menus

icon settings









country


language


date


time


currency




Modify supplementary services settings (i.e. diversion, times)
?

?

Modify phone settings


ringer tone/vibrate


enabling SIM Lock


Keypad Lock









Preferences


03.57, section 4.4.1

”Support of the user profile preferences is subject to the capabilities of the device. Generally the combination of user profile preferences and ME logic will determine the information sent in the capability negotiation from the MExE device to MSE.”

terminal properties


language in which the user wishes to work


preferred input mode


amount of memory authorised by the user for MExE




data transfer


prioritised list of preferred bearers, e.g. SMS, USSD, GPRS


maximum size of transfer


maximum duration of transfer


transfer of location information


transfer of the user profile or parts of it


may, or may not be, sent to the MSE
could be shifted in Security section

could be shifted in Security section

codecs


prioritised list of preferred audio codecs


prioritised list of preferred image codecs


prioritised list of preferred video codecs


prioritised list of preferred multimedia codecs 









Service Management


Refer to sub-clauses 4.5, 4.7.1, 4.7.2

controls the ability to determine which services are transferred to, resident, configured or executing on the MS, which may be refined by use of one or more of the following characteristics:

identified  security level

specific permitted services

types of permitted services

date or times for actions

priorities of services
and identifies service preferences which may be set

globally for all services

per security level

on a per service basis

and may be identified at installation of the service, or be subsequently modified.

transfer of services




automatic configuration




execution of services




residence on the MExE MS




personalisation of services



02.57, section 6.1

for further details see section VHE of this table






Security


For each application installed on the MExE MS:

· Application name (for use in identifying applications to the user)

· Application identifier (for use in identifying applications to the network operator and for use in determining the permissions applications have been granted within the terminal.  A secure identification method is required.)

· Security level

· Source of application (for levels 1-3 only, given in certificate used to verify the application)

· Identifier of certificate used to verify the application (for level 1-3 only)

· Specific actions for which the user has given permission, and type of permission (one-shot, session, blanket, see clause 9.1 for details)

Whether or not applications can configure automatically (see clause 4.7.1)






Network event journal


status of the optional network event journal which is used to maintain a record of application initiated network events (i.e. activated/deactivated)









Miscellaneous






phonebook entry


03.57, section 4.6

Redirect


voicemail box number


fax-mail box number




reset call meters


03.57, section 4.6






Classmark 1 specific Entries









Classmark 2 specific Entries




WAP browser 


pre-installed browser overwrite on upgrade


location of user preferred WAP browser


applicable to MExE classmark 2 






VHE


TS 22.xx :Provision of Services in UMTS – The Virtual Home Environment (Tdoc SMG1 825/98)

for each VHE profile: 


Incoming session routing address




for each service within one VHE profile:


service state


service appearance


service appearance customisation parameters


service functionality customisation parameters 


service data


e.g. activate/deactivate/not available

e.g. level of functionality complexity

e.g. forwarded-to numbers

The above list is not exhaustive.  Support of the user profile preferences is subject to the capabilities of the device.

4.6
User interface customisation

The MS interface consists of the buttons, menus, screens and MMI as designed and provided by the MS manufacturer; the nature of this MS interface is naturally evolving, MS specific and proprietary to the individual manufacturers of the industry.  This interface is the one normally seen by the user in normal operation of his MS.  This specification does not place any requirements or limitations on the individual manufacturers’ MS interface.  

The MExE MMI, in turn, is the interface available to the user to support MExE services and functionality on the MS.  The nature of the MExE MMI interface, like the normal MS interface described above, is not standardised in any way, to allow for manufacturer innovation, cater for evolving market needs, and permit manufacturer differentiation.  The MExE MMI, depending on different manufacturer implementations, may consist of the normal MS interface, the normal MS interface with modifications, a different interface to the normal MS interface, or some combinations thereof etc.  MExE services operate within, and using the capabilities of, the MExE MMI.

User interface customisation consists of two parts.  The first part refers to the user’s ability to request, and verify, the preferred changes to the user interface; thus the user’s preferences, as supported by the specific MS, require to be recorded.  The second part refers to the MExE MS’s support of the user’s preferences for the interface, wihtin the capabilities of an MS.  By defining the user interface customisation to consist of two stages, the preferences which have been recorded by the user may be transferred (as part of the user profile), and thereby provide protability of the user’s preferences.

4.6.1
MExE user interface customisation

Customisation of the user interface offers the MExE Service Environment and or the user, the ability to inform the MExE MS of the desired extent of customisation.  All support of the user interface customisation is optional, not mandatory on any class of MS, and subject to the capabilities of the MS.  Depending on the capability of the MS, the customisation may be fully supported, partially supported, interpreted or ignored.

Customisation of the user interface is not restricted to the modifying the appearance of the MMI, but also the modification of MMI parameters (e.g. programming of the voicemail number).  The user’s customisation of the interface is retained as part of the user profile.

The MExE Service Environment, and or the user, defines the level of customisation requirement via the form of customisation tokens, and each token uniquely identifies a customisation characteristic.  The MExE MS in turn determines the level of customisation from the tokens, and subject to the capabilities of the terminal, may or may not support the required customisation. The customisation tokens are defined in table 2.

Access to the different characteristics of the user interface customisation is subject to the security levels which also apply to MExE services.  Direct user customisation is considered to be equivalent to a security level 3 MExE service.

4.6.2
User interface customisation tokens

To support the user customisation of the interface, and portability of the preferences, table 2 defines the customisation tokens.



Security Domain

Token
User Interface Customisation
Operator
User-trusted

Logo
Modify service provider logo
O
-

Custom-services
Enable/disable network operator custom services
O
-

Background
Modify background colour
-
O

Font-colour
Modify font colour
-
O

Font-size
Modify font size
-
O

Icon
Add/modify icon
-
O

Menu-modify
Add/remove menu item
-
O

Menu-activation
Enable/disable menu item
-
O

Softkey
Softkey definition
-
O

Phonebook
Add/modify phonebook entry
-
O

Language
Preferred language
-
O

Input-mode
Preferred input mode
-
O

Supplementary-Services
Modify supplementary services settings (i.e. diversion, times)
-
O

Voicemail
Add/modify voicemail number
-
O

Phone-settings
Modify phone settings (i.e. ringer tone/vibrate, enabling SIM Lock, Keypad Lock etc.)
-
O

Extended-menus
Enable/Disable extended menus
-
O

Meters
Reset call meters
-
O

Add-char
Additional characteristics
-
O

Add-info
Additional Information
-
O

Table 2: User interface customisation
Legend:-

M
the user interface customisation is mandatory and supported by the MS

O 
the user interface customisation is optionally supported by the MS, and subject to the capabilities of the terminal.  If supported by the MS, the extent of support of the user interface customisation is purely within the manufacturer’s discretion

-
the user interface customisation is not supported by the MS

4.7
Management of services

The MExE ME  shall be capable of supporting services in a standard (WAP or Java) execution environment independently of the MExE ME manufacturer.   Management of services provides the user with the capability to 

· discover services

· configure services 

· control the transfer and execution of services

· terminate or suspend executing services

on his MExE MS.

4.7.1 Service discovery

A MExE user is able to request (or be informed about), the range of MExE services available from the MExE server to which it is connected.  Support for the request, and transfer, of information on MExE services from the MExE server is primarily provided by the use of the capability negotiation mechanism.

All services available in the network continue to be available to the user, in addition to MExE services.

An example of an alternative means of possibly receiving information on MExE services, is the use of an application on the MExE MS which the user interrogates to provide services information (from various sources), and which in turn then obtains such information and presents it to the user.  Such an example is not subject to standardisation.

4.7.2
Service configuration

The user controls whether a service transferred to the MExE MS is also automatically configured in the MS.  Configuration of a service may result in changes to user interface using icons, browsers or menus as applicable depending on the capability of the MExE MS to support them.  The service name may be contained in the package in which it was received (i.e. a JAR file or script), assigned by the user during configuration, or some other means.  If service automatic configuration is enabled, the user is notified of the automatic service configuration once it is completed.

In the event that there is no authorisation for the automatic configuration of a transferred service, the user is notified that it was not configured.

The user controls which services may be automatically configured.

Subsequent user modification of a service’s configuration (e.g. by modification of use profile settings) shall take effect at the earliest possible opportunity thereafter.

4.7.3
Service management

The MExE MS shall support the ability to determine which services are transferred to, resident, configured or executing on the MS.  The information relating to the services includes (as a minimum) the name and version.

The user controls which services are permitted or denied to be transferred , resident, configured or executing on the MExE MS via the user profile.  The user profile permits characteristics such as security level, identification of specific services etc. to manage services on the MExE MS.

4.7.4
Service termination

A service may terminate by itself, or be terminated by the provider of the service or by the user. The user is in charge of the service, except when the service provider may appropriately control the service as part of user support.

The mechanism for terminating a service is out of scope of standardisation and shall be provided on a service by service basis by the provider of the service.

4.7.5
Service deletion

A service may be deleted (i.e. removed) from the MExE with the authorisation of the user.  The deletion may be initiated by the authoriser of the service or by the user..

4.8
Virtual Home Environment

Virtual Home Environment (VHE) (see [11] and [12]) is defined as a concept for personalised service portability across network boundaries and between terminals.  MExE is identified by VHE as one of the mechanisms which may be used to support VHE. 

VHE presents the same look and feel depending on the capabilities of the serving network and the capabilities of the terminal in use, with any limitations in the terminal being indicated to the user when the terminal is changed.  Services that are available/unavailable will be displayed in a way that is familiar to the user no matter what class of terminal is used.  

With the general ability of the MExE requirements and functionality to support VHE requirements, MExE shall support the Virtual Home Environment system concept.

The characteristics of the VHE (to reflect any user or home environment modification of the user’s VHE) shall be stored as part of the user profile.  Access and modification of the user profile to support:-

· identification of subscribed services

· service personalisation.

· user interface personalisation

shall be supported by the MExE APIs.  

4.9
User control of application connections

This sub-clause addresses the generic aspects of connection control supported by both WAP and Java classmark MExE MSs.

In order to allow the user to maintain control over connections on his MExE MS and the ability to initiate connections, the user shall be able to terminate or suspend any active connection associated with an application in the MExE environment of the MExE MS.  The user shall be able to obtain information on all connections associated with applications on the MExE MS.  Behaviour of the application following termination or suspension of its connection is undefined.

The specific support of connection control by WAP and Java classmark MExE MSs is identified in subsequent sub-clauses, the security aspects of connection control are identified in the security sub-clause, and the user control of connection authorisation is identified in the user profile sub-clause.

4.10
Journalling of network events

To support the user in monitoring and maintaining a record of (potentially chargeable) network events initiated by services in the MExE environment, it shall be possible for the user to request the MExE MS to maintain a record of network events initiated by services on the MExE MS.  Support of such journalling is mandatory.  

Network events for the purposes of journalling, are defined as events which result in the origination of voice or data connections by a service in the MExE environment of the MExE MS. Examples of such events are:-

· Sending an SMS message

· Sending an USSD message

· Initiating a circuit switched connection

· Initiating a packet switched connection

· Sending data over a packet switched connection

Editor’s note: the above list requires to be refined to more accurately define the events which shall be recorded in the journal.

The above list is not exhaustive, but includes any (potentially chargeable) network event initiated by services in the MExE environment.

The user shall be able to activate and deactivate the journalling of network events via the user profile.  The length, format and longevity of the journal is undefined and subject to manufacturers’ discretion.

The journal shall be managed by the ME, and not be accessible by MExE executables.

4.10.1

Journalling Requirements

The terminal shall support the logging of network events. The user shall determine whether logging is in operation or not and the events that are logged.  The size and format of the log is not the subject of specification.

4.11

User Notification

It is recommended that the device should clearly display an indicator whenever network activity is in progress.

Ideally, this would be an icon on the phone's screen which is displayed whenever the device is sending/receiving SMS, USSD, data call, voice call, or packets.

However, there are certain cases when this indicator need not be displayed, especially if it is obvious by some other means that the device is performing network actions. 

5
WAP MExE devices

WAP MExE devices shall be based on the WAP specifications [6].  In addition to these base specifications in [6], further developments made in the WAP specifications shall form part of this MExE specification.

WAP MExE devices shall implement the WAP version as specified in reference [6], or a later version, under the condition that the version of WAP is backward compatible with the version specified in reference [6].

The existing WAP specification covers security, creation and transfer of WAP executables and content, access, and execution. 

5.1
High level architecture

The WAP architecture provides a scaleable and extensible environment for application development for mobile communication devices. This is achieved through a layered design of the entire protocol stack. 

 The key features of WAP include:

· Markup language (WML) and a script language (WMLScript) designed to create applications on the small displays of handheld devices. WML does not assume a QWERTY keyboard and a mouse is available for user input. Unlike the flat structure of HTML documents, WML documents are divided into a set of well defined units of user interactions. One unit of interaction is called a card, and services are created by letting the user navigate back and forth between cards from one or several WML documents. WML has a smaller set of markup tags that makes it more appropriate to implement in handheld devices, than, say, HTML. 

· Light-weight protocol stack to minimize the required bandwidth and to guarantee that a maximum number of wireless network types can run WAP applications. For example, GSM SMS/USSD, circuit switched data (CSD), and GPRS. 

· A framework for Wireless Telephony Applications (WTA) allows access to telephony functionality such as call control, phone book and messaging from within WMLScript scripts. This allows operators to develop telephony applications integrated into WML/WMLScript services. 

Since WAP is based on a scalable layered architecture, each layer can develop independently of the others. This makes it possible to switch onto new bearers, to use new transport protocols, without major changes in the other layers.

5.2
Optionality

Mandatory and optional components of WAP are specified in the WAP specifications. Services and applications shall be able to determine the presence of optional parts of the functionality.

5.3
Capability negotiation

Editor‘s note: WAP Forum working on new mechanism; input awaited.

5.4
Content negotiation

Editor‘s note: WAP Forum working on new mechanism; input awaited.

5.5
Call control

WAP telephony services are written in WML and WMLScript. The WAP Telephony API (WTAI) exposes telephony functions to service authors as a set of libraries. The WTAI function libraries can be accessed from WML as URIs, and from WMLScript as script functions. The following libraries have been specified:

Public library
This includes functions that are available in all networks, and can be provided by any third party service provider; and not only the network operator. The user must acknowledge the function before it is carried out. One function has been specified. It can be used to initiate a mobile originated call. 

Network Common library
This includes functions that are available in all networks, and can be provided only by the network operator. Functions for advanced call control, accessing the phonebook, and sending and reading network text (SMS) have been specified.

Network Specific library
Functions that are only available in certain types of networks, and can be provided only by the network operator. For GSM, functions for call reject, call hold, call transfer, and multiparty have been specified.

The WML and WMLScript author uses the WTAI libraries to create web services for mobile phones with telephony capabilities. 

Editor’s note: Need to define the mapping to JTAPI mobile.

5.6
Local phonebook
WAP Telephony API (WTAI) is used to access the information stored in the phonebook on the ME or the SIM.  Phonebook entries consist of name, number and identity.  Phonebook entries can be read, written, deleted, and searched for.

5.7
Services
WAP is a general purpose application based on World Wide Web (WWW) technologies and philosophies. Many services can be provided to both WAP clients and traditional WWW clients, from the same server. Services are created based on the same information space. The major difference is the user interface. The user interface of WAP services is realised by the Wireless Markup Language, WML [6], and has a menu tree oriented structure, instead of the traditional flat structure of HTML pages.

Typical WAP services provided to mobile phones may include (this list is not exhaustive):


News


Weather information


Package Tracking


Stocks

Telephony Services


Time Tables


Access to corporate databases 


Sports

5.7.1
User Interface

The user interface of WAP services is realised by the Wireless Markup Language, WML [6]. The script language, WMLScript [6], may be used to enhance the standard browsing and presentation facilities of WML with behavioural capabilities, and to access the device and its peripheral functionality. 

5.7.2
Access Points

Services may be hosted on standard HTTP servers and can be created with proven technologies; CGI, Java Servlets. URLs are used to address services.

The WAP network topology is shown below.
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Figure 4: WAP Network Topology.

Mobile phones access services by sending a request with a URI to the WAP gateway. The URI is used to identify the origin server on which the service is available. The request is sent from the mobile phone by the WAP protocols over one of the available bearer networks. The WAP Gateway is a WAP to HTTP/1.1 proxy that translates the WAP request into an HTTP/1.1 request (from binary form to text). The HTTP/1.1 request is passed on to the server identified by the URI. 

The HTTP server may have multiple access points to various databases and other services available in the infrastructure network. Once the request has been serviced a response is sent back to the WAP Gateway, which in turn translates it into a WAP response (from text to binary form) and sends it down to the mobile phone. 

Note that WAP does not specify anything "behind" the WAP Gateway. However it is assumed that the origin server is an HTTP/1.1 server, and that the WAP Gateway has access to the TCP/IP network on which the origin server is hosted. 

5.7.3
Transferring

 The core of WSP/B [7] is a binary version of the Hypertext Transfer Protocol - HTTP/1.1 [6]. The core function of WSP/B is the same as for HTTP/1.1. A client sends a request to the server using an appropriate request method with a URI and information about the client. The server responds with a status code and possibly (if success) the requested content. 

In addition to the basic HTTP/1.1 function, WSP/B has some functions that can not be found in HTTP/1.1, they are:

Session Establishment and Management
Before a request is sent, the WSP/B client can establish a session with the server. During session establishment the client and server exchange static headers. The header are cached for the duration of the session, thus they need to be sent in every single request within the session. Static headers may be: Accept headers, User-agent header, etc. In addition, capabilities such as supported optional protocol functions, the maximum service data unit the protocol can handle, the maximum number of simultaneasly outstanding requests, supported header code pages, etc. can also be exchanged during session establishment

Header encoding
WSP/B is using a compact binary header encoding to minimise the number of bytes sent over the air.

Asynchronous transactions
WSP/B allows for multiple asynchronous transactions, that is, unordered transactions. 

Transaction Abort
WSP/B support abortion of an outstanding transaction. 

Datagram transport
WSP/B together with the helper protocol Wireless Transaction Protocol, WTP [9], can run over a datagram transport such as SMS or UDP. 

Push
WSP/B support the push of data from server to client. This can be done within and outside of a session. It can be done with and without and acknowledgement from the client. Push of indications down to mobile phones is an essential function many wireless applications. 

5.7.3.1
WSP/B and HTTP/1.1 Proxy Function

The WAP Architecture is a client-proxy-server architecture. The client is typically a mobile phone, the data gateway is the WAP Gateway and the server is the origin server (a standard HTTP server). The WAP Gateway translates the binary WSP/B header into text formatted HTTP/1.1 headers and passes them on to the origin server. In the opposite direction the WAP Gateway translates the text formatted HTTP/1.1 header into binary WSP/B headers. If the WAP Gateway receives a header it does not recognise it simply passes it on as an unknown header. Unknown headers that are not part of the WSP Header Code page are sent in plain text for the client to interpret best it can.

6
Java MExE devices

This Technical Specification defines the minimum components of Java that shall be used to realise a MExE compliant device. The TS also defines, at a functional level, areas not covered in existing Java specifications which are required by MExE. It is intended that Java specification groups will use this specification as a basis for adding MExE specific functionality to the relevant Java specifications.

This TS primarily defines the functions available to a Java-based MExE device such that services (in the form of Java classes) can control such a device in a standardised way.

Java MExE devices shall be based on the Personal Java specification, the device profiles defined by Mobile Network Computer Reference Specification (MNCRS) Working Group 4, and the Enterprise Computer Telephony Forum’s Java Telephony API Specification (JTAPI).

In addition to these existing standards, this TS covers directories, messaging, security, plus service installation, access, and execution. Many aspects of the MExE specification are optional. Services and applications shall be able to determine the presence of optional parts of the functionality.

6.1
High level architecture
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Figure 5: Basic Functional Architecture of Java MExE Device

6.2
High level functions

6.2.1
Optionality

The use of Java encourages development of modular interfaces and minimal required functionality, while additional functionality is provided through optional packages.

Applications may wish to use optional packages that may or may not be present on any given MExE device.

the existence of APIs can be detected in Java via existing Java mechanisms. 

applets and applications can determine whether an interface is available using existing Java mechanisms. (E.g. byusing Class.forName() and catching the ClassNotFound exception)

an applet that attempts to use a non-existent API without using the above technique is terminated

6.2.2
Required and optional APIs

MEXE devices shall provide APIs specified in http://java.sun.com/products/personaljava/spec-1-1/pJavaSpec.html – PersonalJava 1.1.

The PersonalJava 1.1 specification identifies some JDK 1.1 APIs as optional. MExE-compliant devices shall provide these “PersonalJava 1.1-optional” JDK 1.1 APIs:

Editor’s note: Investigate possibility of using Java check to establish if API list is complete.

Java.math – this API provides arbitrary-precision integer arithmetic, useful for security key calculation

Java.security, java.security.interfaces – this API is required to allow applications to discover operations which are disallowed on a particular MEXE device

Editor’s note: MNCRS is investigating use of JDK 1.2 security with PersonalJava 1.1. A final MExE recommendation should take this into account (“for further study”) – an alternative would be to leave the realisation of the security manager implementation dependent in the first release of MExE.

In addition to the PersonalJava 1.1 APIs listed above, MExE devices shall provide the following APIs:

Telephony API (JTAPI) refer to section 6.2.3

Optionally: Messaging API – Java Mail API version 1.0.2 [10], available from http://www. java.sun.com

Optionally: Directory API – Java Naming and Directory Interface (JNDI) version 1.1, available from http://java.sun.com/products/jndi/

Editor’s note: need to detemine which JNDI interface to support, possibility of using Personal JNDI if this avaiable

SmartCard API – OpenCard, available from http://www.opencard.org/index-docs.html.  If the ME supports smartcards other than the SIM, and the smartcard is open to 3rd party applications, then the  opencard.core.terminal section of the OpenCard API shall be used to access the card..

Editor's note: SIM card APIs need investigating.

The following APIs are for further study (in several cases, they are still under development):

Adaptability API

Data Link Control API

Power Management API

Other APIs are under development by relevant Java groups.

It must be noted that the Classmark 2 device may or may not have a pointing device. This is a challenge for the AWT implementation: it may need to emulate a pointing device, but must not alter the AWT API, and the emulation must be completely transparent to application programs.

6.2.3
Call control

Editor's note: The following text will be replaced with text referring to JTAPI mobile call control when it is finalised early in 1999 (and optional and required APIs need to be identified)

MExE Call Control applications use the Java Telephony API (JTAPI) version 1.2. Specifically, MExE devices shall provide implementations of “JTAPI Core” and “JTAPI Call Control”. “JTAPI Core” includes the packages javax.telephony, javax.telephony.capabilities, and javax.telephony.events. 

“JTAPI Call Control” includes the packages javax.telephony.callcontrol, javax.telephony.callcontrol.capabilities, and javax.telephony.callcontrol.events.

Depending on permissions, a service may make and receive both voice and data calls, transfer and conference voice calls, and put voice calls on hold, retrieve a call on hold or clear a call.

Extensions to JTAPI 1.2 are required to support these GSM services:

· Call bearer types (all GSM circuit switched data, fax, emergency)

· Multi-party conferencing

· Reporting call barring

· Supplementary Services, SMS, USSD,UUS

Editor’s Note: These required extensions have been accepted as work items for JTAPI 2.0

GPRS is supported directly via IP. Applications shall use GPRS via the normal Java Sockets interface.

Editor’s Note: Clarification required on the Java Sockets for GPRS:

Editor's note: JTAPI mobile will soon be available. JTAPI mobile is a more mobile phone specific API than JTAPI 1.2. JTAPI mobile references parts of JTAPI, but does not require all of it, especially the parts which are not really applicable for a mobile phone. As soon as JTAPI mobile is finalised, evaluated and accepted, then the optional and mandatory parts of JTAPI mobile should be noted in this section.

6.2.4
Local phonebook
The Phonebook is a dataset of personal or entity attributes. The minimum content is a set of name and number pairs as supported by the current GSM SIM. The vCard 2.1 specification allows for extensions in attribute types. A MExE device can have more than one phonebook database. It is not limited to the SIM, and could even have access to a phonebook on the ME or in a remote database. The user can control the location of the phonebook.

vCard 2.1 attributes are mandatory for the attribute types of the phonebook. 

6.2.5
Message filtering

an application or applet can include a message filtering class that may be passed specific messages.

the filter can then decide what to do with it: typical actions are to place the message in the message centre or to store the data in the file system for future use, forward the message, delete it etc.

"Filtering" means, for example, that an applet may be transferred (remaining in memory) and receives an event whenever a new "smart" SMS arrives. It can then "consume" the SMS without presenting it to the user; this would enable programme-to-programme messaging using SMS as a bearer.

6.2.6
Mandated Services and Applications

To provide backward compatibility to MExE classmark 1, i.e. allow access to services designed for MExE classmark 1 devices, classmark 2 devices must feature a pre-installed or pre-loaded WAP browser that is capable of rendering at least the following content formats:

· tokenized WML documents (“WML decks”)

· WMLscript bytecode

Other WML formats (such as textual WML documents or textual WMLscripts) are optional.

The pre-installed/pre-loaded WAP browser may be upgraded, replaced or extended by transferring, a replacement, extension or plug-in mechanism to the MS.  Depending on user preferences identified in the user profile and the terminal capabilities, the pre-installed or pre-loaded WAP browser may be overwritten or the new browser stored in a different location.

Editor’s Note: the security implications of upgrading browser requires to be further elaboratedSupport for the WAP protocol stack is optional. For low-bandwidth bearers (such as SMS or USSD), however, the WAP protocol stack is recommended (see section 5.7.3).

6.2.7
Access points

an “access point” is a data call terminating Global Title or IP address which provides an Internet Service Provider (ISP) interface to the MS

the ISP must provide the Internet protocols: PPP, IP, TCP and UDP allowing existing application protocols (HTTP, DHCP, etc) and future protocols to be used

there can be more than one access point available to an MS and active at any one time

services are specific to one or more access points

6.2.7.1
Transferring

Editor‘s Note: Need proposal for making this a generic section with WAP

Editor‘s Note: require to identify support for downloading to a SIM card

Editor‘s Note: require to identify support for the envelopping of SIM data

Editor‘s Note: how are WAP “applications” transferred ?

applications, applets and content are packaged into Java Archive (JAR) files that include their name, code, icon, filters, and security certificates

The MS shall support the HTTP/TCP/IP protocols for transfer of services, and the MS may support other protocols for transfer of services

it is permissible, but not required, to stop a service in order to transfer a new version of the service

services must be version-controlled, to allow identification of outdated versions of the service on the MS

HTTP transparent content negotiation facilities shall be used to accomplish version control

MExE service providers may identify “preferred” versions of services, and transfer the preferred version of a service when no specific version is requested

MExE service providers shall transfer any supported version of a service when a specific version is requested

transfer of services is performed in a bearer-independent manner, so that any supported bearer can be used to transfer services

some bearers are very low-speed. MExE service providers may wish to provide pre-loaded services in order to avoid long transfer times, or to provide higher-bandwidth bearers in anticipation of service transfers. If the subscriber is willing to wait, however, any supported bearer shall successfully transfer services over the air interface upon request.

a physical connector may be provided to avoid long over-the-air service transfer times. Such a physical connector is optional and outside the scope of this standard. 

Content applications and applets transferred via means other than the radio interface shall be subject to the same security procedures as if transferred via the radio interface.

6.2.8
Execution

A service may execute on the MExE Classmark 2 MS as subsequently clarified:-

a service may execute on the MS

a service must be started by the user, either directly or via a time or event scheduling mechanism. 

depending on permissions, the service may have access to all or partial Personal Java, MNCRS, and JTAPI APIs. 

Editor‘s Note: Need to define framework for which APIs will be available.

depending on permissions, the service may have access to all or partial directory, message centre, and message filtering APIs. 

Editor’s Note: MNCRS is considering use of JDK 1.2 Security mechanisms to allow applications to check the permissions they have available on any given MexE device.

a WAP service in a MExE Classmark 2 MS shall execute in the same manner as it executes in a MExE classmark 1 MS

It shall make it possible to start an application just by uniquely identifying the application.

7
Charging

7.1
Generic charging support

7.2
WAP charging support

The WAP protocol suite in [6], with upgrades as identified in this specification, does not specify mechanisms for charging (e.g. charging records) or subscription management. WAP is bearer independent and is running as an application on top of the bearer network. However the WAP architecture suggests that appropriate charging information can be collected in the WAP Gateway; the point of convergence for all WAP traffic. 

The standard GSM charging records contain information sufficient to associate SMS and USSD messages with a subscriber, see GSM 12.05. 

WAP support the concept of a session. A session is established between the mobile and the WAP Gateway. The duration of a session can be days, weeks or even months. The session can be associated with a particular subscription in the WAP Gateway. The WAP security protocol can be used for authentication of the subscriber.

7.3
Java charging support

Means of identifying users

Relating users to a subscription

Editor’s note – the IETF way of doing this would be based on RADIUS, which allows IETF ROAMOPS-style inter-carrier roaming

8
Security

8.1

Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is 

· a framework of permissions which defines the permissions transferred MExE executables have within the MExE

· the secure storage of these permissions (and permission type as defined in clause 8.3) in the user profile

· conditions within the execution environment that ensure that MExE executables can only perform actions for which they have permission.

The MExE permissions framework is defined in TS GSM 02.57 and is as follows (there is no implied hierarchy):

MExE Security Operator Domain (MExE executables authorised by the HPLMN operator);

MExE Security Manufacturer Domain (MExE executables authorised by the terminal manufacturer);

MExE Security User-trusted Domain (trusted MExE executables authorised by third parties);

Untrusted MExE executables are not in a specific domain, and have very reduced privileges as described in section 8.2
8.2

Application Permissions

The following table specifies the permissions of each security level.

User Permission is required for all actions by MExE executables in all domains.  Types of user permission are defined in clause 8.3


MExE Security Domains


Actions

Operator
Manufacturer
User-trusted


User Untrusted



1.
Read file

2.
Write file

3.
Get file information

4.
Delete file
Yes 2

Yes 3, 4


Install native code libraries
No
Yes
No

1.
Initiate a voice/data connection 5
2.
Accept a voice/data connection 5
3.
Intercept an incoming voice/data connection 5
Yes


No

Call forward
Yes
No
Yes 6
No

1.
Terminate an existing connection

2.
Hold an existing connection

3.
Resume an existing connection
Yes
No

Modification of user invoked connection
Yes
No

1.
Add a phonebook entry

2.
Delete a phonebook entry

3.
Get a phonebook entry

4.
Modify a phonebook entry
Yes
No

Send an SMS
Yes
No

Add an application or applet
Yes
No

Delete a saved application or applet
Yes
Yes 7
No

1.
Add a certificate for a given domain

2.
Delete a certificate for a given domain

3.
Replace a certificate for a given domain
Yes 8
No

Audio access (e.g. wake-up service)
Yes
No

HTTP Cache manipulation
Yes
No

Get IMEI
Yes
No

Location Information
Yes
No
Yes
No

1.
Activate a user profile

2.
Modify a user profile
Yes
No

Legend for above footnotes:- 

2 - Except in user pre-specified directories. This list can only be modified by the user.

3 - Only in application/applet’s own directory

4 - Restriction may be required on space allocated to write

5 - A network connection may be via any supported bearer service

6 - To pre-defined numbers in the user profile

7 - Only in pre-specified directory

8 - Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate

Table 3: Security domains and actions

8.3

User Permission Types

The term “user permission” is defined to mean that the user can give permission for a specific action in one of the ways defined in Table 4.  Blanket permission and oneshot permission are mandatory, and session permission is optional.


User Permissions

Permission Type
Description
Invocation
Revocation

blanket permission
The user gives blanket permission to the application for the specified action, and the application subsequently uses the user’s original permission for the identified subsequent actions whenever the application is running.
Typically such permission would be given at application configuration or run time.
The blanket permission may be revoked by the user at any time.  The user permission no longer applies once the application has been removed.

session permission
The user gives permission to the application for the specified action during a specific run time session of an application, and the application subsequently uses the user’s  permission for the identified subsequent actions whilst the application session is still running.
Typically such permission would be given at application run time.
The session permission may be revoked by the user at any time.  The user permission no longer applies once the application run time session has terminated.



one-shot permission
The user gives a single permission to the application for the specified action; if the application subsequently wishes to repeat the action it must again request the user’s  permission for the identified subsequent action.
Typically such permission would be given at application run time.
The user permission no longer applies once the action has terminated.

Table 4: User Permissions

Editor’s note: the consequences of upgrading of the WAP browser requires to be further elaborated.

8.4

Operator Certificate

The MS shall support secure storage for an operator root certificate. This certificate is a root certificate either from the operator, or from a CA implicitly trusted by the operator. The ME will get the operator certificate from the secure area every time it needs to verify a signature, rather than cache the certificate for use in subsequent verifications.

If the MS does not contain a valid operator certificate, then the certificate chain to applications previously executing in the Operator Domain will be invalid, and they will become "untrusted".

Optionally, the operator certificates may have a corresponding disaster-recovery key stored in the MS, enabling the operator to use a secure mechanism (involving the disaster-recovery key) to replace the certificate.

Editor's note: WAP certification may be appropriate technologies, but currently the methods are not available for this. This section is incomplete until WAP certification specification is completed.

8.5

Manufacturer Certificate

The ME shall contain a manufacturer root certificate. This certificate is a root certificate from the manufacturer of the same device, or from a CA implicitly trusted by the manufacturer of the same device. 

If the ME does not contain a valid manufacturer certificate, then the certificate chain to applications previously executing in the Manufacturer Domain will be invalid, and they will become "untrusted".

The Manufacturer shall put a root certificate and its corresponding optional disaster-recovery key in the device at the time of manufacture, and use a proprietary secure mechanism (e.g. using the disaster-recovery key) to replace the certificate. 

8.6

User-trusted Certificate

The ME may contain root certificate(s) from CA(s) implicitly trusted by the user. The user will be able to securely install (using a secure transport) or remove these certificates at any time using a system administrative tool. The user has full control over the root certificates in the user-trusted domain.

The Manufacturer may at its discretion, securely install (using a secure transport) User-trusted root certificate(s) on behalf of the user, e.g. at the time of manufacture.

Editor's note: More work is required to specify the secure transport used when installing certificates. E.g. an existing certificate should be used to verify the secure transport used to download new certificates. A server should provide a secure transport for downloading any root certificate from any source.

If a User-trusted certificate is deleted or becomes invalid, then the certificate chain to applications previously executing in the User-trusted Domain certified by that certificate will become "untrusted".

8.7

Certification and Authorisation Architecture

In order to enforce the MExE security framework a MExE capable MS is required to operate an authentication mechanism for verifying downloaded MExE executables.  A successful authentication will result in the MExE executable being trusted; and able to be executed in a security domain (as determined by the root certificate of its certification tree).  

As the MExE MS may want to authenticate content from many sources, a public key based solution is appropriate.  Before trusting MExE executables, the MExE MS will therefore check that the MExE executable was signed with a private key, for which the MExE MS has the corresponding public key.  The corresponding public key held in the MS must either be a root public key (securely installed in the MS, say at manufacture) or a key provided in a certificate.  The MExE MS must be able to verify this certificate, i.e. have the public key (as a root key or in a certificate) corresponding to the private key used to sign the certificate.  A certificate chain is therefore envisaged.

The requirements on authorisation and certification are given in clause 8.7.1. An example authorisation and certification process is described in clause 8.7.2.

8.7.1

Certification Requirements

A MExE MS cannot verify certified MExE executables of a particular domain unless it has a root certificate for that particular domain.

Root certificates shall be securely installed in the MExE MS, say, at manufacture.  

It is recommended that a “disaster recovery” root certificate be securely installed on the terminal, to be used to install new root certificates when all other root certificates on the terminal are invalid.

User-trusted Domain root certificates will typically be installed along with and integrated into the MExE ME browser, as is done for PC-based browsers.

A MExE executable can only be verified if the MExE MS contains a valid root certificate corresponding to the private key used to sign the MExE executable.

A certificate (other than a root certificate) shall only be considered valid if it resides below the trust root certificate in its certification tree, or if the certificate's root CA has been cross-certified by the owner of the trust root certificate.

8.7.2

Example Certification Process

The following processes might be followed in order to securely download a User-trusted application to a MExE MS.

Root certificates for a number of Certification Authorities (CA’s) are installed in the ME, along with the ME browser, at manufacture.  These root certificates can be used to verify certificates for User-trusted MExE executables.

A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

The third party software developer obtains a certificate for the public key from a CA.  The certificate contains the developer public key, signed with the private key of the CA.

The MExE MS downloads a MExE executable of the third party software developer.

If the MExE does not already have a certificate for the public key of third party software developer, it obtains such a certificate from a public key depository.

The MExE MS verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key.

The MExE MS verifies that the MExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the MExE executable accordingly.

[image: image6.wmf]These processes are shown schematically in the diagram below.







Figure 6: Distribution of Keys

8.8
WAP security

The WTLS security model provides a flexible framework based on TLS, which is independent of the GSM security model. 

Editor’s note: Need to align SIM based security under definition in WAP and PKI.

8.9
Java security

Editor‘s note: awaiting confirmation of the following text and associated definitions by Sun.

There are two types of Java security: sandbox, and fine grain [20]

The sandbox model [18] has just one domain; there is no concept of a partly trusted domain. The sandbox meaning of "trusted", means it is totally unrestricted to access all system resources.

Using the sandbox system, each MExE domain must be implemented as a different sandbox, each with different privileges corresponding to a MExE domain.

Using the fine grain Java security system [19], each MExE domain will be a set of constraints within which a Java fine grain security domain can be configured.

8.9.1
Java Applet Certification

Support for trusted applets is optional. Although a Java application shall be executed in a trusted domain if its certification can be validated, a Java Applet will not necessarily be executed in a trusted domain even if it does have a valid signature. It will be up to the implementor to decide if "trusted" Applets will be supported. (In certain implementations, all Applets may be always executed as "untrusted".)

8.9.2
Java Application Signature Verification

The verification of the certification of the application or applet shall be performed as described in section 8.7.

Editor's note: more work is required to specify how to ensure that an installed application certification is still valid for subsequent launches. The certification of a Java Application or Applet shall be verified at launch time. (Launch time is when the system is preparing an application or applet for execution. The application or applet begins to execute immediately after it has been successfully launched.)

Annex A (informative): Java API Requirements

Editor’s note: This section captures the working document in which the SMG4 MExE Java API requirements have been captured.  It is intended that this annex will be deleted prior to approval of the specification.

This document provides a first attempt at a table listing the requirements for a MExE ME as mentioned in 02.57, MExE Service Description, Stage 1.

The aim of this table is to provide a requirements framework in order to allow subsequent specification work such as API definition to be performed more efficiently.

The following provides information relating to the table headings:

Key to Requirements Table Headings

Heading
Explanation

i.d.
A unique identifier for each requirement. An identifier can be assigned only once. This heading also contains the [i.d.] of the next requirement to be entered - embedded as a table function (F9 to update).

Category
A series of broad categories into which requirements are placed.

"J" means this requirement relates directly to the specification of a Java API.

"I" means this requirement relates to implementation, and puts the specification of a Java API into context.

Requirement
The actual requirement, which should be as unambiguous (and indivisible) as possible

Reference
A reference into a document within which the requirement is mentioned, if applicable

Priority
Requirements may be mandatory or optional

Classmark
An indication as to which classmark the requirement is applicable or in-applicable (in which case the classmark figure is shown in brackets)

Release
An indication of whether the requirement is applicable to Release 98, 99 etc.

Comment
A general purpose comment field

Applicable API
Applies to Java enabled devices. A list of the APIs which satisfy the requirement

Chosen API
Applies to Java enabled devices. The API chosen from the "Applicable API" list.

i.d.


Category
Requirement
Reference
Priority
Class-mark
Release
Comment
Applicable APIs
Chosen API













High Level









1
J
The MExE ME shall provide a  means for applications, applets and content to access the user interface



















3
J
The MExE ME shall provide the means to allow the transfer of applications, applets or content either automatically or  on 
demand according to MExE security requirements
02.57

v7.0.0

6.1.0







4
I
The MExE ME shall provide the means to allow the upgrade of existing applications across the GSM/UMTS network subject to MExE security requirements and user authorisation
02.57

v7.0.0

6.1.0







5
I
The MExE ME shall allow the user to personalise services
02.57

v7.0.0

6.1.0



FFS – relates to user profile (i.e. the way the information is displayed on the MExE ME , not the type/nature of information). DELETE FROM CLARIFICATION LIST BUT DO NOT CR



6
J
The MExE  terminal shall allow the user to utilise both internet and intranet applications, applets and content according to MExE security requirements
02.57

v7.0.0

6.1.0

























This is ambiguous and does not add value: deleted



54
J
The MExE ME  shall possess an architecture that is capable of supporting applications, applets and content in a standard execution environment independently of the MExE ME manufacturer
02.57

v7.0.0

9.1.0



CR

















Classmarks



























CR to 02.57 5.3



11
I
MExE applications and applets conforming to a particular MExE classmark shall be supportable by all MExE MS’s of that classmark regardless of MExE MS manufacturer
02.57

v7.0.0

5.3
Mandatory





























User Interface

Configuration Management









14











2
I
The MExE ME shall allow the user to personalise the user interface within bounds defined by the manufacturer
02.57

v7.0.0

6.1.0



The extent of "personalisation" will be limited by the terminal manufacturer
. E.g. screen colours, ring patterns, screen saver

This needs further clarification – Nash



15
I
The user shall be able to manage the user interface configuration of the MExE MS within bounds defined by the manufacturer
02.57

v7.0.0

6.2.1



The extent of "personalisation" will be limited by the terminal manufacturer
.



16
I
The MExE ME shall allow the user to identify the current user interface configuration within bounds defined by the manufacturer
02.57

v7.0.0

6.2.1







17
I
The MExE ME shall allow the user to add, modify or delete a particular user configuration within bounds defined by the manufacturer
02.57

v7.0.0

6.2.1







18
I
It shall be possible to obtain the user interface configuration information, subject to MExE security requirements is resident on the MExE ME, the SIM or the network 
02.57

v7.0.0

6.2.1



FFS – similar to “.dt”, “.xdefaults” in Unix. [Further contribution expected from Nash]. 

Change Request










Redundant, now covered by Req18



20

THe user interface configuration management information may be stored on the MExE ME, the SIM or the network, subject to MExE security requirements.















 Now folded into req20



22
J
Any MExE ME shall be able to access and interpret user interface configuration data, according to MExE security requirements




Assume “user profile” means personal details i.e. name, e-mail etc.

Clarification required on defn of terms

“The user profile data shall be associated with a given user” is part of defn (req 23)

“User profile data” is a superset of “user interface configuration” – partitioning/access is FFS.

NB: “interpret” may need to be clarified!

CR – add to end of para3.6.2.1, 02.57





















Delete – folded into Req22 

GLOBAL: UI CONFIG  USER PROFILE

NB: UICONFIG IS SUBSET U PROFILE















Service Management









25
I
The MExE ME shall allow the user to request the range of MExE services available from the PLMN MExE service provider 
02.57

v7.0.0

6.2.2



Misgivings about how registration is carried out, notification messages etc.

What is the notification mechanism?

This is perceived as a common address (e.g. URL. Same address could be used when roaming – use (e.g.) DNS to resolve actual server address). This address is used to provide the  first point of access to a MExE network. The user is provided with a list of MexE services available from the PLMN service provider. MExE is allowed to stipulate only access to GSM/GPRS/UMTS MExE SPs – PLMN independent SPs lie outside of the scope of MExE standardisation. When roaming, the user could collect a number of addresses, including HPLMN and VPLMN.



26
I
The MExE ME shall allow the user to determine which MExE applications, applets and content are currently resident on the MExE ME
02.57

v7.0.0

6.2.2



Resident in terminal only or also in network?



103

The MExE ME shall be able to determine whether or not the GSM/GPRS/UMTS connection required by an application has been broken








102

The MExE ME shall allow the user to control , via the user profile, whether or not an application is automatically executed once it has been downloaded, according to MExE security requirements 
03.57

4.x
Optional


Execution may in some instance include configuration





 









Subscriber Data
































Bearer Services




















30
J
The MexE ME shall provide access to a range of one or more GSM/GPRS/UMTS bearer services, within the capabilities of the ME and network
02.57

v7.0.0

7.0.0



Transport protocols shall be defined in other specs (stage2,3?). Use only standard protocols (no proprietary)
















































Protocols 









34
J
MExE protocols shall be independent of the type of underlying bearer 
02.57

v7.0.0

8.2.0



What are upper layer MExE protocols? Definition required – suggest all layers above the bearer.

Definition accepted – CR to definition section of 02.57










already covered by 34



36
J
Applications and applets shall be able to request specific bearer services and to be notified as to their availability
02.57

v7.0.0

8.2.0


















38
J
MExE protocols shall be able to add new bearers
02.57

v7.0.0

8.3.0


















40
I
It shall be possible for applications and services to install new protocols 
02.57

v7.0.0

8.4.0



CR 



41
I
MExE protocols shall be independent of the network nodes being communicated with
02.57

v7.0.0

8.5.0


















43
I
MExE protocols shall support a generic technology independent capability negotiation,  notification and enquiry mechanism  between the MExE ME  and the MExE service environment
02.57

v7.0.0

8.6.0


















100
I
The MExE ME shall allow a MExE service provider to determine the MExE ME capabilities, according to MExE security requirements.
02.57

v7.0.0

6.1.0



NB: MExE Service Provider can be anybody – hence apply MExE security policy



101
I
The MExE ME shall perform capability and content negotiation according to Section 4.4. of 03.57 
03.57 Section 4.4



Table reference IN NEW VERSION



48
I
The capability negotiation mechanism shall be extensible.
02.57

v7.0.0

8.6.0



CR










Deleted: Cannot see a difference between “local services” and “services” 



50
I
MExE protocols shall support the capability to transfer new applications, applets and content to and from the MExE ME as required by the user according to MexE security requirements
02.57

v7.0.0

8.8.0



CR required



51
I
The MExE protocols shall support both user initiated and MexE server initiated transfer of applications, applets and content as required by the user, according to MExE security requirements
02.57

v7.0.0

8.8.0



CR required to section 8.8 of 02.57v7.0.0





































MS Application Execution Environment









55
J
Ability to cleanly and safely install applications and associated data (e.g. icons) shall be provided.








56
J
Ability to cleanly and safely de-install applications and associated data (e.g. icons) shall be provided.








57
I
The MExE classmark 2 terminal shall be able to implement HTML

Mandatory


WML for classmark 1, HTML for classmark 2

This an an API req, relating to stage 2.



58
I
The MExE classmark 2 terminal shall be able to implement WML and WMLScript

Mandatory


This an an API req, relating to stage 2.



105
I
The MExE Classmark2 device shall contain a pre-installed WAP browser




I.e. browser capable of rendering WML and WMLScript



106
I
The MExE Classmark2 device shall allow the pre-installed WAP browser to be updated








59
I
MExE shall define a set of  standardised content coding schemes i.e. vCard, vCalendar




Is vCard, vCalendar support required?

This an an API req, relating to stage 2.



60
I
The MExE ME shall be able to support HTML and/or WML

Mandatory






61
J
MExE ME shall support the 7bit GSM default character set



Mandatory


As defined in 03.38 v6.0.1

Note: User defined 8bit scheme is not mentioned here. Should it be?

CR to section 9.2 (last para) of 02.57v7.0.0 – replace “defined” with “identified”



104
I
The MExE ME shall  be capable of supporting the UCS2 character coding scheme

Optional


Unicode 16bit character coding














63
I
The MExE ME shall support a core API, known as the core MExE API
02.57

v7.0.0

9.3.0



The core MExE API defines the minimal API set that a MExE ME needs to support



64
I
The core MExE API shall consist of both generic and GSM/UMTS specific aspects
02.57

v7.0.0

9.3.0







65
I
The MExE ME shall support standardised MExE API extensions in addition to the core MExE API
02.57

v7.0.0

9.3.0
Optional






66
J
The standardised MExE API extensions shall include access to location information, according to MExE security
02.57

v7.0.0

9.3.0



What is the meaning of "mobility information"?

CR

Location 



67
J
The MExE APIs shall provice support for applications and applets to access the GSM/UMTS functionality present in the GSM/UMTS terminal according to MExE security .




Functionality includes telephony, e-mail, SMS, fax.



68
J
All Java APIs specified by MExE for use on a MExE ME shall be approved by Sun Microsystems.








69
J
The MExE ME shall provide local file system support, according to MExE security
02.57

v7.0.0

6.1.0
Optional






70
I
The MExE ME shall allow the user to identify the version number of applications, applets and content contained within it
02.57

v7.0.0

6.1.0
Optional






71
J
A MExE ME shall notify applications of any power state changes. 
02.57

v7.0.0

6.1.0
Optional






72
J
A MExE ME shall support standardised access of a smartcard if a smartcard reader is present on the MExE ME 
02.57

v7.0.0

6.1.0
Optional


Support of smartcard reader is not a mandatory requirement.
















































Security































102

The MExE terminal shall be able to access services behind secure firewalls








76
I
Transferred MExE applications, applets and content shall be secure and verified  
02.57

v7.0.0

11.0.0



“secure” – received in same state as it was sent i.e. has not been tampered with



77
I
The MExE ME shall provide support for four security levels
02.57

v7.0.0

11.0.0



See Table XX in Section 9.1 of 03.57 for an elaboration of security levels.

Multiple security levels 










This is related to requirements 79 (it is a functional solution to req79): deleted



79
I
The security level of applications, applets and content shall be verified by the MExE ME 
02.57

v7.0.0

11.0.0














Requires discussion with SMG10: deleted



81
I
The MExE subscriber shall be able to control whether applications, applets and content of specific security levels may be transferred to the MExE ME 
02.57

v7.0.0

11.0.0







82
J
An application/applet shall specifiy whether or not it can share its own files with other applications/applets

02.57

v7.0.0

11.0.0



 More input required here



83
I
Within the constraints of the defined security levels, the user shall have ultimate control over  the use of bearer services
02.57

v7.0.0

11.0.0



CR

Incorporate USSD and SS signalling (comment by K Holley at MExE security meeting, SMG4 plen 11 – 14th Dec 1998)



84
I
A means to authenticate the MExE subscriber and MExE server shall be provided
02.57

v7.0.0

11.0.0



CR

This may be performed by the MExE ME, an intermediate entity or the GSM/UMTS network 



85
I
MExE shall continue to support the inherent security and integrity of the GSM/GPRS/UMTS network 
02.57

v7.0.0

11.0.0







86
I
The integrity of the SIM and existing GSM/UMTS security mechanisms shall not be compromised by the introduction of MExE services
02.57

v7.0.0

11.0.0







87
I
All aspects relating to GSM security shall be performed by the SIM
02.57

v7.0.0

6.1.0









































Interworking with other Network Features









90
I
All services available in the network shall continue to be offered in addition to MExE services
02.57

v7.0.0

12.0.0






























Network Interworking









92
I
All services offered in co-operation with other networks shall continue to be offered in parallel with MExE services
02.57

v7.0.0

13.0.0



















Communications









93
J
MExE MEs shall support peer to peer communication between MExE devices 
02.57

v7.0.0

6.1.0
Optional


Includes e.g. IrDA, Bluetooth, USB (which are outside the scope of MExE specifications), user-to-user signalling, USSD (which are within the scope of MExE specifications) etc.














95
J
A MExE application shall be able to access any or all external interfaces present on the MExE ME, subject to the limitations of the MExE ME

Optional


Serial, parallel, infra-red etc.



96
J
The means for MExE service provider specific applications and applets on the MExE ME to communicate with other GSM network nodes shall be provided.
02.57

v7.0.0

6.1.0



USSD main bearer
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�page \# "'Seite: '#'�'"  ��From the discussions about API req.: ”i.e. the way the information is displayed on the MExE terminal, not the type/nature of information”.


In VHE: ”Modification and behaviour that may involve the service feature or data of a service , within the limitations set by the provider of the service


�page \# "'Page: '#'�'"  �� Automatic installation of an application is scary. It is not only a security issue, but also almost like invasion of private propert.


�page \# "'Page: '#'�'"  �� The user interface can't be personalised, because the terminal manufacturer is the only one who knows about certain hardware parts of the UI, like buttons.


�page \# "'Page: '#'�'"  �� The user interface can't be personalised, because the terminal manufacturer is the only one who knows about certain hardware parts of the UI, like buttons.


�page \# "'Page: '#'�'"  �� I would interpret this to mean "configuration profile", but not applying really to the UI.


�page \# "'Page: '#'�'"  �� I don't understand…
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