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0. Title of Question

Document Communication Services, Q.4.

1. Abstract

The following is a report of trials of real time, session-based facsimile over the public Internet, between 5 countries. Conditions essential to quality of service comparable to GSTN transport are defined. Round trip delays for 30 additional city pairs are in Annex A.

a) Existing, public, non-dedicated Internet routes will support real  time G3 facsimile with a quality of service at least equal to that of  international GSTN connections, based on a sample of over 200 calls.

b) There is a prolongation of session time based on the packetisation of  handshaking; it is consistently 5 seconds plus 5 seconds per page.

c) The quality of the access facility is material; delays and delay  spreads in the access network typically exceed those within the  Internet 'cloud'. Extreme delays and congestion in an access  facility need not cause sessions to fail, but will cause increased  session prolongation; for this reason, the access facility for a  public IPfax service should be close to the Internet backbone.

d) The exact long haul route in the Internet cloud is immaterial and may vary from frame to frame or session to session without perceived effect. At least one satellite hop in the transmision path is supported with ease.

e) Intervention and creative editing of protocols to satisfy timers in ITU Recommendations T.4 and T.30 are essential in the light of actual performance of the Internet. All conversions required are legitimate according to these Recommendations, and the terminals used for tests.

_______________________________________________________________________

contact: Don Mactaggart, CyberFax Inc., Canada  Email: mactag@total.net

 fax: +1 514 485 6321

2. Introduction

The Internet has emerged as a new kind of dial tone, independent of distance, inexpensive without precedent, interoperable and ubiquitous. It will enable many new services including IPfax, but it will not yet 

enable voice communications of the quality users expect today. Voice over Internet solutions have received much attention, but they are not interoperable, and introduce a delay in the conversation; delay caused the near demise of satellite. It's nice, but it is not yet a business tool. Solutions to this delay are in the works, but they are the next generation of Internet ('IP version 6, RTP, RSVP ...'). They also introduce coding techiques which are specific to speech, and thus preclude modem signals, including those used by fax.

IPFax requires a fax solution. These trials resolved the delay introduced by today's Internet in an entirely different way, by disassembly and reassembly of fax signals in a manner which meets the requirements of Recommendations T.30 and T.4, providing perceived quality of service identical to that dialled as a phone call, but with the economy of Internet. It is robust, and clearly a business tool.

The operational mode is real time, paper fax to paper fax over the Internet, with direct access via a LAN which is connected to Internet. To support this, an Internet connection with less than 1 second ping most of the time is required, and less than 2 seconds ping 90% of the time. In the trials, this is achieved between 30 major cities worldwide.

3. This report:

Route trials were conducted between Montreal, Singapore, Sri Lanka, Tel Aviv, and New Jersey. Test results are based on these actual routes, all of which were shared, public Internet routes.

The fax terminals involved were unmodified, and communicated within the constraints of the timers in fax Recommendations T.4 and T.30.

Thanks are extended to Singapore Telecom International, LankaCom and UUNET for installing their nodes and making them available.

Annex A quantifies round trip delays, e.g. 'ping times', and delay spreads, on these and other Internet routes.

3.1 A Definition of Real Time Facsimile

Store and Forward (S&F) is distinguished from 'session based' (real time) service primarily by message confirmation. In session based services, the confirmation of message delivery is done during the call. G3 facsimile ('fax') operates in this manner: a single session completes the transaction. This what most of the user community wants. Users do not change their fax usage habits easily: a complex, user-hostile service will be perceived by them as value-subtracted.

Real time fax is: a complete session not significantly longer than one directly dialled; actual DIS/DTC/CSID/TSID exchanged between terminals; with a meaningful confirmation message before DCN.

In S&F, confirmation is done with a separate call, often much later than the initial call. In many environments, the cost of the confirmation call is significant.

S&F, if needed, can be superimposed without penalty on a session based service, since the latter is transparent to any user.

One might conclude that session based, real time, standards would be more difficult than S&F standards; however this overlooks the FPAD standards which have proven successful in the X.25 packet switched world. FPAD (faxPAD) is a set of ITU Recommendations: X.5, X.38 and X.39 which describe how G3 fax can be transported in real time over X.25 packet networks.

3.2 The Route Tests.

All calls comprised two pages:

 - Test Image No.1, the 'Slerexe' business letter, and

 - ITU Black-White Facsimile Test Chart BW01.

3.2.1 Calls from Montreal to Singapore and Sri Lanka

a) Montreal to Singapore: 

51 calls were made. These calls had durations of 1'52" to 2'17", with most calls between 2'00" and 2'07". A control call was made via IDD/GSTN, and took 1'49". Of these 51 calls, all were successful.

* The call duration extension is about 10 seconds for call setup, plus 5  seconds per page after the first page.

b) Montreal to Sri Lanka:

This path pings at 950+/-50ms most of the time; TCP/IP was used. Calls were near the Montreal IP busy hour, 1900 EST.

46 calls were made, of which 45 were successful. Call 13 was either misdialled or the called terminal was out of paper.

All calls were either 2'07" or 2'08" (a notably narrow spread, considering skew in the scanner).

Call duration increase remains close to 5 seconds plus 5 seconds a page.

3.2.2 Calls from Tel Aviv to Sri Lanka and Montreal - over 100 calls.

Pings at non-busy hours to both destinations were well over 1 second, up to 1.5 seconds in many cases, with up to 10% of packets lost.

Call prolongation was unchanged, with durations tightly bound near 2'07" for Sri Lanka, and near 2'00" to a new fax terminal in Montreal.

End to end performance was generally acceptable, with the following exception:

During the period of peak congestion in Tel Aviv, the protocol conversion equipment would clear (DCN) the calling fax terminal, but hold the IP connection and the exit GSTN call while the data dribbled through. That is, the calling end deserved and got a 2 minute call, but the delivering end took 4 minutes to deliver the fax. 

4. Access Guideline Arising

The recommendation arising is that a public carrier connection to the Internet cannot be just any connection, and must consider access bandwidth. The transmission constraint is a round trip time of 1 sec.

Once in the Internet WAN, delay is not an issue: a 500 octet frame switches in 2.6ms or less at 1.544 Mbit/s or higher. However, in some cases, the access to the WAN is at lower speed. The pipes will be less than 100% efficient, since the queue cannot be of infinite length. 

At 128k data modulation rate, a 500 octet frame is 31.2 ms;

 256k 15.6 ms;

 512k 7.8 ms.

Budgeting 200 ms. for the queue, there are 6, 13 or 26 packet handling times' queue available at 128k, 256k or 512k. This gives an acceptable fill of the pipe A for 0.1% of packets delayed longer than 200 msec.:

Data modulation rate: 128k 256k 512k

Queue length in packets: Q= 6 13 26

Fractional fill of pipe: A= 0.56 0.78 0.88

Real payload throughput: 72k 200k 450k

Max number of fax Erlangs: 7 20 45

5. Conclusion

IPfax, facsimile over the Internet, can be a viable real time service. To bring its benefits to the community, interoperability is required. The Recommendations to be written can follow the general structure of ITU Recommendation X.39.

Annex A:

Most city pairs show ping times well under one second. Melbourne, Moscow and Tel Aviv show delays over one second; perusal of the trace files shows that the greater delays, and the lost packets, are always in the tail circuits. This leads to three observations:

1) Session based (real time) fax over Internet is supported, if all the  necessary protocol conversion operations are implemented. Call  duration extension will be 5 seconds plus 5 seconds per page in most  cases, possibly a little more on the worst routes. This corroborates  the empirical results in the body of this report.

2) The level of access to the Internet backbone must be chosen with  care, since delays in the tail circuit exceed those in the backbone.

3) The performance for the fax utility application will improve with  time; as the network becomes less US-centric, the non-US tail  networks will improve.

The results, between 29 cities, follow.
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             FROM New      Hong    Paris   Tokyo  Moscow       

TO                York     Kong                                

New York          ----     301     479     258    371   

Hong Kong         662      ----    1197    323 *  962 * 

Paris             476      402     ----    523    449   

Tokyo             192      469     415     ----   509   

Moscow            244 *    506 *   658 **  466 *  ----  

Atlanta           38 *     320 **  851     272 *  417   

Tel Aviv          712      1293    2202    1397   1334  

London            477      472     302     634    489   

Washington DC     42       299     512     279    296   

Melbourne         644      1902    1321    521    2684 *

=================================================================

24 Feb 97

   FROM         HONG KONG    ATLANTA    NEW YORK    WASHINGTON DC

---------------------------------------------------------------

TO

NEW YORK           418         143         ---         123     

SAN FRANCISCO      402         308         247         228 **

LOS ANGELES        493         317         239         281

CHICAGO            392         709         429          88

WASHINGTON DC      402 *       205         167         ---

ATLANTA            369         ---         59 *         35 ** 

MONTREAL           529         865         244          93

TORONTO            415         173         219 *       194

VANCOUVER          421         673         145 *       137

AMSTERDAM          418         736         465 **      142

BARCELONA          381         166         523 *       185

BERLIN             546         223         259         155

HONG KONG          ---         707 *       645 **      293

JOHANNESBURG       386         645         263         350

LONDON             460 *       823         184         208

MADRID             536 !H      145         249         145 *

MELBOURNE          414         527         311         243

MOSCOW             461 *       823         382         205

PARIS              528         267         184 *       251 *

RIO DE JANEIRO     573         238         291 *       210

ROME               562         880 *       365         432

SAO PAULO          618         734         235         181

SINGAPORE          421         828         308         511 *

STOCKHOLM          654         888         215 *       687 *

SYDNEY             408         269 *       324 *       254

TEL AVIV           535         514 *       294         241

TOKYO              563         288         377 *       235

The times are the mean time in ms. for a round trip ('ping').

The stars indicate the degree of stability of the connection.

*   indicates that approx. one packet in three was lost during tests

**  indicates that approx. one packet in two was lost during tests

!H  indicates that during one of the tests, the destination computer 

    did not reply.

Mar/97

             FROM                                                       

             NEW  WASH- ATLANTA  HONG LONDON MOSCOW  PARIS    TEL  TOKYO

TO           YORK INGTON         KONG                        AVIV       

New York      ---     17    30    298    100    383    189    654    255

San Francisco  97     81   109    346    164    413    276    794    299

Los Angeles   120    114   119    257    172    385    224    789    254

Chicago       128*   112*  189*   384*   149*   464*   615*   821   *385

Washington DC  30    ---    68    284    106    329    495    743    273

Atlanta        61**  245*  ---    305*   117*   305*   517*   727    269

Montreal      285    122  1258    614    302    653    439    854    950

Toronto       191*    85    87    383    138    405*   315*   757    304

Vancouver     216    251   194    314    198    388    270    875   *291

Amsterdam     247*   199   288    630    144    648    627    856    531

Barcelona     361    258   294    533    642**  635    703**  986**  440

Berlin        262    218   232    481    165    461    250   1172    487

Hong Kong     408    534   546*   ---    347   1046*   486*  1447    486

Johannesburg  483    318   506    731    691    805    968   1327    712

London        274    352   599    401    ---    396    137   1468    549

Madrid        846    506   424    537    225    863    939   1166    431

Melbourne     442    280*  400*   409    457    602    537   1118    435

Moscow        668*   143   265*   441    322*   ---    833   1085   *469

Paris         129    146  1005    446    141    419    ---   1029*   496

Rio d/Janeiro 248*   275* 1688    574    339** 1732    419** 1266*   566

Rome          300    278   268*   517    478**  769    861   1092    500

Sao Paulo     556    204   269    560    303    776** 1607   1230    660

Singapore     354    355  1245*   639    341    695    547*  1023    563

Stockholm     159*   189  1043    513     60**  665*   310*  1314   *486

Sydney        356*   349*  236*   486    363*   632    583    943   *407

Tel Aviv      321*   290* 1281    757    604    613    678    ---    730

Tokyo         282*   239   242    413    302    479    578    998    ---

The times are the mean time in ms. for a round trip ('ping').

The stars indicate the degree of stability of the connection.

*   indicates that approx. one packet in three was lost during tests

**  indicates that approx. one packet in two was lost during tests

!H  indicates that during one of the tests, the destination computer 

    did not reply.
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0.
Title of Question

Document Communication Services, Q.4.

1.
Abstract

These results are preliminary: quantitative quality of service data will be  generated  once  the offramps intended for  public traffic are in service.  However,  initial  trials over  the  public  Internet  between Montreal and Johannesburg indicate that:

a) call establishment times are similar to those with GSTN, 

b) call  progress  signals are provided, as the setup  phase  is  audio-transparent,

c) call duration extension is a few seconds per page, at most.

Following  tests  to be done shortly with offramps designed  for  public traffic, an essential next step in the validation of Recommendation T.38 is interoperability testing between implementations, and  Canada  looks forward to participating in such tests.

2.
Details of trial

Alpha  production  hardware  and  firmware was used  for  real  time  IP communication  with T.38 protocol. Higher level functions  essential  to public  service  were  provided by the management  system  used  for  an earlier non-T.38 real time fax-over-IP service. These comprise (see T.38 

Introduction, section 5):

* management issues,

* conversion of PSTN addresses to IP,

* network hunting,

* user authentication (note 1),

* network routing in the presence of failures,

* call detail record creation and collection,

* billing between carriers,

* billing end users,

* user interface, including dialler/routers.

Calls  were set up with G.723 communication for voice, so that  national ringback and service signals could be heard just as for an international GSTN call, then communication was switched to T.38 mode when fax CNG  or CED is heard.

Both  TCP and UDP were used for control frames, while UDP only was  used for image data.

3.
Conclusions and recommendations arising

3.1
T.38 is a viable recommendation for its stated purpose. A real  time  facsimile service over the present, public, shared-use Internet  can  be  provided  which is indistinguishable from  the  ordinary  users'  perspective from that over the GSTN.

3.2
Some improvements or clarifications to T.38 may be appropriate, to:

a)
make T.30 procedure more resistant to loss of information on  the IP network,

b)
clarify  the transition from H.323 mode to T.38 mode,  in  detail sufficient to assure interoperability between implementations.

3.3
An essential next step in the validation of Recommendation T.38 is interoperability testing between implementations.

Under headings 3.2 and 3.3 above, there is scope for further study.

Note 1: RADIUS - Remote Authentication, Dial-In User Service, was used.

___________________

