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4.5
User profile

The user profile (which may consist of one or more user profiles for a user) contains the characterisation of the MExE MS as defined by the user and service provider. The user profile is not unique to the MExE MS, and this clause identifies the usage and content of the user profile from a MExE perspective only, and does not identify the generic support of user profiles in general.  Refer to UMTS 22.01 [14] for further details on the user profile.

Location of, access to, and security of, the user profile

As multiple user profiles may be defined, the user is able to set up or receive calls/connections associated with different user profiles simultaneously by securely activating a user profile (with each user profile being associated with at least one unique address).  Refer to the Security clause for further details on user profile activation.

The user’s characterisation of the MExE MS in the user profile may be modified at any time by the user and the service provider, and changes affected at the earliest possible opportunity. Refer to the Security clause for further details of user and service provider modification of a user profile.

The security clause shall apply to all user profiles, at all times, whether activated or not.

The user profile is securely managed by the MExE MS as defined in the Security clause, and stored in a secure area (i.e the SIM or the ME) of the MExE MS (either SIM or ME).  The service provider may also retain parts of the user profile in the network.

Characteristics of the user profile

The user profile acts as a repository (which is always available in the MExE MS) defining the MExE MS behaviour, identifying one or more of the following:-


ME specific 
Location(s)
Description

user interface 


Refer to sub-clause 4.6 User interface customisation for details of the specific user interface customisation characterisation which may be stored in the user profile

background

· colour

· pattern/image




font

· type

· colour

· size




interfaces

· softkey definition

· additional menu items

· enabled/disabled extended menus
· icon settings









country

· language

· date

· time

· currency




Modify supplementary services settings (i.e. diversion, times)
?

?

Modify phone settings

· ringer tone/vibrate

· enabling SIM Lock

· Keypad Lock









Preferences


03.57, section 4.4.1

”Support of the user profile preferences is subject to the capabilities of the device. Generally the combination of user profile preferences and ME logic will determine the information sent in the capability negotiation from the MExE device to MSE.”

terminal properties

· language in which the user wishes to work

· preferred input mode

· amount of memory authorised by the user for MExE




data transfer

· prioritised list of preferred bearers, e.g. SMS, USSD, GPRS

· maximum size of transfer

· maximum duration of transfer

· transfer of location information

· transfer of the user profile or parts of it


may, or may not be, sent to the MSE
could be shifted in Security section

could be shifted in Security section

codecs

· prioritised list of preferred audio codecs

· prioritised list of preferred image codecs

· prioritised list of preferred video codecs

· prioritised list of preferred multimedia codecs 









Service Management


Refer to sub-clauses 4.5, 4.7.1, 4.7.2

controls the ability to determine which services are transferred to, resident, configured or executing on the MS, which may be refined by use of one or more of the following characteristics:

identified  security level

specific permitted services

types of permitted services

date or times for actions

priorities of services
and identifies service preferences which may be set

globally for all services

per security level

on a per service basis

and may be identified at installation of the service, or be subsequently modified.

transfer of services




automatic configuration




execution of services




residence on the MExE MS




personalisation of services



02.57, section 6.1

for further details see section VHE of this table






Security

CR author’s note: There will be  some overlap with information given under “Service management” on the previous page.  However, the new details given here are important security details.  Duplicated text should be deleted from the Service management entry if duplication is to be avoided and not from the Security entry.


For each application installed on the MExE MS:

· Application name

· Application identifier

· Security level

· Source of application (for levels 1-3 only, given in certificate used to verify the application)

· Identifier of certificate used to verify the application (for level 1-3 only)

· Specific actions for which the user has given permission, and type of permission (one-shot, session, blanket, see clause 9.1 for details)

Whether or not applications can execute  automatically (see clause 4.7.1)

control of the following permissions maybe refined by use of one or more of the following characteristics:

· universal authorisation for all calls/connections/ messages (i.e. yes/no)

· authorisation by calls/connections/messages type (i.e. SMS, USSD etc.)

· authorisation by identified services

· authorisation by service type (i.e. security level)

· authorisation by date/time/day of week

call authorisation




03.57, section 4.5

Implicit permission for the initiation of events (includes responses made by the MS to external events) of transferred applications, applets


02.57, section 11.1 and 11.2 (Timothy Wright)

Implicit permission for the transfer of applications, applets and content


02.57, section 11.1 and 11.2 (Timothy Wright)






Network event journal

· status of the optional network event journal which is used to maintain a record of application initiated network events (i.e. activated/deactivated)









Miscellaneous






phonebook entry


03.57, section 4.6

Redirect

· voicemail box number

· fax-mail box number




reset call meters


03.57, section 4.6






Classmark 1 specific Entries









Classmark 2 specific Entries




WAP browser 

· pre-installed browser overwrite on upgrade

· location of user preferred WAP browser


applicable to MExE classmark 2 






VHE


TS 22.xx :Provision of Services in UMTS – The Virtual Home Environment (Tdoc SMG1 825/98)

for each VHE profile: 

· Incoming session routing address




for each service within one VHE profile:

· service state

· service appearance

· service appearance customisation parameters

· service functionality customisation parameters 

· service data


e.g. activate/deactivate/not available

e.g. level of functionality complexity

e.g. forwarded-to numbers






The above list is not exhaustive.  Support of the user profile preferences is subject to the capabilities of the device.

4.10
Journalling of network events

To support the user in monitoring and maintaining a record of (potentially chargeable) network events initiated by services in the MExE environment, it shall be possible for the user to request the MExE MS to maintain a record of network events initiated by services on the MExE MS.  Support of such journalling is mandatory.  

Network events for the purposes of journalling, are defined as events which result in the origination of voice or data connections by a service in the MExE environment of the MExE MS. Examples of such events are:-

· Sending an SMS message

· Sending an USSD message

· Initiating a circuit switched connection

· Initiating a packet switched connection

· Sending data over a packet switched connection

Editor’s note: the above list requires to be refined to more accurately define the events which shall be recorded in the journal.

The above list is not exhaustive, but includes any (potentially chargeable) network event initiated by services in the MExE environment.

The user shall be able to activate and deactivate the journalling of network events via the user profile.  The length, format and longevity of the journal is undefined and subject to manufacturers’ discretion.

The journal recording the network events shall be securely managed by the MExE MS, and be stored in a secure area of the MExE MS.

4.10.1

Journalling Requirements

The journal shall record, as a minimum, the last 20 network events initiated by MExE applications or applets.

The list of network events that must be journalled, and the minimum information that must be stored for each event are given below:

Sending SMS:
destination number

Sending USSD:
destination number; first 20 digits of USSD string

Initiating Circuit Switched call:
destination number, time of initiation, duration

Automatic acceptance of incoming circuit switched call:


destination number, time of initiation, duration

Initiating Packet Switched connection:
destination number, time of initiation, duration, volume of data transmitted/received

Automatic acceptance of incoming packet switched connection:


destination number, time of initiation, duration, volume of data transmitted/received

Security

Editor‘s Note: input awaited from SMG10

8.1

Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is 

· a framework of permissions which defines the permissions and privileges transferred content, applets or applications have within the MExE.

· the secure storage of these permissions (and permission type as defined in clause 8.3) in the user profile

· conditions within the execution environment that ensure that applications, applets and content can only perform actions for which they have permission.
[CR author’s note:  I have made these additions as a permission framework is no good unless there are mechanisms to ensure it is obeyed.  The requirements for these mechanisms needs to be more explicit.  Further above, I have deleted the term “privileges” as it is redundant.]

The MExE permissions framework is defined in TS GSM 02.57 and is as follows (there is no implied hierarchy):

MExE Security Level 1 (used by the HPLMN operator);


MExE Security Level 2 (system applications, applets and content);

MExE Security Level 3 (trusted applications, applets and content);

MExE Security Level 4 (untested applications, applets and content);

8.2

Application Permissions

The following table specifies the privileges and permissions of each security level.

User Permission is required for all actions by level 1-3 applications, applets and content.
Types of user permission are defined in clause 8.3

MExE Security Levels

Actions

1

Network

Operator
2

MS Manufacturer
3

User Trusted

Applications
4

User Untrusted

Applications

1. Read file

2. Write file

3. Get file information

4. Delete file
Yes 1, 2

Yes 3, 4


Load native code libraries
No
Yes 1
No

1. Initiate a voice/data connection 5
2. Accept a voice/data connection 5
3. Intercept an incoming voice/data connection 5
Yes 1

No

Call forward
Yes 1
No
Yes 1, 6
No

1. Terminate an existing connection

2. Hold an existing connection

3. Resume an existing connection
Yes 1
No

Modification of user invoked connection
Yes 1
No

1. Add a phonebook entry

2. Delete a phonebook entry

3. Get a phonebook entry

4. Modify a phonebook entry
Yes 1
No

Send an SMS
Yes 1
No

Add an application or applet
Yes 1
No

Delete a saved application or applet
Yes 1
Yes 1, 7
No

1. Add a certificate for a given level

2. Delete a certificate for a given level

3. Replace a certificate for a given level
Yes 1, 8
No

Audio access (e.g. wake-up service)
Yes 1
No

HTTP Cache manipulation
Yes 1
No

Get IMEI
Yes 1
No

Location Information
Yes 1
No
Yes 1
No

1. Activate a user profile

2. Modify a user profile
Yes 1
No

Legend for above footnotes:- 

1 - With user permission

[CR author’s note.  As all actions except one in the table required user permission, we might as well make it a default condition and state it outside the table.]

2 - Except in user pre-specified directories.  This list can only be modified by the user.
3 - Only in application/applet’s own directory

4 - Restriction may be required on space allocated to write

5 - A network connection may be via any supported bearer service

6 - To pre-defined numbers in the user profile

7 - Only in pre-specified directory

8 - Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate

Table 3: Security levels and actions

8.3

User Permission Types

The term “with user permission” is defined to mean that the user can give permission for a specific action in one or more of the following ways defined in Table 4.  An action may be tightly defined, for instance “Send an SMS to 04681 601316”, or more open, for instance “Send an SMS” (to any number).


User Permissions

Permission Type
Description
Invocation
Revocation

blanket permission
The user gives blanket permission to the application for the specified action, and the application subsequently uses the user’s original permission for the identified subsequent actions whenever the application is running.
Typically such permission would be given at application configuration or run time.
The blanket permission may be revoked by the user at any time.  The user permission no longer applies once the application has been removed.

session permission
The user gives permission to the application for the specified action during a specific run time session of an application, and the application subsequently uses the user’s  permission for the identified subsequent actions whilst the application session is still running.
Typically such permission would be given at application run time.
The session permission may be revoked by the user at any time.  The user permission no longer applies once the application run time session has terminated.



one-shot permission
The user gives a single permission to the application for the specified action; if the application subsequently wishes to repeat the action it must again request the user’s  permission for the identified subsequent action.
Typically such permission would be given at application run time.
The user permission no longer applies once the action has terminated.

Table 4: User Permissions

Editor’s note: the consequences of upgrading of the WAP browser requires to be further elaborated.

8.4

Certification and Authorisation Architecture

In order to enforce the MExE security framework a MExE capable MS is required to operate an authentication mechanism for verifying downloaded applications and applets.  A successful authentication will result in the acceptance of the claimed security level.

As the MExE MS may want to authenticate content from many sources, a public key based solution is appropriate.  Before accepting level 1-3 applications, applets or content, the MExE MS will therefore check that the application, applet or content was signed with a private key, for which the MExE MS has the corresponding public key.  The corresponding public key held in the MS must either be a root public key (securely installed in the MS, say at manufacture) or a key provided in a certificate.  The MExE MS must be able to verify this certificate, i.e. have the public key (as a root key or in a certificate) corresponding to the private key used to sign the certificate.  An X.509-type certificate chain is therefore envisaged.

The requirements on authorisation and certification are given in clause 8.4.1. An example authorisation and certification process is described in clause 8.4.2.

8.4.1

Certification Requirements

A MExE MS cannot verify certified applications, applets or content of a particular level (from levels 1-3) unless it has a root key for that particular level.

Root keys shall be securely installed in (and not downloaded to) the MExE MS, say, at manufacture.  Root keys may be stored in the SIM at the discretion of the network operator.

Level 3 root keys will typically be installed along with and integrated into the MExE ME browser, as is done for PC-based browsers.

An application, applet, content can only be verified if the MExE MS contains a certified or root public key corresponding to the private key used to sign the applications, applets or content.

A certificate can only be verified if the MExE MS contains a certified or root public key corresponding to the private key used to sign the certificate.

If the MExE MS does not contain a certificate for the public key required to verify an application, applet, content, or certificate, it should attempt to obtain the required certificate from a suitable source (e.g. a public key repository).

8.4.2

Example Certification Process

The following processes might be followed in order to securely download a level 3 application to a MExE MS.

a) Root public keys for a number of Certification Authorities (CA’s) are installed in the ME, along with the ME browser, at manufacture.  These root public keys can be used to verify certificates for level 3 applications, applets or content.

b) A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

c) The third party software developer obtains a certificate for the public key from a CA.  The certificate contains the developer public key, signed with the private key of the CA.

d) The MExE MS download an application, applet or content of the third party software developer.

e) If the MExE does not already have a certificate for the public key of third party software developer, it obtains such a certificate from a public key depository.

f) The MExE MS verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key.

g) The MExE MS verifies that the application, applet or content was signed using the private key corresponding to the third party software developer public key and installs or rejects the application, applet or content accordingly.

These processes are shown schematically in the diagram below.







For example, content, applets or applications for Classmark 2 devices are transferred to a MExE device in JAR files. These files are signed with a service provider’s private key and the MExE device determines the MExE security level on the basis of this signature. This signature can be verified using the public key contained in the certificate of the signer. The process is as follows:

The Service provider generates a pair of keys, private and public.

The private key is used to sign the JAR file.

The signed JAR file is transferred to the MExE device.

The MExE device obtains the public key for the service provider from the certification authority and uses this to validate the JAR file.

The MExE device determines the MExE security level of the JAR file on the basis of the certification.

The distribution of MExE authentication keys is described in the figure below.

Editor’s note: [Discovery of the address of the certification authority by the MS is still work-in-progress in the IETF Secure DNS working group, but the current proposal (available as http://www.ietf.org/internet-drafts/draft-ietf-dnssec-certs-02.txt) shows how a domain name (associated with a certificate) can be generated from the certificate itself. When a domain name is known, a proposed CERT RR (resource record) is retrieved via DNS.]
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Figure 5: Distribution of Keys

Each MExE MS must be configured with at least two trusted keys – keys for Level 1 and Level 2 trusted applets. Keys for level 3 applets may be used as required by the user.

[CR author’s note: This requirement is not necessary]

8.52
WAP security

The WTLS security model provides a flexible framework based on TLS, which is independent of the GSM security model. 

Editor’s note: Need to specify the interface with SIM based security under definition in WAP.

8.63
Java security

Editor‘s note: input to be provided by Avinash Palaniswamy.

Annex A (informative): Java API Requirements

Editor’s note: This section captures the working document in which the SMG4 MExE Java API requirements have been captured.  It is intended that this annex will be deleted prior to approval of the specification.

This document provides a first attempt at a table listing the requirements for a MExE ME as mentioned in 02.57, MExE Service Description, Stage 1.

The aim of this table is to provide a requirements framework in order to allow subsequent specification work such as API definition to be performed more efficiently.

The following provides information relating to the table headings:

Key to Requirements Table Headings

Heading
Explanation

i.d.
A unique identifier for each requirement. An identifier can be assigned only once. This heading also contains the [i.d.] of the next requirement to be entered - embedded as a table function (F9 to update).

Category
A series of broad categories into which requirements are placed.

"J" means this requirement relates directly to the specification of a Java API.

"I" means this requirement relates to implementation, and puts the specification of a Java API into context.

Requirement
The actual requirement, which should be as unambiguous (and indivisible) as possible

Reference
A reference into a document within which the requirement is mentioned, if applicable

Priority
Requirements may be mandatory or optional

Classmark
An indication as to which classmark the requirement is applicable or in-applicable (in which case the classmark figure is shown in brackets)

Release
An indication of whether the requirement is applicable to Release 98, 99 etc.

Comment
A general purpose comment field

Applicable API
Applies to Java enabled devices. A list of the APIs which satisfy the requirement

Chosen API
Applies to Java enabled devices. The API chosen from the "Applicable API" list.

i.d.


Category
Requirement
Reference
Priority
Class-mark
Release
Comment
Applicable APIs
Chosen API













High Level









1
J
The MExE ME shall provide a  means for applications, applets and content to access the user interface



















3
J
The MExE ME shall provide the means to allow the transfer of applications, applets or content either automatically or  on 
demand according to MExE security requirements
02.57

v7.0.0

6.1.0







4
I
The MExE ME shall provide the means to allow the upgrade of existing applications across the GSM/UMTS network subject to MExE security requirements and user authorisation
02.57

v7.0.0

6.1.0







5
I
The MExE ME shall allow the user to personalise services
02.57

v7.0.0

6.1.0



FFS – relates to user profile (i.e. the way the information is displayed on the MExE ME , not the type/nature of information). DELETE FROM CLARIFICATION LIST BUT DO NOT CR



6
J
The MExE  terminal shall allow the user to utilise both internet and intranet applications, applets and content according to MExE security requirements
02.57

v7.0.0

6.1.0

























This is ambiguous and does not add value: deleted



54
J
The MExE ME  shall possess an architecture that is capable of supporting applications, applets and content in a standard execution environment independently of the MExE ME manufacturer
02.57

v7.0.0

9.1.0



CR

















Classmarks



























CR to 02.57 5.3



11
I
MExE applications and applets conforming to a particular MExE classmark shall be supportable by all MExE MS’s of that classmark regardless of MExE MS manufacturer
02.57

v7.0.0

5.3
Mandatory





























User Interface

Configuration Management









14











2
I
The MExE ME shall allow the user to personalise the user interface within bounds defined by the manufacturer
02.57

v7.0.0

6.1.0



The extent of "personalisation" will be limited by the terminal manufacturer
. E.g. screen colours, ring patterns, screen saver

This needs further clarification – Nash



15
I
The user shall be able to manage the user interface configuration of the MExE MS within bounds defined by the manufacturer
02.57

v7.0.0

6.2.1



The extent of "personalisation" will be limited by the terminal manufacturer
.



16
I
The MExE ME shall allow the user to identify the current user interface configuration within bounds defined by the manufacturer
02.57

v7.0.0

6.2.1







17
I
The MExE ME shall allow the user to add, modify or delete a particular user configuration within bounds defined by the manufacturer
02.57

v7.0.0

6.2.1







18
I
It shall be possible to obtain the user interface configuration information, subject to MExE security requirements is resident on the MExE ME, the SIM or the network 
02.57

v7.0.0

6.2.1



FFS – similar to “.dt”, “.xdefaults” in Unix. [Further contribution expected from Nash]. 

Change Request










Redundant, now covered by Req18



20

THe user interface configuration management information may be stored on the MExE ME, the SIM or the network, subject to MExE security requirements.















 Now folded into req20



22
J
Any MExE ME shall be able to access and interpret user interface configuration data, according to MExE security requirements




Assume “user profile” means personal details i.e. name, e-mail etc.

Clarification required on defn of terms

“The user profile data shall be associated with a given user” is part of defn (req 23)

“User profile data” is a superset of “user interface configuration” – partitioning/access is FFS.

NB: “interpret” may need to be clarified!

CR – add to end of para3.6.2.1, 02.57





















Delete – folded into Req22 

GLOBAL: UI CONFIG  USER PROFILE

NB: UICONFIG IS SUBSET U PROFILE















Service Management









25
I
The MExE ME shall allow the user to request the range of MExE services available from the PLMN MExE service provider 
02.57

v7.0.0

6.2.2



Misgivings about how registration is carried out, notification messages etc.

What is the notification mechanism?

This is perceived as a common address (e.g. URL. Same address could be used when roaming – use (e.g.) DNS to resolve actual server address). This address is used to provide the  first point of access to a MExE network. The user is provided with a list of MexE services available from the PLMN service provider. MExE is allowed to stipulate only access to GSM/GPRS/UMTS MExE SPs – PLMN independent SPs lie outside of the scope of MExE standardisation. When roaming, the user could collect a number of addresses, including HPLMN and VPLMN.



26
I
The MExE ME shall allow the user to determine which MExE applications, applets and content are currently resident on the MExE ME
02.57

v7.0.0

6.2.2



Resident in terminal only or also in network?



103

The MExE ME shall be able to determine whether or not the GSM/GPRS/UMTS connection required by an application has been broken








102

The MExE ME shall allow the user to control , via the user profile, whether or not an application is automatically executed once it has been downloaded, according to MExE security requirements 
03.57

4.x
Optional


Execution may in some instance include configuration





 









Subscriber Data
































Bearer Services




















30
J
The MexE ME shall provide access to a range of one or more GSM/GPRS/UMTS bearer services, within the capabilities of the ME and network
02.57

v7.0.0

7.0.0



Transport protocols shall be defined in other specs (stage2,3?). Use only standard protocols (no proprietary)
















































Protocols 









34
J
MExE protocols shall be independent of the type of underlying bearer 
02.57

v7.0.0

8.2.0



What are upper layer MExE protocols? Definition required – suggest all layers above the bearer.

Definition accepted – CR to definition section of 02.57










already covered by 34



36
J
Applications and applets shall be able to request specific bearer services and to be notified as to their availability
02.57

v7.0.0

8.2.0


















38
J
MExE protocols shall be able to add new bearers
02.57

v7.0.0

8.3.0


















40
I
It shall be possible for applications and services to install new protocols 
02.57

v7.0.0

8.4.0



CR 



41
I
MExE protocols shall be independent of the network nodes being communicated with
02.57

v7.0.0

8.5.0


















43
I
MExE protocols shall support a generic technology independent capability negotiation,  notification and enquiry mechanism  between the MExE ME  and the MExE service environment
02.57

v7.0.0

8.6.0


















100
I
The MExE ME shall allow a MExE service provider to determine the MExE ME capabilities, according to MExE security requirements.
02.57

v7.0.0

6.1.0



NB: MExE Service Provider can be anybody – hence apply MExE security policy



101
I
The MExE ME shall perform capability and content negotiation according to Section 4.4. of 03.57 
03.57 Section 4.4



Table reference IN NEW VERSION



48
I
The capability negotiation mechanism shall be extensible.
02.57

v7.0.0

8.6.0



CR










Deleted: Cannot see a difference between “local services” and “services” 



50
I
MExE protocols shall support the capability to transfer new applications, applets and content to and from the MExE ME as required by the user according to MexE security requirements
02.57

v7.0.0

8.8.0



CR required



51
I
The MExE protocols shall support both user initiated and MexE server initiated transfer of applications, applets and content as required by the user, according to MExE security requirements
02.57

v7.0.0

8.8.0



CR required to section 8.8 of 02.57v7.0.0





































MS Application Execution Environment









55
J
Ability to cleanly and safely install applications and associated data (e.g. icons) shall be provided.








56
J
Ability to cleanly and safely de-install applications and associated data (e.g. icons) shall be provided.








57
I
The MExE classmark 2 terminal shall be able to implement HTML

Mandatory


WML for classmark 1, HTML for classmark 2

This an an API req, relating to stage 2.



58
I
The MExE classmark 2 terminal shall be able to implement WML and WMLScript

Mandatory


This an an API req, relating to stage 2.



105
I
The MExE Classmark2 device shall contain a pre-installed WAP browser




I.e. browser capable of rendering WML and WMLScript



106
I
The MExE Classmark2 device shall allow the pre-installed WAP browser to be updated








59
I
MExE shall define a set of  standardised content coding schemes i.e. vCard, vCalendar




Is vCard, vCalendar support required?

This an an API req, relating to stage 2.



60
I
The MExE ME shall be able to support HTML and/or WML

Mandatory






61
J
MExE ME shall support the 7bit GSM default character set



Mandatory


As defined in 03.38 v6.0.1

Note: User defined 8bit scheme is not mentioned here. Should it be?

CR to section 9.2 (last para) of 02.57v7.0.0 – replace “defined” with “identified”



104
I
The MExE ME shall  be capable of supporting the UCS2 character coding scheme

Optional


Unicode 16bit character coding














63
I
The MExE ME shall support a core API, known as the core MExE API
02.57

v7.0.0

9.3.0



The core MExE API defines the minimal API set that a MExE ME needs to support



64
I
The core MExE API shall consist of both generic and GSM/UMTS specific aspects
02.57

v7.0.0

9.3.0







65
I
The MExE ME shall support standardised MExE API extensions in addition to the core MExE API
02.57

v7.0.0

9.3.0
Optional






66
J
The standardised MExE API extensions shall include access to location information, according to MExE security
02.57

v7.0.0

9.3.0



What is the meaning of "mobility information"?

CR

Location 



67
J
The MExE APIs shall provice support for applications and applets to access the GSM/UMTS functionality present in the GSM/UMTS terminal according to MExE security .




Functionality includes telephony, e-mail, SMS, fax.



68
J
All Java APIs specified by MExE for use on a MExE ME shall be approved by Sun Microsystems.








69
J
The MExE ME shall provide local file system support, according to MExE security
02.57

v7.0.0

6.1.0
Optional






70
I
The MExE ME shall allow the user to identify the version number of applications, applets and content contained within it
02.57

v7.0.0

6.1.0
Optional






71
J
A MExE ME shall notify applications of any power state changes. 
02.57

v7.0.0

6.1.0
Optional






72
J
A MExE ME shall support standardised access of a smartcard if a smartcard reader is present on the MExE ME 
02.57

v7.0.0

6.1.0
Optional


Support of smartcard reader is not a mandatory requirement.
















































Security































102

The MExE terminal shall be able to access services behind secure firewalls








76
I
Transferred MExE applications, applets and content shall be secure and verified  
02.57

v7.0.0

11.0.0



“secure” – received in same state as it was sent i.e. has not been tampered with



77
I
The MExE ME shall provide support for four security levels
02.57

v7.0.0

11.0.0
Mandatory


See Table XX in Section 9.1 of 03.57 for an elaboration of security levels.

Multiple security levels 










This is related to requirements 79 (it is a functional solution to req79): deleted



79
I
The security level of applications, applets and content shall be verified by the MExE ME 
02.57

v7.0.0

11.0.0
Mandatory



















The MExE MS shall be able to verify the security level, as defined in section 11.3, of applications, applets and content transferred from the MExE service environment.
02.57 (V7.1.0 to be) 11.2
Mandatory








The verification process in the MS itself shall not compromise the security of the functionality and content in the MS, i.e. there shall be an isolated area within the ME (the “sandbox”) within the which the transferred material shall be verified.  The transferred material shall not be able to access any MS functionality or content outside the isolated area until it has been verified in the isolated area that it is authorised to do so.
02.57 (V7.1.0 to be) 11.2
Mandatory








Transferred material that fails verification or that cannot be verified due to the absence of required verification information in the MS, shall be considered as level 4 material, as defined in section 11.3.
02.57 (V7.1.0 to be) 11.2
Mandatory








The events that applications, applets or content are given permission by the user to initiate shall be securely recorded in the user profile.
02.57 (V7.1.0 to be) 11.2
Mandatory








The events that applications, applets or content are given permission by the user to initiate shall be securely recorded in the user profile.
02.57 (V7.1.0 to be) 11.2
Mandatory








There shall be mechanisms within the MExE MS for ensuring that applications cannot have access to MS functionality and content beyond that allowed by their security level, as defined in section 11.3, and as contained in the user profile.
02.57 (V7.1.0 to be) 11.2
Mandatory








The MExE MS shall be able to detect if applications, applets and content transferred from the MExE service environment have been modified since they were assigned a security level.
02.57 (V7.1.0 to be) 11.2
Mandatory








Applications, applets and content shall not be transferred to a MExE MS without the explicit permission of the MS user immediately prior to transfer or implicit permission via the user profile.
02.57 (V7.1.0 to be) 11.2
Mandatory








Applications and applets transferred to a MExE MS shall not be able to initiate events without the explicit permission of the MS user immediately prior to event initiation or implicit permission via the user profile.
02.57 (V7.1.0 to be) 11.2
Mandatory








The user profile data for transfer and event initiation cannot be changed without the explicit agreement of the user.
02.57 (V7.1.0 to be) 11.2
Mandatory








The user shall be able to request the logging of all network events initiated by MExE MS applications/applets.
02.57 (V7.1.0 to be) 11.2
Mandatory








MExE MS applications/applets shall not be able to send command RUN GSM ALGORITHM to the SIM.
02.57 (V7.1.0 to be) 11.2
Mandatory








The MExE MS shall support the three levels of user permission defined in section 8.3
03.57, 8.3
Mandatory








It shall be possible to securely upgrade untrusted (level 4) applications, applets or content to level 3 applications, applets or content.
03.57, 8.1
Mandatory








The MExE MS shall be able to retrieve public key certificate from public key repositories
03.57, 8.4.1
Mandatory








The list containing the location of the user files cannot be modified by applications or applets can be modified by the user only.
03.57, 8.4.2














Requires discussion with SMG10: deleted



81
I
The MExE subscriber shall be able to control whether applications, applets and content of specific security levels may be transferred to the MExE ME 
02.57

v7.0.0

11.0.0
Mandatory






82
J
An application/applet shall specifiy whether or not it can share its own files with other applications/applets

02.57

v7.0.0

11.0.0
Mandatory


 More input required here



83
I
Within the constraints of the defined security levels, the user shall have ultimate control over  the use of bearer services
02.57

v7.0.0

11.0.0



CR

Incorporate USSD and SS signalling (comment by K Holley at MExE security meeting, SMG4 plen 11 – 14th Dec 1998)



84
I
A means to authenticate the MExE subscriber and MExE server shall be provided
02.57

v7.0.0

11.0.0
Mandatory


CR

This may be performed by the MExE ME, an intermediate entity or the GSM/UMTS network 



85
I
MExE shall continue to support the inherent security and integrity of the GSM/GPRS/UMTS network 
02.57

v7.0.0

11.0.0
Mandatory






86
I
The integrity of the SIM and existing GSM/UMTS security mechanisms shall not be compromised by the introduction of MExE services
02.57

v7.0.0

11.0.0
Mandatory






87
I
All aspects relating to GSM security shall be performed by the SIM
02.57

v7.0.0

6.1.0
Mandatory








































Interworking with other Network Features









90
I
All services available in the network shall continue to be offered in addition to MExE services
02.57

v7.0.0

12.0.0






























Network Interworking









92
I
All services offered in co-operation with other networks shall continue to be offered in parallel with MExE services
02.57

v7.0.0

13.0.0



















Communications









93
J
MExE MEs shall support peer to peer communication between MExE devices 
02.57

v7.0.0

6.1.0
Optional


Includes e.g. IrDA, Bluetooth, USB (which are outside the scope of MExE specifications), user-to-user signalling, USSD (which are within the scope of MExE specifications) etc.














95
J
A MExE application shall be able to access any or all external interfaces present on the MExE ME, subject to the limitations of the MExE ME

Optional


Serial, parallel, infra-red etc.



96
J
The means for MExE service provider specific applications and applets on the MExE ME to communicate with other GSM network nodes shall be provided.
02.57

v7.0.0

6.1.0



USSD main bearer


















































































































































MS





GSM network





Public key repository





3rd party software developer





CA





(1) Public key





(2) Certificate for public key





(3) Certificate





(5) Certificate





(4) signed application





(6) MS verifies signed application using certificate
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