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Reason for �change:��
There is no reason to disallow the manufacturer from certain operations, given that the manufacturer's system applications must be able to do anything, and that the operator and user must trust the manufacturer.�
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Other �comments:�
The "HTTP cache manipulation" row in the security table should be "browser cache


manipulation" in order to cover WAP's WSP cache as well.





It does not make sense to allow the user to specify which directories they will allow applications access to. Typically users will not know which directories are safe and which are not. The Manufacturer must specify which directories are to be restricted.�
�









�
8	Security


Editor‘s Note: input awaited from SMG10


8.1		Generic security


In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.


The basis of MExE security is a framework of permissions which defines the permissions and privileges transferred content, applets or applications have within the MExE. The MExE framework is defined in TS GSM 02.57 and is as follows (there is no implied hierarchy):


MExE Security Level 1 (used by the HPLMN operator);	


MExE Security Level 2 (system applications, applets and content by MS manufacturer);


MExE Security Level 3 (user trusted applications, applets and content);


MExE Security Level 4 (user untested untrusted applications, applets and content);


8.2		Application Permissions


The following table specifies the privileges and permissions of each security level.


User Permission is required for all actions by level 1 & 3 applications, applets and content.








�
MExE Security Levels�
�



Actions�
�
1





Network


Operator�
2





System Applications by MS Manufacturer�
3





User Trusted


Applications�
4





User Untrusted


Applications�
�
Read file


Write file


Get file information


Delete file�
Yes 2�
Yes 1, 2�
Yes 2�



Yes 3, 4


�
�
Load native code libraries�
No�
Yes 1�
No�
�
Initiate a voice/data connection 5


Accept a voice/data connection 5


Intercept an incoming voice/data connection 5�



Yes 1





�



No�
�
Call forward�
Yes 1�
NoYes�
Yes 1, 6�
No�
�
Terminate an existing connection


Hold an existing connection


Resume an existing connection�



Yes 1�
No�
�
Modification of user invoked connection�
Yes 1�
No�
�
Add a phonebook entry


Delete a phonebook entry


Get a phonebook entry


Modify a phonebook entry�



Yes 1�
No�
�
Send an SMS�
Yes 1�
No�
�
Add an application or applet�
Yes 1�
No�
�
Delete a saved application or applet�
Yes 1�
Yes 1, 7�
No�
�
Add a certificate for a given level


Delete a certificate for a given level


Replace a certificate for a given level�



Yes 1, 8�
No�
�
Audio access (e.g. wake-up service)�
Yes 1�
No�
�
HTTP Browser Cache manipulation�
Yes 1�
No�
�
Get IMEI�
Yes 1�
No�
�
Location Information�
Yes 1�
NoYes�
Yes 1�
No�
�
Activate a user profile


Modify a user profile�
Yes 1�
No�
�
Legend for above footnotes:- 





1 - With user permission


2 - Except in usermanufacturer pre-specified directories


3 - Only in application/applet’s own directory


4 - Restriction may be required on space allocated to write


5 - A network connection may be via any supported bearer service


6 - To pre-defined numbers in the user profile


7 - Only in manufacturer pre-specified directory


8 - Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate�
�
Table 3: Security levels and actions




















