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Other 
comments:
The Terminal manager has all the rights because it can change native code, so it can load any application which has access to all APIs, but it cannot give operator rights to any third trusted party.

8
Security

Editor‘s Note: input awaited from SMG10

8.1

Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is a framework of permissions which defines the permissions and privileges transferred content, applets or applications have within the MExE. The MExE framework is defined in TS GSM 02.57 and is as follows (there is no implied hierarchy):

Level 1 : a terminal manager as a global authority for granting rights for operations involving any terminal operation (system applications, applets and content loading, certificate allocation, software upgrade, new API access addition and security manager upgrade). The terminal manager can authorize various privileges into subsets of it’s own rights to identified actors. Subsets can be predefined as follows :

MExE Security Level 2 HPLMN operator : operator applications, applets and content (no native code, but interpreted code, network , SIM file API access);



MExE Security Level 3 : trusted applications, applets and content (no native code, but interpreted code);

MExE Security Level 4 :untested applications, applets and content (no native code, but interpreted code, API restricted access);

The level 1 “terminal manager” can delegate its rights to level 2 authority.
The level 2 “HPLM operator” can delegate its rights to level 1 authority.
The level 1 “terminal manager” is responsible for validating lower levels of privileges.

Privileges and permissions of each security level are hierarchical from level 1 to level 4.
The following table specifies the privileges and permissions of each security level.


MExE Security Levels

Actions

1

MS Manufacturer 

2

Network

Operator 
3

User Trusted

Applications
4

User Untrusted

Applications

1. Read file

2. Write file

3. Get file information

4. Delete file
Yes 1, 2

Yes 3, 4


Load native code libraries
Yes 1
No 
No

1. Initiate a voice/data connection 5
2. Accept a voice/data connection 5
3. Intercept an incoming voice/data connection 5
Yes 1

No

Call forward
Yes 1
Yes 1
Yes 1, 6
No

1. Terminate an existing connection

2. Hold an existing connection

3. Resume an existing connection
Yes 1
No

Modification of user invoked connection
Yes 1
No

1. Add a phonebook entry

2. Delete a phonebook entry

3. Get a phonebook entry

4. Modify a phonebook entry
Yes 1
No

Send an SMS
Yes 1
No

Add an application or applet
Yes 1
No

Delete a saved application or applet
Yes 1
Yes 1, 7
No

1. Add a certificate for a given level

2. Delete a certificate for a given level

3. Replace a certificate for a given level
Yes 1, 8
No

Audio access (e.g. wake-up service)
Yes 1
No

HTTP Cache manipulation
Yes 1
No

Get IMEI
Yes 1
No

Location Information
Yes 1
Yes 1
Yes 1
No

1. Activate a user profile

2. Modify a user profile
Yes 1
No

Legend for above footnotes:- 

1 - With user permission

2 - Except in user pre-specified directories and system directory
3 - Only in application/applet’s own directory

4 - Restriction may be required on space allocated to write

5 - A network connection may be via any supported bearer service

6 - To pre-defined numbers in the user profile

7 - Only in pre-specified directory

8 - Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate

Table 3: Security levels and actions

The term “with user permission” is defined to mean that the user can give permission for a specific action in one or more of the following ways:-


User Permissions

Permission Type
Description
Invocation
Revocation

blanket permission
The user gives blanket permission to the application for the specified action, and the application subsequently uses the user’s original permission for the identified subsequent actions whenever the application is running.
Typically such permission would be given at application configuration or run time.
The blanket permission may be revoked by the user at any time.  The user permission no longer applies once the application has been removed.

session permission
The user gives permission to the application for the specified action during a specific run time session of an application, and the application subsequently uses the user’s  permission for the identified subsequent actions whilst the application session is still running.
Typically such permission would be given at application run time.
The session permission may be revoked by the user at any time.  The user permission no longer applies once the application run time session has terminated.



one-shot permission
The user gives a single permission to the application for the specified action; if the application subsequently wishes to repeat the action it must again request the user’s  permission for the identified subsequent action.
Typically such permission would be given at application run time.
The user permission no longer applies once the action has terminated.

Table 4: User Permissions

Editor’s note: the consequences of upgrading of the WAP browser requires to be further elaborated.

In order to enforce the MExE security framework a MExE capable MS is required to operate an authentication mechanism for verifying downloaded applications and applets.  A successful authentication will result in the acceptance of the claimed security level.  For example, content, applets or applications for Classmark 2 devices are transferred to a MExE device in JAR files. These files are signed with a service provider’s private key and the MExE device determines the MExE security level on the basis of this signature. This signature can be verified using the public key contained in the certificate of the signer. The process is as follows:

The Service provider generates a pair of keys, private and public.

The private key is used to sign the JAR file.

The signed JAR file is transferred to the MExE device.

The MExE device obtains the public key for the service provider from the certification authority and uses this to validate the JAR file.

The MExE device determines the MExE security level of the JAR file on the basis of the certification.

The distribution of MExE authentication keys is described in the figure below.

Editor’s note: [Discovery of the address of the certification authority by the MS is still work-in-progress in the IETF Secure DNS working group, but the current proposal (available as http://www.ietf.org/internet-drafts/draft-ietf-dnssec-certs-02.txt) shows how a domain name (associated with a certificate) can be generated from the certificate itself. When a domain name is known, a proposed CERT RR (resource record) is retrieved via DNS.]
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Figure 5: Distribution of Keys


Level 1 and level 2 public keys need to be either pre-configured before devices are distributed or configured by external means (keyed, download on first time configuration server …)

Level 1 and level 2 keys can be identical. In that case the HPLMN operator is responsible for all the terminal operations.

Level 1 key is used to configure lower level e.g. install certificates for application-level (level 3) trusted parties.

Finally Level 1 authority can assign itself level 1,2, 3 and 4 rights.
