


Report of the SMG4 MExE Meeting�Fort Worth, USA 12-14 January 1999


Chairman: 	Mark CATALDO (Motorola)


Secretary: 	Friedhelm RODERMUND (ETSI PT SMG)





1.	Opening of the meeting


The meeting was opened by Mark CATALDO who welcomed the delegates to the SMG4 MExE meeting. The delegates were welcomed on behalf of Motorola who kindly hosted the meeting. 


A list of delegates present at the meeting can be found in Annex 1.


2.	Approval of agenda


The draft meeting agenda in Tdoc 4M99-027 was agreed. The second day of the meeting was devoted to MExE security issues.


3.	Registration of documents


The documents were assigned to the agenda items. The list of registered documents can be found in Annex 2. 


4.	Approval of the previous meeting report


The report (Tdoc 4M99-001) of the previous MExE meeting during SMG4 plenary in Salisbury, England 7-11 December 1998 was agreed. No comments were received.


5.	Resignation of John Candish / Election of a new chairman


As announced in advance to the meeting, John Candish will be unable to continue with his duties as chairman of the SMG4 MEXE group. The MExE group feels sorry and sad that he has left and thanks John Candish very much for his hard endeavours in the MExE area. We wish him the best for the future and his new task at Nortel Networks!


Mark CATALDO was elected as the new chairman of the SMG4 MExE group. 


6.	Changes to GSM 03.57


Tdoc 4M99-017 is the latest version of the GSM 03.57 (version 1.3.0) which was presented during the closing session of the Salisbury SMG4 plenary. 


6.1 


Tdoc 4M99-002 is a CR to 03.57. Section 6.2.7.1 currently says services "may" use HTTP for transfer. While service transfer should not be limited to HTTP/TCP/IP (FTP would be an example of another protocol), this should be stated as the minimum supported transfer mechanism. 


Conclusion:


The CR was agreed. 





The CR on 03.57 in Tdoc 4M99-003 on pJava optionality makes several corrections in section 6.2.1 “Optionality” and section 6.2.2 “Required and optional APIs”.


Comments: 


-	It has to be investigated what APIs are available to meet the deadlines. 


-	It was proposed to let the whole section be reviewed by JAVA phone. 


-	It was proposed to have the SmartCard API mandatory. 


-	It was commented that in WAP there are SmartCard APIs too. 


-	It was suggested that in case the device has an additional SmartCard reader, then the device 


should support a SmartCard API. 


-	The access to the SIM in addition to the smart card support API requires further discussion and contribution.





Conclusion:


This CR was revised to Tdoc 4M99-031 reflecting the comments of the discussion and including the agreed proposal of 4M99-005 concerning the use of JTAPI mobile call control. The CR was agreed.





The CR on 03.57 in Tdoc 4M99-004 adds additional URL references to section 2.1 “Normative references”. 


Conclusion:


The CR was agreed. 


General remark: The version number of a document must always to be mentioned when referencing by URLs.





Tdoc 4M99-005 on JTAPI mobile states that section 6.2.3 of GSM 03.57 version 1.3.0 is out of date because JTAPI mobile call control should be used rather than JTAPI call control. It is proposed to add an editor's note stating that this text will be replaced with text referring to JTAPI mobile call control when it is finalised early in 1999. The difference is that JTAPI 1.2 is a quite huge API for telephony whereas JTAPI mobile is a more mobile phone specific API. It does not include the parts which are not really applicable for a mobile phone. As soon as JTAPI mobile is finalised, evaluated and accepted, then the optional and mandatory parts of JTAPI mobile should be noted in this section.


Conclusion:


The CR was agreed.  An appropriate editor’s note will be added. (This was later included in the CR Tdoc 4M99-031.)





6.2 Call Authorisation


Tdoc 4M99-011 is a discussion paper on connection authorisation for Security Levels 1 and 2 applications highlighting the fact that there are some concerns outside MExE (applications and Automatic Execution Environment  Workshop and operator concerns) on the decisions reached that no user permission was required for such applications for making or answering data/voice connections.  The current 4 level security system is tied into the ability to have fine grain security available. In case fine grade security can’t be provided in R98, simplifications may be necessary. One interpretation would be that there are only trusted and untrusted applications. 





Conclusion:


The document was noted and taken into consideration during the discussion on MExE security.





Tdoc 4M99-014 is a Liaison Statement from SMG1 SAT ad hoc on Generic Security Requirements in "Execution Environments”. SMG1 SAT Ad hoc believes that important security principles are at present not reflected in the current MExE and SAT standards. For example it is believed that MExE allows a "MExE call set up without knowledge of the user" whereas this is not allowed in the more trusted SAT environment. The SMG1 SAT group requests that the security principles listed in the LS be reviewed by the addressed parties.


Comment:


-   A SAT call can be setup without intervention of the user because of the new AT command functionality.


 


Conclusion:


An answer LS was drafted in Tdoc 4M99-032. The MExE security principles are briefly presented. It is stated that the “MExE call set up without knowledge of the user” meaning that the user does not know that an application has the ability to make calls, will not be allowed. The LS was agreed. 





Tdoc 4M99-020: on common call control requirements for WAP and Java. New sub-clause created to identify generic user call control. 


Conclusion:


The CR was agreed with call control renamed to connection control. 





Tdoc 4M99-021 on Journalling of network events caused by applications. A new sub-clause is proposed to identify the optional creation of a journal, which identifies network events caused by an application. User’s will require some indication of connections which have been initiated by services on the MExE MS.  Support for the journal is an initial step to providing a low level of traceability for the user. The support for journalling is proposed to be optional and subject to the capabilities of the MS. The purpose of the journalling was not to check the use of airtime against the bill, but aims  to provide the user with a means to check which calls were made by which applications.





Comments: 


-	The SMG10 representative wished to have some form of journalling mandatory. Manufacturers expressed concerns that this may require a lot of memory and a process/mechanism inherent in the MExE environment would be necessary. 


-	It was debated if the format should be standardised or not. For the moment a free-format was decided, with manufacturers determinging the most appropriate format.


-	Intention was not to have a bill record but a very simplistic log (application, destination number, time, which application made which call),


-	The types of events to be journalled, global application IDs, APIs to enable journalling requires to be further considered. The user requirement has to be made very clear before further elaboration. The SMG10 representative highlighted the requirement to indicate a network application ID. It was stated that this would be useful if the network supports the ability to supply that information in a standardised way. But today this mechanism does not exist.





Conclusion:


The CR was accepted unchanged. The majority wanted optional support of the journal. A minority wanted to have it mandatory. For the moment, the assumption is to have it as free-format. Any wished changes should be forwarded as a contribution to the meeting.





6.3 Capability Negotiation


Tdoc 4M99-006 proposes several clarifications for 03.57 concerning Transferring and Capability Negotiation Characteristics. 


Comment: 


“MExE service providers ..” puts requirements on the MSE which is actually out of the scope of GSM 03.57.


Conclusion:


Brian MODRA to check structure of JAR files and highlight difference to existing text and prepare a CR. Split confusing bullet into two bullets and work to a better definition of service.





The CR in Tdoc 4M99-009 inserts  text for section “4.4.5 Example client-server negotiation”.


Comments: 


-	It was proposed to show more of the MExE specific tokens in the example. 


-	Within MExE only the MExE environment itself will be standardised by the group, what happens within the MExE server is out of the scope of MExE. 


-	The example shows a content client server example. It was proposed to show a capability client server negotiation example. 


-	In the editor’s note, it is suggested to standardise list of resource characteristics and location(s). It was proposed not to standardise the list and to delete the last two paragraphs of the editor’s note.





Conclusion:


The CR was agreed. (Tim proposed holding off the deletion of the last two paragraphs until related docs were discussed -  an editor’s note was added stating that the last two paragraphs of the editor’s note may require to be deleted.





The CR in Tdoc 4M99-010 adds examples of  capability negotiation coding, and incorporates the MExE-Spec and MExE-URL into the capability negotiation characteristics table. 


Comments: 


-	The overhead of capability negotiation is probably quite small compared with the content to be transferred.


-	In WAP the capability negotiation will become HTTP like. 


-	The reason to support standardised capability negotiation mechanism is to support interoperability. 


-	There were some concerns that this generic capability negotiation mechanism would not be used, with WAP and JAVA using proprietary mechanisms.  The chairman stated that a device not supporting the mechanism would not be a MExE compliant device.


-	It was agreed before to keep capability negotiation as simply as possible; all tokens except the MExE class are optional. 


-	It was proposed to add some text in 4.4.1 that the optionality refers to whether it is transferred by the sender, and not to whether it is recognised on the receiving device. 


-	An API to access the capability negotiation tokens may be required, but not for R98 since the API requirements should not be extended (with the exception of urgent cases).





Conclusion:


The CR was agreed. 





Tdoc 4M99-013 is a CR to 03.57 on obtaining PLMN information on MExE services. It adds a further token to the capability negotiation characteristics which is explicitly used by the MSE to inform the MExE MS of where information on the PLMN-provided MExE services may be found. 


Conclusion:


The CR was agreed. 





Tdoc 4M99-022 is a CR to 03.57 on clarification of content and capability negotiation. The text in section 4.4 is expanded to better introduce content and capability negotiation subsequently introduced in subclauses.


Conclusion:


The CR was agreed with an additional sentence saying that capability negotiation is always MS initiated.





Tdoc 4M99-036 is a LS to the WAP FORUM on MExE capabilities negotiation protocol. WAP is defining a new negotiation protocol which may have redundancy with the MExE negotiation protocol. In order to limit the number of protocols in the ME, and WAP adaptation in the terminal, the LS from MExE proposes to inform the WAP Forum of the latest developments of the MExE capability negotiation.


Conclusion:


A new version of this LS will be created by Tim AMBROSE and Hubert HELAINE in Tdoc 4M99-042. The text will be rephrased and it will be stated that communality is the main object. The section on capability negotiation will be appended to the LS. This LS should be send to the WAP forum before January 22.





The CR in Tdoc 4M99-037 proposes to use the ISO 639 International Standard code for the representation of language names. It should be used for the negotiation language tokens. 


To ensure consistency with what is used in the Internet world, it was verified that ISO 639 is also used there. 


Conclusion:


The CR was agreed. The rapporteur will replace the examples for the language codings with the equivalent used in ISO 639. 





6.4 User Profile


Tdoc 4M99-023 is a CR to 03.57 on user profile updates.


Conclusion:


The CR was agreed.





Tdoc 4M99-026 is a discussion Paper on MExE User Profile. The authors felt that both the stage 1 and stage 2 specifications of MExE provide an ambiguous and inconsistent definition of user interface and service configuration management. They propose a table as an attempt to further elaborate the area of the MExE user profile. Remark: the proposed “location(s)” column will give information on where the user profile information will be stored.


Comments: 


-	Only for portable user profile information, standardisation is necessary and not for user profile which is used on one MS only.


-	User profile information may not necessarily be stored in one place. Therefore, information which needs to be accessed should have an identified format and structure.





Conclusion:


The change was accepted and will be incorporated into 03.57. Gunnar SCHMIDT will progress it further and he will come up with a CR. 





6.5 User Interface Customisation


Tdoc 4M99-024 is a CR to 03.57 on user interface customisation. An introductory paragraph is added to section 4.6 to clarify the distinction between the MS interface and the MExE MMI.  Further the distinction between the ability to make changes to the user interface and the portability of such changes is also explained.


Comments:


- Non visual input/output (speech recognition) should be added. 


- Consider adding of column to user profile table indicating portable/non-portable user profile. 


Conclusion:


The CR was agreed.





Edmondo PIETRANERA proposed to use the same approach for the building of the MMI for MExE and for SAT. In order to reach that, MExE should include an API able to handle the SIM Apps, using only the MMI SAT commands (eg. Menu Selection, Select Item, etc.) He will send a contribution on that matter to the MExE list.


7.	MExE security


One day of this MExE meeting was devoted to security topics. As SMG10 representative Tim WRIGHT was present. 


Tdoc 4M99-007 is a discussion paper on Security and Certificates Issues. The MExE specification as yet does not consider "line of trust" between certificates. This document introduces the concept to MExE along with other implementation issues. Requirements related directly to certification and key management in the ME are listed and a technical solution is suggested. 


Comments:


-	MExE should not define a security system  which is too difficult to use. 


-	It is not practical or needed to store certificates in the SIM.


-	The documents proposes departing from "traditional X.509 model" of implied line of trust from the external authority to the user. The X.509 certificates can be used, but use the local device key as the trust root.


-	In a “MExE world” it would be imaginable that a large operator could become a CA (certification authority). Multiple CAs could be possible but having one major CA would make the things easier. A CA signing a key verifies the source and not the quality of the application.





Conclusion:


See outcome of the extra session on certification issues held after the MExE meeting in Tdoc 4M99-044.





Tdoc 4M99-008 includes proposed changes to stage 2 security permissions table. The proposed changes are explained in detail in this Tdoc.


Comments and conclusions:


-	It was agreed that revocation of certificates can be performed by reissuing the certificate. There was a strong support to have user authorised modification, addition deletion of certificates. 


-	The contribution requests that users shall be able to switch off the MExE capability of their own terminal via the terminal MMI. Concerns were expressed that it would be difficult to completely shut down MExE, because manufacturers may integrate the MS and MEXE parts of the device making it difficult to separate the two functionalities. One way is to have the ability to deactivate all applications at any time. Conclusion was to support the idea of having this kind of switch. See points to be clarified above. Further contributions on that matter are required. 


-	Without having full justification not to allow certain applications, we should not restrict these even if we don’t see the need today, in future they might be useful. This view was also supported by the SMG10 representative. 





Changes to security table: 


“Read file”: 


Conclusion: “yes, except in user specified directories” in level 1-3


“Load libraries / native code”: 


Comments: 


-	Rename “Load libraries/native code” to “Install native code libraries”


-	Proposal to delete this from the table because only the manufacturer has the mechanism (proprietary) to do that. Proposal to have only one MExE mechanism for this. 


-	Reason for this entry was initially to allow the update of the basic ME SW without taking it to the shop or the manufacturer. Future intention is to replace specific components of SW. 


Conclusion: leave the entry for the time being 1 no 2 yes 3 no 4 no. 





“Make or answer voice call”: 


Comments:


-	If the user had to give always explicit permission, this could make applications unusable 


-	It was proposed to have an authorisation for an application which could do several calls. 


-	Clarification of explicit user permission; explicit can mean that during the session each individual call requires to be authorised, implicit means it is programmed into that device that it can make subsequent calls without seeking permission. 


-	if one application. has to do several connections it should inform the user in an non-intrusive way that these calls are made. 


Conclusion: 1 yes, 2 + 3 with user permission. The view of the SMG10 representative was that explicit user permission is required for level 2 and 3 with the exception of call reconnection to the same B-number. However, the opinion of the group was that user permission is required in level 2 and 3 (includes permission given at installation and at the first time the application runs)





“Call forwarding”:  


-	Voice and data should be treated appropriately. 


-	CF could be managed more user friendly by MExE. 


-	Security concerns were raised concerning the applet writers not concerning the users. It was stated that this is not a MExE problem since CF is a network feature. 


-	With SAT such changes can be made without user permission. 


Conclusion: 1 yes, with user permission 2 no 3 yes, with user permission to predefined numbers only, stored in the user profile  4 no .





 “Manipulate existing voice calls”: 


Conclusion: 1 yes 2 yes 3 yes (with user permission) 4 no 





“Get phone book information”: 


Conclusion: 1 yes(with user permission) 2 yes(with user permission) 3 yes(with user permission) 4 no





“Modification of user dialled call”: 


Conclusion: leave it as originally defined





“Add/delete/modify phonebook entry”: 


Comment: 


-	Operators should be able to update the phonebook on the behalf of the user. 


Conclusion: 1 yes(with user permission) 2 yes(with user permission) 3 yes(with user permission) 4 no


The view of the SMG10 representative was that explicit user permission should be required.





“get IMSI” 


Conclusion:  deleted





“Add/delete/replace certificates for a given level”:


Conclusion: yes, with explicit user permission 





“adjust real time clock”: 


Conclusion: deleted





“update preferred network names”: 


Conclusion: deleted





“Set SIM Personalisation setting on ME to “off” (remove user-applied SIM-lock)”: 


Conclusion: deleted (until an explanation why this is needed is presented by interested parties)





“Get IMEI” : 


Conclusion: 1 yes 2 yes 3 yes 4 no.


 


“Location information”: 


Comment:


-	This mechanism would refer to OTA or GPS mechanism. If the handset has this info, then it can be accessed by this security levels. 


Conclusion: 1 yes with user permission 2 no 3 yes with user permission 4 no


Conclusion:


Tim WRIGHT will update the table reflecting the decisions made (update in Tdoc 4M99-040). SMG10 need to look at GSM 03.57 at SMG#28. 





It was noted that SUN may propose additional API support and in light of enhancements and other areas.





It was proposed to have generic requirements and that the example given to JAR files is specific to MExE Classmark 2. Ericsson has kindly volunteered to modify the text following the table accordingly.





Tdoc 4M99-016 is the MExE stage 1 security specification as it was further elaborated by Tim WRIGHT. The MExE group thanks Tim very much for this work.


Conclusion:


At the next meeting new version of stage 1 security section will be available adding that no hierarchy is implied by the security levels.





Tdoc 4M99-030 comments proposed security architectures for future mobile application environments, in particular MExE. The document proposes that applications have internal fine-grain security, where each itself is certified as to what level of security it has. The CA (Certification Authority) would include in the certificate the fine-grain permissions allowed to that application/applet. The MS verifies the certificate as before, and then applies the security context (as a sublevel to the security level) to the application/applet.


Comments: 


-	It is stated that the levels of security are too difficult for the user to understand.


-	If we had new CA, it might be able to do quality control of applets. The problem would be that in that case the CA had to take some kind of legal liability. 


-	Concerns were expressed that the security system could slow down the device.


- 	4 levels of security should be retained, but in the beginning certificates should describe in more detail the granularity of access.


-	It has to be ensured that a certificate in a ME is valid. Only way to achieve that is to follow the route of trust. It was proposed to install public keys along with the browser. 





Conclusion:


It was proposed as a working assumption to use the following fallback position if no fine grain is available in R98 due to unavailability of support from WAP and Java: The sandbox approach should be used. Only trusted and untrusted level 3 and 4 would be available, security level 1 and 2 would not be supported. This proposal was supported by the meeting.





The discussion certification issues was continued during an extra session of interested parties in a security subgroup on key certificates and security after the MExE meeting. (See Tdoc 4M99-044)





Tdoc 4M99-029  comments on Functional Behaviour and Security of the MExE Environment. The main proposal of this contribution is to have an application and resource manager for the MExE environment. The documents states that user should also have the possibility to limit some of the privileges which level 1 and 2 applications have by default. 


Comments:


-	 Concern was expressed that this proposal would lead to overheads. The implications need to be carefully investigated. 


-	 Concern were expressed that security requirements do not appear to apply to WAP. 





Conclusion:


The proposal was felt to be a good idea. The chairman encouraged some further input on this matter.





8	Applications and Automatic Execution Environment Workshop


SMG#27 mandated the SMG Workshop on Applications and Automatic Execution to perform a study on the issues concerning applications and their automatic execution. The results of the workshop which can be found in Tdoc 99M-012 have an impact on MExE work. Given the late stage (with respect to MExE timescales) of the availability of the workshop’s conclusions, MExE should consider the draft proposals and make comment to the workshop and/or update MExE specifications as appropriate. There were some fears at the workshop that MExE could damage security principles because of automatic call execution (see also the LS from MExE to this workshop in Tdoc 99M-032).


Comments: 


-	It was proposed to compare this conclusions with MExE stage 1 requirements. 


-	Because of the non-availability of fine grain security for R98, not all functionality can be provided in R98. 


-	The SMG10 representative proposed to adopt these requirements into MExE requirements even if some additional time is required.





Conclusion:


The chairman encouraged the group to consider the conclusions of this paper. He already tried to consider some of the requirements in his role as MExE stage 2 rapporteur, and several of his contributions to the meeting were specifically regarding the workshop’s recommendations. During the security session, the security issues of the paper have been borne in mind regarding MExE fine grain security.





9	JAVA APIs


A revised version of the MExE terminal requirements list was produced after the last meeting in Tdoc 4M99-015. The requirements are regarded as stable now. The work to produce the corresponding APIs is subcontracted to JavaPhone. 


Conclusion:


The list is accepted with some small changes as 4M99-043. Mark CATALDO proposed staying in contact with SUN concerning their work on the APIs. A covering LS was agreed as Tdoc 4M99-039 (see below). It was agreed that the API requirement table will become an annex of 03.57.





Tdoc 4M99-028 is a LS to SUN with copy to WAP to cover the requirement list. 


Comments:


-	Tim AMBROSE will identify the current state of activities to the WAP forum. 


-	WAP has also adopted a trusted/untrusted model (levels 1 and 4)


-	In event that SUN cannot provide the API, does this allow the manufacturer to provide his own APIs? It was stated that having proprietary APIs is not the vision of MExE. The vision of MExE is to have interoperability.


Conclusion:


The LS was agreed with the changes as Tdoc 4M99-039.





Tdocs 4M99-033 deals with support of AT Functionality for MExE Classmark 2 devices. In this list, the AT command functionality is compared to the requirements identified for MExE classmark 2. Tdocs 4M99- 034 / 035 are emails from Elizabeth BJARNASON and Kevin HOLLEY on that matter.


Comments: 


-	Concerns were expressed stating that it is not realistic to provide that wide range of capabilities in the R98 timeframe.


-	It was clarified that the intention is not to have API commands as such but to have the same functions available through a demon socket to an AT application. 


-	It requires to be determined which AT command functions should be implemented.


-	Some security concerns on the use of AT command functionality in MExE were raised.





Conclusion:


This table should be noted back to the originator of the AT command proposal Kevin HOLLEY, and his comments should be reconsidered at the next meeting. It has to be indicated that there is very little time for completion R98. By adding additional requirements, the timely delivery of MExE will be endangered. 





10.	Sending of 03.57 to SMG for approval


Since GSM 03.57 will not be ready in time for SMG#28 (8-12 February 1999), it was agreed to send 03.57 for approval to SMG#29. The current version 1.4.0 (incorporating the changes of this meeting) will be sent to SMG#28 for information. SMG#28 will be informed on the reasons of the delay. 


Stage 1 security CRs should be co-presented with the stage 2.


11.	MExE activities in 3GPP


The chairman introduced the structure of 3GPP. MExE R98 will be completed in SMG4. MExE R99 will be produced in the 3GPP TSG-T. The chairman proposed that the meetings of the two groups should be collocated to have the same experts in one place. This could mean having one physical meeting taking place with two virtual meetings taking place. The goal is to try to avoid any overlap and duplication of work. 


For more information on 3GPP (documents, meeting schedules, listserver, etc.), see:


http://www.3GPP.org


Delegates expressed concern that MExE work could be slowed down by the transfer of work to 3GPP, and voiced the opinion that the current working methods, secretary and chairman should be retained in 3GPP to ensure continuity of work.  Most delegates expressed their intention to participate in 3GPP.  The chairman stated that he would convey the group’s wishes to 3GPP.


12.	Output Documents


An updated MExE stage 2 GSM 03.57 v1.4.0 incorporating the changes agreed at this meeting was produced after the meeting by the rapporteur Mark CATALDO.


LS answer to LS form SMG1 on Generic Security Requirements in "Execution Environments" (Tdoc 4M99-032 , sent 18/01/99)


LS to SUN on JAVA API requirements (4M99-039) including MExE ME Requirements list, 03.57 security table, 03.57 v1.4.0, sent 21/01/99)


LS to WAP on MExE capability negotiation protocol (Tdoc 4M99-042)


13.	A.O.B


No A.O.B  was discussed.


14.	Next meetings


The next SMG4 MExE meetings will be held on:


17-19 February 1999, Finland, probably in Helsinki, 18 February devoted to MExE security


15-19 March 1999, London (during SMG4 plenary)


ETSI meeting calendar can be found in Tdoc 4M99-018, 3GPP meeting calendar in Tdoc 4M99-019


15.	Closing of the meeting


The Chairman thanked all delegates for their participation and support, and Motorola for the excellent facilities, and the great meal and the good view we enjoyed at the MExEcan evening.
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