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LIAISON STATEMENT





From: SMG AAE (Applications and Automatic Execution Workshop)


To: SMG, SMG1, SMG2, SMG3, SMG4, SMG6, SMG7, SMG8, SMG9, SMG10, SMG11, SMG12





SMG#27 set up an ad-hoc working group to discuss the ability of various applications to set up and control calls and other events which could be subsequently billed to the mobile customer.





This group has met twice and has agreed some text in the attached document (PE99-009) which should be taken into account in future work in SMG, in particular (but not exclusively) MExE and SIM Toolkit.





The attached document provides a detailed analysis of the ME Execution Environment, including the following areas:





Defining a model for the ME Execution Environment – all of the applications running in this environment require resources from the ME core functions and the ME core functions need to be developed in a harmonised way for all interfaces and applications.


Ensuring that changes to basic data needed for the fundamental operation of the ME (e.g. IMSI) are not made without due consideration to procedures necessary to assure the continued correct operation of the ME.


Giving a focus to the end user and recognising that the end user may have many different requirements (e.g. user control, security, traceability) which could conflict with applications which generate automatic calls.


Identifying additional requirements for the development of application environments such as MExE and SIM Application Toolkit





This will impact on the work of several STCs. Amendments to existing specifications may be required.





This liaison statement sets out some of the general principles and specific actions which the STCs need to take. 





1. Service Requirements





A generic set of requirements needs to be established in the SMG1 domain in order that the implementations of MexE, SIM applications etc. can be made in harmonised way. Therefore SMG1 is asked to develop general service requirement for the applications where automatic execution is used. SMG1 is asked to include the text from the attached document in these service requirements. 





2. Traceability





SMG3 is asked to include additional signalling in Release 99 to allow the network to record the source application of an automatic call to permit better traceability. It may be desirable to make changes to earlier releases of GSM specifications in order to assure the recording of "source" information when roaming  on earlier phase networks. SMG3 is invited to comment on this.





SMG3 should ensure that this can work in conjunction with MSP and CCBS and check error handling situations.  The source of call is divided into 7 categories:





1.  MMI (including automatic repeat calls from the phone itself)


2. SIM Application


3. MExE Application


4. TE Application using 07.07/07.05


5. Intelligent Peripheral (e.g. advanced in-vehicle applications such as alarms)


6. Auxiliary Smart Card


7. Other


�



SMG4 and SMG9 are asked to identify additional information (including the type and the size) which could be sent to the network to allow the network to record more precisely which piece of software caused the call attempt to be made.





According to the agreed principles in the attached document this needs to be made available for all interactions  between the MS and the network (voice/data calls, GPRS transactions, SMS, USSD, Supplementary Services etc.)





In the case of GPRS, SMG4 (in the first instance) should study the implications of multiple applications using the same PDP context and propose a solution where the network can record the volume of traffic (etc.) generated by each application.





Further work will of course be needed in billing systems to enable the networks to advise customers why certain charges appear on their bills.





3. User Control and Security





In addition to the above, SMG4 and SMG9 are asked to include in the MExE, TE control and SIM specifications the ability for the user to tell the ME their settings for particular application sets 1..7 above.  The user may at any time change the settings and it is not acceptable to have an option at application install time without the ability to change the setting later.  The user must have control over the settings outlined below even if the application is very highly trusted and comes from a network operator due to the possibility of collision with other activities the user wishes to undertake.





The following settings should be provided.  Note that for ease of reading the term "call" is used but this should be taken to mean any network interaction including SMS, USSD etc.





A. Permission to make automatic calls





At least the following categories should be provided:


i) the application is not allowed to make any calls


ii) the application is allowed to make calls but the mobile must ask the user before a call is made


iii) the application is allowed to make any calls without the mobile asking permission





B. Keeping a record





i) the mobile shall record information about calls made by the application


ii) the mobile shall not record information about calls made by the application





SMG4 and SMG9 should discuss and decide whether additional granularity over and above categories 1..7 above can be provided (e.g. allowing the user to make settings for individual MExE/SIM applications).





SMG4 and SMG9 should discuss and decide the degree to which information should be recorded if option Bi) is selected.  The recording of information shall be mandatory, but the STCs should allow manufacturers flexibility to keep storage requirements to a minimum by storing information about only a few calls or storing only a summary of activity.





All of the above shall be mandatory for all the supported functions of the mobile. 


�
4. Harmonised Development of ME Environment





SMG4 and SMG9 should include text in their respective specifications to advise implementors that the prioritisation and control functions of the ME for MExE/SIM/TE applications need to be harmonised with the equivalent functions for the other applications in categories 1..7 above.





5. Additional Requirements





All other STCs are requested to read the attached document and provide comments to the SMG_EXEENVIRONMENT reflector list.





6. Future Work





SMG is invited to discuss and agree an appropriate way to forward this information to 3GPP.
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