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Following a request from SWG6 for support, the following text is proposed by the MExE group for inclusion in SWG6's specification, presenting an overview and technical aspects of MExE.

1 Overview

MExE is a standard developed as part of the 3GPP world wireless standards which uses the client/server approach to services creation provision and delivery to handsets.  It is one of the 3 toolkits (the other two are CAMEL and SAT) specified in 3GPP to create virtually all new services for 3GPP.

A MExE handset may download services in the form of applications and content from servers.  The services may then be configured, personalised and run on the MExE handset by the user, and do not necessarily rely on any intrinsic service support from the network.  A MExE handset may support a diverse range of services, providing a dynamic and evolutionary set of facilities to users.  The support of this unlimited range of new services, will convert a mobile handset from being a device which simply makes and receives calls and messages, into a commodity which may become the wireless equivalent of a Walkman®, Gameboy®, Palm Pilot® and more, all combined into one device.

An analogy may be made with a personal computer, where the user can install and configure any type of application that he so chooses, establish multimedia call sessions, and convert the laptop into a multi-facit device (e.g. slideshow presenter, videobox, music jukebox, arcade games machine, protocol analyser, messaging and information server etc.).  In fact, MExE may simply be considered to be similar to a small computer supporting wireless telecommunications capabilities.

2 Technical aspects

MExE defines two types of execution environments in a wireless handset, one based on WAP (version 1.2) and the other based on PersonalJava (version 1.1), with a third platform based on Kjava (K Virtual Machine, KVM) likely to be introduced during 2000. MExE defines a capability negotiation (using the WAP Forum's CC/PP-based UAProf) between the MExE handset and a server to personalise and deliver services.  WAP or Java services may be downloaded from servers (e.g. operator servers, third party servers, websites, company intranets, other MExE users, etc.) into the wireless handset.

MExE supports a domain based security model using PKI.  Three secure domains exist (network operator, handset manufacturer and third party), together with an untrusted domain.  Each of the secure domains is reserved for use by the domain owners, with a root public key which is used to authenticate whether a service may be used in that particular domain.  As part of the start up procedures of a MExE handset, control of the third party domain may be assigned to the network operator or the handset user.  The untrusted domain allows services to be downloaded without requiring authentication.  Such services in the untrusted main may access limited functionality (e.g. make calls, send tones, access screen and speaker etc.) following explicit user permission.

To provide protection against fraud and malicious attack (e.g. viruses), the PKI security is used to authenticate all services downloaded into one of the secure domains: this requires that downloaded services must have a digital signature, which is used to authenticate the source, verify that it has not been tampered with, and execute in the correct security domain on the handset.  Within each domain, the downloaded application/content is only permitted to perform certain functions (i.e. make calls, use network supplementary services, send messages, access user private data, manage services and profiles, read time/date, access screen/speaker and peripherals etc.).  The user has ultimate control on whether any service may be downloaded/installed, and finely control the use of the functions for each service that is downloaded (i.e. which functions may be performed by the service and what level of permission is permitted by the user).

3 Future work

MExE is a stable standard wireless standard, which is also applicable to fixed terminals and devices.  Future work to be performed by the MExE committee will not only consider new execution environments (e.g. the K Virtual Machine, KVM), but also investigate other areas into which the mobile handset may become a versatile commodity and leisure device, in addition to making and receiving voice and data calls.
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