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3GPP TSG-T2 MExE Meeting Report
Athens, Greece

24th-26th July, 2001

Chairman: Mark Cataldo (Motorola)

Secretary: Tim Costello (BT)

Opening of the meeting

The Chairman (Mark Cataldo, Motorola) opened the meeting, with the secretary (Tim Costello, BT) welcomed delegates and thanked the hosts for their kind invitation.

1 Welcoming by the University of Athens

Tdoc
Subject
SOURCE

T2-MExE-010069
University of Athens presentation
UoA

Presentation by members of University of Athens, on the research projects they are working on.  UoA Will make a similar presentation to the UMTS forum and will look into SA5.  There was a demonstration and more information on their Movivas project (URL).  

2 Approval of the draft agenda

Tdoc
Subject
SOURCE

T2-MExE-010048
Draft MExE agenda
Chairman

The agenda was agreed with proposed amendments.

3 Introductions

Delegates introduced themselves, and are listed in the participants annex.

4 Call for IPR

Chairman noted the IPR policy .of 3GPP.

5 Registration of input documents

Meeting documents may be found at HTTP://www.3GPP.org/ftp/TSG_t/WG2_Capability/SWG1/SWG1_10_Athens/ 

Tdoc
Subject
SOURCE

T2-010346
Pusan MExE meeting report
BT

T2-010405
CR86: Status of applications when valid RPK not available
MExE Group

T2-010558
CR92: Clarification of root public keys
Motorola

T2-MExE-010048
Draft MExE agenda
Chairman

T2-MExE-010049
Report of the MExE Athens meeting
BT

T2-MExE-010050
Certificate fingerprint for CCM CRL
Telstra

T2-MExE-010051
CR23.057: Certificate fingerprint for CCM CRL
Telstra, Motorola

T2-MExE-010052
Security Analysis Activity WID
TSG-T

T2-MExE-010053
T2 Secretary e-mail on generation of 23.057 v4.2.0
MCC

T2-MExE-010054
CR Classmark 4 security
Microsoft

T2-MExE-010055
CR Classmark 4 non-security
Microsoft

T2-MExE-010056
Clarifying description of CCM format
Intel

T2-MExE-010057
Inconsistent USIM ORPK requirement
Intel

T2-MExE-010058
Trust hierarchy and administrator RPK
Intel

T2-MExE-010059
Read-only MExE-UISM Administrator RPK
Intel

T2-MExE-010060
MExE e-mail report
TTPCom

T2-MExE-010061
Response to LS S5-010114 (S3- 010168) on MExE and User Equipment Management
TSG-SA3

T2-MExE-010062
State of certificate
Ericsson

T2-MExE-010063
Certificate and RPK Coupling
Intel

T2-MExE-010064
Virtual PalmTop - A thin client Classmarks
Media Farm

T2-MExE-010065
Presentation on Brew
Qualcomm

T2-MExE-010066
TRUST presentation
TRUST

T2-MExE-010067
Proposal for the Promotion of MExE
NTT DoCoMo

T2-MExE-010068
Update to the states in diagram D4
Vodafone

T2-MExE-010069
University of Athens presentation
UoA

T2-MExE-010070
The need for a mechanism to identify the execution domain explicitly
Vodafone

T2-MExE-010071
Support for PKCS#15 in the USIM
Vodafone

T2-MExE-010072
The need for a specified certificate format in MExE
Vodafone

T2-MExE-010073
ETSI MEXE J2ME Interoperability Event
T2 secretary

T2-MExE-010074
The need for a mechanism to identify the execution domain explicitly
Vodafone

T2-MExE-010075
LS to SA3 (copied to SA5) on MExE Security Analysis Activiity WID
Nokia

T2-MExE-010076
Status of applications when valid RPK not available
Intel

T2-MExE-010077
Clarification of root public keys
Motorola

T2-MExE-010078
State of certificate
Ericsson

T2-MExE-010079
CR Classmark 4 non-security
Microsoft

T2-MExE-010080
LS to SA3 (copied to SA5) on MExE Security Analysis Activiity WID
Nokia

T2-MExE-010081
Status of applications when valid RPK not available
Intel

T2-MExE-010082
Clarification of root public keys
Motorola

T2-MExE-010083
LS to SA3 (copied to SA5) on MExE Security Analysis Activiity WID
Nokia

T2-MExE-010084
Update to the states in diagram D4
Vodafone

Results of the previous meeting
5.1 Meeting report

Tdoc
Subject
SOURCE

T2-010346
Pusan MExE meeting report
BT

This was already approved at closing plenary in Pusan.

Conclusion:

Tdoc T2-010356 was noted

5.2 E-mail activity

Tdoc
Subject
SOURCE

T2-MExE-010060
MExE e-mail report
TTPCom

Presented by MC, Motorola.

Only one document for email approval since the last meeting (T2-010408).  Was approved on T2 email reflector.

Conclusion:

Tdoc T2-MExE-010060 was agreed.

Liaison statements
This is for LS's to be dealt with at this meeting.  There is also a section for incoming LS's to the next T2 plenary meeting.

Tdoc
Subject
SOURCE

T2-MExE-010061
Response to LS S5-010114 (S3- 010168) on MExE and User Equipment Management
TSG-SA3

T2-MExE-010075
LS to SA3 (copied to SA5) on MExE Security Analysis Activiity WID
Nokia

T2-MExE-010080
LS to SA3 (copied to SA5) on MExE Security Analysis Activiity WID
Nokia

T2-MExE-010083
LS to SA3 (copied to SA5) on MExE Security Analysis Activiity WID
Nokia

Tdoc 061 - LS received from SA3.

SA3 has suggested some changes to the current MExE Security Analysis Work Item Description, the proposed change is in Tdoc T2-MExE-010052 (MExE SAA WID).

comments:

MExE should inform SA3 of the outcome of the joint SWG1-SWG2 meeting at the T2 Pusan meeting.  Make this LS visible to T2 SWG1/SWG2.

Anna Zhuang - propose that MExE agree with this LS and generate a response for submission to the next T2 plenary.

The group had no issues with the proposed changes to WID

Tdoc 075 - proposed LS to SA3 (copy to SA5)

presented by Anna Zhuang, Nokia

LS in response to Tdoc 061, highlighting that UE management is considered jointly by SWG1 and SWG 2.

Minor changes made, new Tdoc 080 generated.

Tdoc 080

online change made to reference of SWG1 / MExE, new Tdoc 083 generated

Conclusion:

Tdoc T2-MExE-010061 was noted.

Tdoc T2-MExE-010075 was noted, updated in Tdoc 080 

Tdoc T2-MExE-010080 was noted, updated in Tdoc 083

Tdoc T2-MExE-010083 was agreed, to be re-submitted at the next T2 meeting plenary meeting in Edinburgh for approval.

CRs

Re-work of T2 MExE CRs from T2#13
Tdoc
Subject
SOURCE

T2-MExE-010053
T2 Secretary e-mail on generation of 23.057 v4.2.0
MCC

Tdoc 053, presented by Friedhelm Rodermund.

A copy of an email sent on the MExE reflector, to highlight the problems (T2-010405, T2-010558) encountered by T2 secretary when compiling new version of 23.057 spec.

Conclusion:

Tdoc T2-MExE-010053, was noted

Tdoc
Subject
SOURCE

T2-010405
CR86: Status of applications when valid RPK not available
MExE Group

T2-MExE-010076
Status of applications when valid RPK not available
Intel

T2-MExE-010081
Status of applications when valid RPK not available
Intel

Tdoc 405, presented by Friedhelm Rodermund.

This CR had not been implemented in the latest release of 23.057, because the CR proposes changes to a section that was deleted by another CR (T2-010382 from Pusan meeting).  CR T2-010382 has been incorporated.

The original contents of this CR should be kept, so the group proposed to make a new CR (Tdoc 076) with a new section.

Tdoc 076, presented by Ernie Woodward, Intel.

CR to re-introduce the original text from Tdoc T2-010405 into the new sections.

Minor typo change made, new Tdoc 081 generated.

Conclusion:

Tdoc T2-010405 was noted, updated in Tdoc 076

Tdoc T2-010076 was noted, updated in Tdoc 081

Tdoc T2-010081 was agreed

Tdoc
Subject
SOURCE

T2-010558
CR92: Clarification of root public keys
Motorola

T2-MExE-010077
Clarification of root public keys
Motorola

T2-MExE-010082
Clarification of root public keys
Motorola

Tdoc 558, presented by Friedhelm Rodermund.

This CR had not been implemented in the latest release of 23.057, because it introduced new text but is based on an old version of 23.057 which had different text structure the (section 8.5.4).  A new CR was generated to replace this CR.

Tdoc 077 presented by Mark Cataldo, Motorola.

Now based on new version of spec.

Minor text correction, new Tdoc 082 generated.

Conclusion:

Tdoc T2-010558 was noted, updated in Tdoc 077.

Tdoc T2-MExE-010077 was noted, updated in Tdoc 082.

Tdoc T2-MExE-010082 was agreed.

5.3 Action Items and other issues

5.3.1 Action Items

No other actions from the previous meeting.

5.3.2 Other Issues

Friedhelm Rodermund reported on some issues from the recent SA and T plenary meetings.

· UE management WID additions (T2-010602), has implications on MExE.  There should be a Feasibility study on UE management before any requirements are specified.

· T2 reported to TSG SA that the MExE SAA is not making much progress (this meeting to review the MExE SAA WID plan)

6 Incoming LS (advanced notice)

Tdoc
Subject
SOURCE

T2-010597
LS from TSG-SA5 on mobile device management.
TSG-SA5

An LS from SA5 with a proposal on WID for UE management.

This LS also affects other SWG's, and is to be taken at T2 plenary meeting in Edinburgh.  This meeting was given a preview of the LS.

SA5 WID proposal is: "T2 to lead Terminal Specifications area with assistance from T3 as needed. Additionally SA5 would like to suggest that T2 takes the lead in coordinating the relevant external fora (e.g., SDR Forum, WAP Forum, etc.). SA5 will ensure that T2 will be kept informed of any direct communication occurs with such fora by SA5 e.g. for requirement definition."

Conclusion:

Tdoc T2-010597 was noted.  To be presented at the next T2 meeting (Edinburgh).

MExE will await feedback from others in T2 before any response is sent to SA5.

7 MExE Security Analysis Activity (Tuesday 24th July, 2001)
Tdoc
Subject
SOURCE

T2-MExE-010052
Security Analysis Activity WID
TSG-T

Tdoc 052, presented by Friedhelm Rodermund.

This is the proposed WID corresponding to the SA3 LS (Tdoc 061) and is for the next T2 plenary.

The group had no issues with the proposed changes to WID, which was considered alongside Tdoc 061 and an LS response generated in Tdoc 083.

Conclusion:

Tdoc T2-MExE-010052 was noted.

Tdoc
Subject
SOURCE

T2-MExE-010074
The need for a mechanism to identify the execution domain explicitly
Vodafone

Tdoc 074, presented by Pubudu Chandrasiri, Vodafone.

A presentation to explain the need for further work in MExE on the security domain model, also proposes a solution.

overview:

A new MExE application needs to know which RPK's are on the terminal before it can download into a specific security domain.

For an application to execute in two security domains (eg operator and third party), it is required to have two RPK's.

Proposed solution - use x.509 extensions to contain information within the signed package to identify which domain the application is intended for.  Also share RPK's between domains.  

Want to allow an application to execute in the TP domain with an operator signed cert.

comments:

domains currently cannot share RPK's.  MExE requires a separate certificate if want to operate in both domains - WAP allows certificate sharing between domains.

x.509 should have information in the certificate to identify what it is meant for - it is bad to rely on the signer identity of a certificate to identify the destination security domain.

some do not think this is a problem as cannot have multiple paths through a certificate chain (see last meeting, input from Entrust)

John Wilson (Intel) - x.509 is not the only, or the most efficient, certificate format.  May propose alternatives.

see Tdoc 070 for discussion document.

Tdoc
Subject
SOURCE

T2-MExE-010070
need for a mechanism to identify the execution domain explicitly
Vodafone

Tdoc 070, presented by Pubudu Chandrasiri, Vodafone.

A discussion document supporting the previous presentation (Tdoc 074) and containing various proposals involving certificate extensions and structure.  More information is available in Tdoc T2-MExE-010034 by RSA, (Whistler MExE meeting) and Tdoc T2-010378 (Pusan T2 meeting).

comments:

Some felt that more detail is required before MExE can make an informed decision.

A solution for certificate path (chain) has already been solved in another forum - MExE could standardise on this.  Ernie Woodwood would prefer that any MExE extensions to certificates are standardised in outside fora, or to use the full certificate as part of the signed package download.

John Wilson (Intel) - if MExE requires a special form of x.509 certificates (which are expensive!), then also need to account for non-x.509 certificates.

Some felt that MExE specific requirements on other standards would reduce the appeal of third party applications.

Some felt that MExE should specify one certificate type.

This is part of the SAA, where investigation is carried out which may result in a CR to MExE (note that any R5 CR's need agreement by the November T2 meeting).

Conclusion:

more information is required before a decision can be made.

Tdoc T2-MExE-010074 was noted.

Tdoc T2-MExE-010070 was noted.

Action - raise discussion on the MExE email reflector - use keyword "Domain Authorisation" in the email subject heading to identify.

8 MExE 23.057 contributions and change requests

8.1 Security

8.1.1 CCM

Tdoc
Subject
SOURCE

T2-MExE-010050
Certificate fingerprint for CCM CRL
Telstra

T2-MExE-010051
CR23.057: Certificate fingerprint for CCM CRL
Telstra, Motorola

Tdoc 050, presented by Mark Cataldo, Motorola

Background information on a CCM fingerprint/hash problem identified by Telstra.

Tdoc identifies that certificates can be hashed in several different ways, it proposes a method for MExE to get around this and to hash over a consistent section of the certificate.  

comments:

the group agreed that this is a valid issue, but some would like further study on possible methods for a solution.

Should MExE use the same encoding rules to generate the hash (DER or BER)?

Conclusion:

Tdoc T2-MExE-010050 was noted

Tdoc 051, presented by Mark Cataldo, Motorola

A CR to implement the change identified in Tdoc 050.  This fix is the minimum required to make CCM work.

Pubudu Chandrasiri proposed to consider this further and propose an alternative mechanism (using issuer and serial number) to make it independent.

The feeling of the group was that this issue should be taken away and worked on further, with inputs to next meeting (T2 September).

Anna Zhuang commented that there should be some text to identify the difference in CCM versions.

Action  - Pubudu Chandrasiri to contact Telstra (James Manger) to discuss this issue and how to proceed.

Conclusion:

Tdoc T2-MExE-010051 was noted.

This will be re-visited, with any other alternative inputs, at the next meeting.

Tdoc
Subject
SOURCE

T2-MExE-010056
Clarifying description of CCM format
Intel

Tdoc 056, presented by Ernie Woodward, Intel.

CR for a proposed editorial change to move items and tidy up this section.  No technical changes.

No objections to the CR. 

Some changes necessary before re-submit at next the next meeting (change Cat to F, make it R4, remove double-level revision marks)

Conclusion:

Tdoc T2-MExE-010056 was noted.  Make changes and re-submit at next T2 plenary.

8.1.2 Root Public Keys

Tdoc
Subject
SOURCE

T2-MExE-010058
Trust hierarchy and administrator RPK
Intel

Tdoc 058, presented by Ernie Woodward, Intel

CR to add some introductory text to the administrator root public key section (ARPK is used for access control of third party domain, not to authenticate a CCM -CCM is a form of CRL).  This is not a technical change, but may prompt one.

comments:

Pubudu Chandrasiri - Question - if the certificate is not part of a chain then how does the MExE device authenticate a new CCM to verify that it (the CCM) is from the specified Administrator? - This may require a different CR (see section 8.7.4).

The ARPK is there to toggle other RPK's (on/off = valid/invalid) for the administrator domain.  It is a self-signed certificate.

An update to the ARPK sections is required.

Action Ernie Woodward to lead the generation of a CR to update the ARPK sections.

Conclusion:

Tdoc T2-MExE-010058 was noted.

To be re-submitted with modifications at the next meeting.

Tdoc
Subject
SOURCE

T2-MExE-010059
Read-only MExE-UISM Administrator RPK
Intel

Presented by Ernie Woodward, Intel.

A CR to remove the text which disallows the storage of the ARPK on the ME.

comments:

The original text (not to store RPK on ME) is to prevent a permanent cached copy on the ME WHEN the original ARPK is on the USIM.  

Some consider this to be an implementation issue, and that as long as the ARPK is kept in a secure area, a cached copy is acceptable.  Also there is a need to trust the MExE implementation to store the ARPK and not impose architectural constraints..

concerns - 

Pubudu Chandrasiri does not like the idea of a copy of the ARPK on the ME

Bo Johansson - MExE should be consistent regarding the storage location of ARPK.

Conclusion:

Tdoc T2-MExE-010059 was noted, to be updated and re-submitted at the next meeting.

Tdoc
Subject
SOURCE

T2-MExE-010057
Inconsistent USIM ORPK requirement
Intel

Tdoc 057, presented by Ernie Woodward, Intel

A CR to remove inconsistent text that does not allow ORPK to be stored on the ME.

Note - this refers only to the case where the ORPK is delivered on the USIM.  It does not restrict ORPK storage on the ME if it was never on the USIM.

comments:

John Wilson - this is an implementation issue, not an architectural issue (if the implementation is valid then it must always look like the ORPK is stored on the USIM).  MExE should change the text to a behavioural statement, to reflect that the ORPK should always appear to be stored on the USIM, even if it is cached in the ME (note there are performance enhancements to caching keys).

Pubudu Chandrasiri - there must be only one area where the ORPK is stored.  There can only be one valid ORPK on the device.

MExE should more accurately define the behavioural aspects of ORPK storage.

If a change to the ORPK storage requirement is made, then MExE should make similar changes for ARPK's.

Conclusion:

Tdoc T2-MExE-010057 was noted, to be updated and re-submitted at the next meeting.

Tdoc
Subject
SOURCE

T2-MExE-010063
Certificate and RPK Coupling
Intel

Tdoc 063, presented by Ernie Woodward, Intel.

A discussion to highlight a problem with RPK's and certificates and proposes aligning MExE with the methods for using self signed certificates in RFC 2459.

comments:

Pubudu Chandrasiri - note that PKCS#15 already defines how to store certificate information.

Are not just referring to storage formats here.

- Note Annex A (PKCS#15) is not referenced from the main body of 23.057.

Review Tdocs 062 and 078 - returned to this Tdoc afterwards.

Action - Ernie Woodward to convert this to a CR so MExE can see what impact it would have.

Conclusion:

Tdoc T2-MExE-010063 was noted, Ernie Woodward to produce a CR for the next meeting.

Tdoc
Subject
SOURCE

T2-MExE-010062
State of certificate
Ericsson

T2-MExE-010078
State of certificate
Ericsson

Tdoc 062, presented by Bo Johansson, Ericsson.

A discussion document proposing some state variables and assigning values to them.  Bo is looking for feedback on whether to include a description of certificate states in 23.057.

comments:

should also include definitions, and standardise on the definitions used, re-use existing external definitions where possible and make reference to their origin

'valid key' can have two meanings (a key may be cryptographically valid without being MExE enabled valid) maybe MExE should use terminology 'active/passive instead.

Romik Szczesniak - Note: a similar thing has been attempted in PKI, but did not succeed (there is no standard definition of 'PKI trust').  Note: there is a toolkit ('PKI Bench') for testing certificates.

Ernie Woodward - MExE should generalise this to public keys (not RPK's).

There was general support for this document, but the feeling was that MExE should not to go as far as it suggests.

Chairman invites proposals on new terminology that MExE can use.  To identify where in 23.057 they should be used.  A way forward could be to generate several contributions:

1 - key states/definitions - definition for valid/invalid key and how to use them.

2 - certificate states/definitions - definition of states for certificates and the use of a configuration status within a CCM.

Action - Bo Johansson to lead this with contributions from security experts in the group.

Tdoc 078, presented by Bo Johansson. Ericsson.

States to accompany Tdoc 062.

Conclusion:

Tdoc T2-MExE-010062 was noted, this to form the basis of new inputs for the next meeting.

Tdoc T2-MExE-010078 was noted.

8.1.3 CLI

Tdoc
Subject
SOURCE

T2-MExE-010054
CR Classmark 4 security
Microsoft

Tdoc 054, presented by Mike Smith, Microsoft.

An updated CR from Pusan meeting.  Addition of a classmark 4 column in the table for Untrusted Executable permissions.

Conclusion:

Tdoc T2-MExE-010054 was agreed, this is the updated version of the rolling CR for classmark 4 security.

8.1.4 Others

Tdoc
Subject
SOURCE

T2-MExE-010071
Support for PKCS#15 in the USIM
Vodafone

Tdoc 071, presented by Pubudu Chandrasiri, Vodafone.

A discussion document identifying that the MExE file structure and object format for SIM/USIM doe not match pkcs#15.  A note that MExE should inform T3 to update the SIM/USIM specification.

comments:

Romik Szczesniak - pkcs#15 is not a finished protocol (PSE - personal security environment extensions are ongoing), so MExE should not fix on the current version.

Pubudu Chandrasiri - pkcs#15 is currently widely used and MExE should use it for interoperability with WIM etc.

It was agreed that an LS to cover this should be generated.  E-approval may not be possible before the next T3 meeting, due to the summer holidays.  The proposed LS will be distributed on MExE email reflector to allow discussion before the next T2 meeting, when it will be presented for approval.

MExE Delegates should inform their own Company T3 delegate to ensure they have advanced notice that a MExE LS will soon be arriving.

Action - Pubudu Chandrasiri to generate proposed LS and CR's, to be distributed on email ready for Edinburgh meeting

Conclusion:

Tdoc T2-MExE-010071 was noted.

Tdoc
Subject
SOURCE

T2-MExE-010072
The need for a specified certificate format in MExE
Vodafone

Tdoc 072, presented by Pubudu Chandrasiri, Vodafone.

A discussion document on the choice of certificate format for MExE.

MExE does not specify a specific certificate format - already noted that x.509 is too heavy for wireless terminals.  WAP have a profile for lightweight x.509 certificates.  Propose that MExE adopts the WAPCert profile.

comments:

WAPCert is a profile of x.509 and is conformant with x.509.

John Wilson question on how light is 'lightweight'? [answer - max 2k (likely 0.5k for certificate].  Also, x.509 based certificates are not the most efficient.  SPKI are more lightweight, and also conform to the MExE specification (possibility that could produce CR for this).

Concern over the overhead and processing time required, even if it is a compact certificate.  There may be capability negotiation required if multiple certificate formats are possible.

Chairman invited CR's for the next meeting.

Conclusion:

Tdoc T2-MExE-010072 was noted.

8.2 Non security

8.2.1 CLI

Tdoc
Subject
SOURCE

T2-MExE-010055
CR Classmark 4 non-security
Microsoft

T2-MExE-010079
CR Classmark 4 non-security
Microsoft

Tdoc 055, presented by Mike Smith, Microsoft.

This CR is an update of a CR presented at the last T2 meeting.  Update to the base version number and inclusion of normative references for SOAP and CLI.

Note: Classmark 4 is based on CLI Compact Profile, with all the mandatory CLI compact profile API's.  It may also have additional, optional, API's and OEM API's.

CR is agreeable.  Some minor changes, plus change to the text to clarify "It shall be possible for applications to determine the presence of additional parts of the functionality".  Update in Tdoc 079.

MExE will inform 3GPP of new vocabulary for CLI (to avoid confusion with 'calling line identity') when classmark 4 becomes part of the MExE spec.

Note: the text for Classmark 4 is now stable and agreed.  The current status of ECMA CLI spec is stable.  Mike Smith will finish by adding the URL for the CLI reference documents before the classmark 4 rolling CR's are submitted for 3GPP R5 approval in November.

Within ECMA, CLI is in draft form until October 2001, then it will pass to the co-ordinating committee (November), then to plenary and approval at GM level (December).  This may clash with the 3GPP MExE timetable (submit R5 in November T2 plenary).  Microsoft will produce a final URL in November, for the public CLI specifications [ref 46].  This will be the final change to classmark 4.  The CLI reference documents will be openly available in November.

Conclusion:

Tdoc T2-MExE-010055 was noted, updated in Tdoc 079.

Tdoc T2-MExE-010079 was agreed internally as the rolling CLI non security CR.

Also (from the last meeting) Microsoft agreed to distribute the latest beta copies of Visual Studio.NET CD's and documentation on SOAP etc.  These were made available to delegates, extra copies can be obtained from Mike Smith, Microsoft.

8.2.2 MExE server support in the network

No contributions for this.  Chairman invited contributions for the next meeting.

8.2.3 Others

Tdoc
Subject
SOURCE

T2-MExE-010068
Update to the states in diagram D4
Vodafone

T2-MExE-010084
Update to the states in diagram D4
Vodafone

Tdoc 084, presented by Pubudu Chandrasiri, Vodafone.

note - the same document number (068) was re-issued with changes to the diagram, so a new Tdoc number was assigned (Tdoc 084).

A CR to update the MExE life cycle diagram to correct an inconsistency with the certificate chain verification diagram.

Conclusion:

Tdoc T2-MExE-010068 was withdrawn, updated in Tdoc 084

Tdoc T2-MExE-010084 was agreed.

9 Presentations

9.1 Virtual Palmtop presentation

Tdoc
Subject
SOURCE

T2-MExE-010064
Virtual PalmTop - A thin client Classmarks
Media Farm

A presentation and demonstration of the virtual palmtop proposition, by Media Farm.

The Chairman thanked Media Farm for the effort they had put into presenting the Virtual Palmtop proposal to the group.

The feeling of the group was that Virtual Palmtop is not yet ready for inclusion in R5.  MExE cannot realistically agree it as part of R5, so will delay decision and maybe re-introduce the proposal for future releases.

Comments and concerns on user private data storage location and protection.  Plus other technical issues were raised.

Media Farm would like to propose virtual palmtop as a new MExE classmark for next MExE release, or later.

Conclusion:

Tdoc T2-MExE-010064 was noted.

9.2 BREW presentation

Tdoc
Subject
SOURCE

T2-MExE-010065
Presentation on Brew
Qualcomm

Presented by Mark STASKAUSKAS, Qualcomm.

Included a demonstration of BREW enabled phones.  More information from www.qualcomm.com 

BREW = binary runtime environment.  It adds a layer between the handset software and the applications.  It is included in the chipset.  20k - 100k memory requirement for the application environment.  Develop apps for high speed data (enhanced email, entertainment downloads etc.).  Can run a JVM over BREW.  Application Execution Environment is written in C, but has similar functionality to MIDP.  BREW performs a signature check each time an app is started, and can recall an app if necessary.  The app is granted access privileges (dial / access gps etc.) at the time of signing, performs a check on API calls at runtime.

questions:

no privacy of user personal data 

probably cannot push apps to the device without user knowledge

roadmap = new communications protocols (bluetooth etc.), more Java development environment.

Qualcomm might make the spec open (will answer this later). note that the 3GPP rule is for IPR to be made available on 'reasonable and fair' terms, and that members declare any IPR that they hold.

BREW could be a new MExE classmark.  Qualcomm are looking for feedback from MExE, maybe included in R5 (if R5 ius delayed until March 2002).

Conclusion:

Tdoc T2-MExE-010065 was noted 

Questions and feedback may be sent to David (dwilliams@qualcomm.com) or Mark (mstaskau@qualcomm.com) .

9.3 TRUST presentation

Tdoc
Subject
SOURCE

T2-MExE-010066
TRUST presentation
TRUST

Presented by Christian PREHOFER, Siemens.

A presentation on secure software download for re-configurable terminals.  This was to inform MExE of TRUST mechanisms and to point out the weaknesses of the current MExE infrastructure.  Also to gauge MExE interest in a different security model. 

TRUST = Transparent Reconfigurable UbiquitouS Terminals.  It is funded by the European commission with industrial and academic partners.

The re-configurable functionality referred to is the MExE core software update (SDR).  There are new fast algorithms for the download new software and certificates.  Can work with MExE core software download (could also apply to domain security - i.e. use secret keys instead of public keys).

questions:

Creating a secret key and keeping it secret could be an issue - all terminals could be compromised if each terminal has the same key and it is broken.  But if all have different keys then there is a management problem.

Could use this instead of the MExE model for download.

Conclusion:

Tdoc T2-MExE-010066 was noted.

Inputs will be provided if it is thought necessary.

9.4 Proposal for the Promotion of MExE

Tdoc
Subject
SOURCE

T2-MExE-010067
Proposal for the Promotion of MExE
NTT DoCoMo

Presented by Nicola Sugimoto, NTT DoCoMo.

Propose a MExE user interactive website with user case studies and links to related operator/manufacturer/service provider sites.  Maintained by an independent third party (eg MExEforum.org or MMF-OpenGroup)

comments:

a MExE www site (eg MExEforum) is easier to find and navigate through than the ETSI/3GPP site.

Additional background information form Friedhelm Rofermund.  ETSI marketing department will support the promotion of 3GPP standards.  There is possible support of MExE directly from the ETSI www site.  (note that MExE promotion is an agenda item for the next ETSI board meeting - November).

Send feedback on this to Friedhelm Rodermund 

MExE group are happy for this to be forwarded to the ETSI board.

Action - Friedhelm Rodermund to track this on behalf of the MExE group (should have feedback in time for next T2 meeting).

Conclusion:

Tdoc T2-MExE-010067 was noted.

9.5 MExE Forum presentation

No presentation was made at this meeting.

Note:  Ronin Wireless are now known as ZYRAY Wireless.

10 Review of agreed output documents and action items

10.1 Output documents

Agreed.

Tdoc
Subject
SOURCE

T2-MExE-010049
Report of the MExE Athens meeting
BT

T2-MExE-010081
Status of applications when valid RPK not available
Intel

T2-MExE-010082
Clarification of root public keys
Motorola

T2-MExE-010083
LS to SA3 (copied to SA5) on MExE Security Analysis Activiity WID
Nokia

T2-MExE-010084
Update to the states in diagram D4
Vodafone

Internally agreed rolling CR's for classmark 4.

Tdoc
Subject
SOURCE

T2-MExE-010079
CR Classmark 4 non-security
Microsoft

T2-MExE-010054
CR Classmark 4 security
Microsoft

10.2 Action items

1. Pubudu Chandrasiri, to raise discussion on the MExE email reflector, regarding MExE SAA and x.509 certificate type and extensions - use keyword "Domain Authorisation" in the email subject heading to identify.

2. Pubudu Chandrasiri, to contact Telstra (James Manger) on the issue of CCM fingerprint/hash generation and discuss how to proceed.

3. Ernie Woodward, to lead the generation of a CR to update the ARPK sections.

4. Ernie Woodward, to convert Tdoc 063 into a CR so MExE can see what impact it would have.
5. Action - Bo Johansson to lead work on key and certificate states and definitions ,with contributions from security experts in the group.

6. Pubudu Chandrasiri to generate proposed LS and CR's, concerning PKCS#15 certificate file format and object structure in the SIM.USIM.  To be distributed on email ready for Edinburgh meeting

7. All, to send feedback on an ETSI promoted MExE web site to Friedhelm Rodermund 

8. Friedhelm Rodermund, to track MExE promotion within ETSI on behalf of the MExE group (should have feedback in time for next T2 meeting).

9. Friedhelm Rodermund to get ETSI (Phillip Crousan?) to send details of the MExE / J2ME interoperability event, to the MExE email reflector as they become available.

11 MExE chairman election at TSG-T2#14

Mark Cataldo announced he has withdrawn his nomination for MExE chairmanship at next meeting.  He commented that this is necessary due to other commitments.  He will help with preparation for the next meeting, but will scale down involvement after this.

The group expressed gratitude to Mark for all the effort he has put into MExE since it began.

Nominations for the post of MExE Chairman should be forwarded to the T2 Chairman (Ian Harris, Vodafone).

12 Any other business

Tdoc
Subject
SOURCE

T2-MExE-010073
ETSI MEXE J2ME Interoperability Event
T2 secretary

Tdoc 073, presented by Friedhelm Rodermund.

Notice of the forthcoming MExE J2ME interoperability event hosted by ETSI and SUN.  To be held at ETSI headquarters, Sophia Antipolis.  Information is available on ETSI www site http://www.etsi.org (search for J2ME and you'll find http://www.etsi.org/plugtests/plugtests.htm )

Provisional dates are 1st - 5th October.  Interest in this should be registered by August 6th, mailto link from the web page.

J2ME applications to be demonstrated (not MExE security mechanisms etc. at this stage).  This is a 'Plugtest' event (formerly known as a bake-off) for developers to do interoperability testing of devices and network (not for standards delegates to look and learn!).  The first meeting will be simple and objective, further ones may be more detailed and complex.

comments:

There will be an attendance fee (unknown at present)

MExE needs more strictly defined scope of what interoperability tests refer to.

note: MExE can also submit ideas for other events.

Action - Friedhelm Rodermund to get ETSI (Phillip Crousan?) to send details of the event to the MExE email reflector as they become available.

Conclusion:

Tdoc T2-MExE-010073 was noted.

The MExE group has interest in the event, but requires more information.  A detailed agenda to be made available.

12.1 T1 Application Testing

Tdoc
Subject
SOURCE

T1-010229
“Application Enablers” for external application testing
TSG T1

Tdoc T1-010229, presented by John Fenn, Samsung.

Discussion document from T1 on testing of application enablers instead of testing individual applications.  Information given about the T1 kick-off meeting for application enabler testing (Wednesday 31st July, Munch).

MExE issues for the adhoc to assess:

1 - should this be an exclusive T1 activity?

2 - T1 WID to be produced

3- T1 TOR to be produced

This is for information only, MExE should wait and see the outcome of the meeting before deciding what action to take.  Delegates were encouraged to attend the adhoc.

Conclusion:

Tdoc T1-010229 was noted.

12.2 Progress on MExE WID's

3GPP work plan, presented by FR.

MExE Security Analysis Activity - report that only 5% is completed (i.e. the template to the technical report).  The SAA is unlikely to be completed or make any significant progress, by the end of the year.  Intel have an interest in the SAA and may provide resources for it.  Target finish date was extended to mid 2002.

note: SAA has no impact on the completion of R5.

Conclusion:

R5 Improvements and Investigations - upgrade to 80%.

13 Future meetings

Meeting in October may be hosted by Intel in Portland USA, or at ETSI HQ, France.

Meeting
Date
Location
Host

MExE
August 2001
No meeting planned

T2#14
3-7 Sep 2001
Edinburgh, UK
BT, One2One, Vodafone, Hutchison 3G

MExE
October 23-25 2001
maybe USA otherwise ETSI

T2#15
26-30 Nov 2001
Cancun, Mexico
American friends of 3GPP

Surf to the 3GPP on-line meeting calendar (http://www.3gpp.org) for latest meeting and registration details.

14 Thanking the hosts

University of Athens were thanked for their excellent facilities and hospitality.
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