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1. Introduction

The Public Key Certificate Standard number 15 [1] (PKCS#15) specifies a file and directory format for storing security related information on cryptographic tokens. Also PKCS#15 supports the storage of human readable information that could be displayed to the user.

2. PKCS#15 support in SIM and USIM

The current MExE specification (in Annex A) assumes a PKCS#15 file structure and object format when storing and referencing MExE certificates in the SIM and USIM.  However it has been noted that MExE file and object format as specified in current SIM and USIM specifications is not based on PKCS#15. The MExE group should inform 3GPP TSG T3 regarding this matter and should make a request to update the SIM and USIM specifications to reflect the PKCS#15 usage within MExE.

Failure to do this will result in interoperability problems between the USIM and MExE terminals. This will in turn delay the availability of MExE terminals with support for signed content.

3. Support for Certificate storage in the WIM

The Wireless Identity Module (WIM) [2] specification also makes extensive use of PKCS#15 and manufacturers and operators have already invested heavily in this work. Since MExE uses PKCS#15, it would be a useful feature in MExE to have optional support for certificate storage on the WIM. This would also mean that software developed to operate with the WIM could be reused within MExE to access/manage cryptographic credentials on the WIM.

4. References

1. http://www.rsasecurity.com/rsalabs/pkcs/pkcs-15/
2. http://www1.wapforum.org/tech/documents/WAP-198-WIM-20000218-a.pdf
Note: A newer version of the WIM specification should be available shortly 
