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8
Security

8.1
Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is:

· a framework of permissions which defines the permissions transferred MExE executables have within the MExE MS;

· the secure storage of these permissions (and permission type as defined in subclause 8.3 "User permission types");

· conditions within the execution environment that ensure that MExE executables can only perform actions for which they have permission.

The MExE permissions framework is defined in 3GPP TS 22.057 and is as follows (there is no implied hierarchy):

· MExE Security Operator Domain (MExE executables authorised by the HPLMN operator);

· MExE Security Manufacturer Domain (MExE executables authorised by the terminal manufacturer);

· MExE Security Third Party Domain (trusted MExE executables authorised by trusted third parties);

· MExE Untrusted. Untrusted MExE executables are not permitted to execute in a security domain (i.e. Operator domain, Manufacturer domain or Third Party domain) and execute in the Untrusted area, and have very reduced privileges as described in subclause 8.2.1 "MExE executable permissions for operator, manufacturer and third party security domains" for Classmark 1, Classmark 2 and Classmark 4, and in subclause 8.2.2. "MExE executable permissions for untrusted MExE executables" for Classmark 3.

MExE device shall support either all three security domains or no domains. If the security domains are not supported, then all applications shall be untrusted. The MExE device shall not support any subset of the three security domains.  Support of the MExE Untrusted Domain is mandatory.
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