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4.7
Provisioning and Management of Services

.The MExE UE shall be capable of supporting services in a standard (WAP or Java) execution environment independently of the MExE UE manufacturer.  Service provisioning provides a standardised method for a MExE UE to discover and install services. It includes download and installation of the service's client application. Once discovered and delivered, services are managed by the user. Management of services provides the user with the capability to:

· 
· control the transfer of services;

· install and configure services ;

· control the execution of services;

· terminate or suspend executing services;
· delete services

on his MExE UE.

4.7.1  Service Discovery
A MExE user is able to request (or be informed about) the range of MExE services available from the MExE server to which it is connected. To be able to interactively discover the services via standard mechanisms such as WSP or HTTP, a MExE device should feature a browser which is a common tool for service discovery.The request, and transfer of, information on MExE services from the MExE server is supported by the use of the capability negotiation mechanism. 
All services available in the network continue to be available to the user, in addition to MExE services.

An example of an alternative means of receiving information on MExE services, is the use of an application on the MExE MS which the user interrogates to provide services information (from various sources), and which in turn then obtains such information and presents it to the user. Such an example is not subject to standardisation.
4.7.2 Service Transfer

The standardisation of the transferral of MExE services to a MExE UE is outside the scope of this specification.

4.7.3
Service Installation and Configuration

Installation of a service may result in changes to the MExE UE user interface using icons, browsers or menus as applicable depending on the capability of the MExE UE to support them. The name of the installed service may be contained in the package in which it was received (i.e. a JAR file or script), assigned by the user during configuration, or some other means.  After installation, the service may be configured. Configuration of the service includes setting the user permissions that apply to the service (E.g. blanket permission for call origination). Configuration may be performed automatically based on the user profile.


The user controls whether a service transferred to the MExE UE is automatically configured and installed in the MS. If automatic configuration and/or installation is enabled, the user is notified once it is completed. In the event that there is no authorisation for the automatic installation and/or configuration of a transferred service, the user is notified.
Subsequent user modification of a service’s configuration (e.g. by modification of user profile settings) shall take effect at the earliest possible opportunity thereafter.

4.7.4
Service Management

The MExE UE shall support the ability to determine which services are transferred to, resident, installed or executing on the UE. The information relating to the services includes (as a minimum) the name and version.

The user controls which services are permitted or denied to be transferred, resident, installed, configured or executing on the MExE UE via the user profile, eg. AcceptDownloadableSoftware. The user profile permits characteristics such as security level, identification of specific services etc. to manage services on the MExE UE.

4.7.5
Service Termination

A service may terminate by itself, or be terminated by the provider of the service or by the user. The user is in charge of the service, except when the service provider may appropriately control the service as part of user support.

The mechanism for terminating a service is out of scope of standardisation and shall be provided on a service by service basis by the provider of the service.

4.7.6
Service Deletion

A service may be deleted (i.e. removed) from the MExE UE with the authorisation of the user. The deletion may be initiated by the authoriser of the service or by the user.
6.2 Classmark 3 MExE devices

MExE Classmark 3 devices are based on the J2ME Connected Limited Device Configuration (CLDC) with the Mobile Information Device Profile (MIDP).

All APIs defined by CLDC and MIDP shall be supported by a MExE classmark 3 device.

6.2.1
High level architecture






Figure 5. Functional architecture of a Classmark 3 MExE device

The functional architecture of a Classmark 3 MExE device is shown in Figure 5. The MExE API is based on the combination of CLDC APIs and MIDP APIs. OEM specific APIs are outside the scope of MExE specification. CLDC and MIDP APIs are defined in Java 2ME specified by Sun Microsystems [34,35].

6.2.2
High level functionality

Java 2ME CLDC and MIDP addresses  a large market of resource-constrained devices and is aimed to provide complete end-to-end solution for creating dynamically extensible networked products and applications. It allows the use of Java programming language as the standard platform for secure delivery of dynamic content for the extensible next-generation devices.

In order to fit into various types of the devices and support extensibility, Java2ME defines in Configuration a minimum platform with a vitrual machine features and minimum libraries which are available on all devices of similar class. In a Profile Java2ME addresses the specific demand of a certain category of the devices allowing additional APIs. Profile is implemented on top of configuration (see Figure 5). Classmark 3 MExE device shall be based on the following types of configuration and profile: Connected Limited Device Configuration (CLDC) and Mobile Information Device Profile (MIDP).

6.2.2.1
Connected Limited Device Configuration (CLDC) 

Classmark 3 devices shall support CLDC specification [34]. 

CLDC provides only high level libraries without focus on any specific device categories. Defining "the lowest common denominator" of Java technology all features included in CLDC must be generally applicable to a wide variety of the devices. CLDC does not address to a certain device category. Such features are specified in a profile. CLDC does not define any optional features.

The classes provided by CLDC are either subset of Java 2SE (Standard Edition) classes or CLDC specific classes which can be mapped onto Java 2SE.  Classes belonging to the packages: Java.io, Java.lang,  Java.util are a subset of corresponding Java2SE libraries, while classes specified in Javax.microedition.io are specific CLDC classes, which, however, can be mapped onto Java2SE. 

Javax.microedition.io provides generic connection framework for supporting input/output and networking in a generalized and extensible manner. The framework is a functional subset of Java2SE classes which can be mapped to common low-level hardware or to any Java2SE implementation. It does not provide a set of different kinds of abstractions for different forms of communications, but rather a set of related abstractions are used at the application programming level. 

The framework  uses a hierarchy of Connection interfaces that group together classes of protocols with the same semantics. The actual supported protocols or implementation of the specific protocols is outside the scope of CLDC Generic Connection Framework and is maintained at the profile level.

The basic set of available Connection interfaces is the following:

- Connection

- ContentConnection 

- Datagram 

- DatagramConnection 

- InputConnection 

- OutputConnection 

- StreamConnection 

   - StreamConnectionNotifier

6.2.2.2
Mobile Information Device Profile (MIDP)

Java MExE device shall support MIDP specification [35]. MIDP is based on CLDC. Some of the features of CLDC are modified or extended by MIDP [35].

6.2.2.2.1
Networking

While CLDC specifies only a generic Connector used for all types of connections, MIDP extends connectivity support by providing support of the subset of the HTTP protocol. HttpConnection API provides the additional functionality to set request header, parse response headers and perform HTTP specific functions. The API must support RFC2396 (URI) and RFC2116 (HTTP1.1).

The MIDP does not provide support for Datagrams. If a Datagram API is to be implemented, the DatagramConnection interface defined in CLDC shall be used.

6.2.2.2.2
MID Applications (MIDlet) 

A MIDP application (or MIDlet) uses the APIs defined by the MIDP and CLDC specifications. One or more MIDlets may be packed in one JAR file. Sharing of data between MIDlets is controlled by the individual APIs (e.g. Record Management System API).

Application Management Software provides an environment in which a MIDlet is installed, started, stopped and uninstalled. Each JAR file can be accompanied by an Application Descriptor (a text file consisting of name/value pairs), which is used to manage MIDlet and is used by MIDlet for configuration specific attributes. With the help of descriptor file, verification prior to software download is done to ensure that the MIDlet is suited to the device: Java Application Manager checks if the application already exists on the device, verifies the version number (whether an update is needed or not) and reading the JAR-file-size information ensures that there is sufficient amount of memory on the device to save the file. The minimum attributes which the Application Descriptor must contain are the following:

· MIDlet-Name

· MIDlet-Version

· MIDlet-Vendor

· MIDlet-Jar-URL

· MIDlet-Jar-Size

Mandatory and optional attributes are defined in [35]. If the mandatory attributes are not identical in the descriptor file and in the manifest file, the JAR file shall not be installed.

6.2.2.2.3
MIDlet Suites

MIDlets may be packaged together in a single JAR file, forming a MIDlet suite. MIDlets in a MIDlet suite share the classes in the JAR file and the persistent storage is the MIDP Record Management System.

MIDlets in a MIDlet suite may be discovered, transferred, installed and deleted together as a packaged set of MIDlets.  The deletion of a MIDlet in a MIDlet suite may result in the deletion of the entire MIDlet suite, in which case the user shall be notified of the deletion of the MIDlet suite.

6.2.2.2.4
Record Storage

The MIDP provides a mechanism for MIDlets to persistently store data and later retrieve it. The persistent storage mechanism is called Record Management System. Record stores are created in platform-dependent locations and are not exposed to MIDlets. The record store maintains a version number, which is incremented each time the content of the record store is modified.A record store is shared between all MIDlets in a MIDlet suite.

6.2.2.3
Required and optional MExE APIs

Support of any other Java APIs besides CLDC and MIDP is not mandated in a Classmark 3 MExE device. A Classmark 3 MExE device may optionally support any other Java APIs which comply with the MExE security requirements.

6.2.3
Service Discovery and Management
A browser installed on a MExE device should support MIME type text/vnd.sun.j2me.app-descriptor. This support allows the user to browse and discover a Java application which can then be downloaded. Capability negotiation information in the request header can determine which application to present.  MIDlets and MIDlet suites should be indicated to the user, and if the terminal has a display, may be presented as an icon and a tag or as a textual tag only.
A JAD file can be downloaded and used to determine if the MIDlet is deemed suitable for download and installation. If it is suitable, the JAR file can be downloaded and installed. If not, the MExE UE should be able to prompt the user so that the user might choose to take such actions such as deletion of some existing applications if there is not enough space to install the new application. If the application chosen to be installed already exists on the device, the user should be notified so that he could take further actions either to download the chosen version or to retain the existing one. 
The user should be able either to launch the MIDlet immediately or later.
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