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Abstract

On March 21 2000, the FCC released a Notice of Inquiry (NOI) to solicit industry comment on various issues relating to Software Defined Radio (SDR). On 3-4 May 2000, members of the SDR Forum (SDRF) met to draft specific responses to questions posed in the NOI. Included in the questions were various issues relating to downloading of applications and pertinent security issues. This paper takes a broad view of the latter issues, explores several current enabling technologies, and relates the resultant findings to the pertinent NOI questions. As a conclusion, a majority of the outstanding issues can be addressed with current technology, especially that currently used in Electronic Commerce. Other relevant technologies include those proposed by the Wireless Application Protocol (WAP) Forum and the Mobile Execution Environment (MExE) working group. Unaddressed issues and directions for their resolution are discussed. Finally, the findings discussed herein are related to specific relevant questions of the NOI.

Executive Summary

Key enabling technologies or concepts include the following:

· Framework for Application Download: developed jointly by SDRF and MExE; includes facilities for an Application Programming Interface (API, for downloaded applications) and a Virtual Machine Interface (VMI, to the SDR’s underlying hardware and software resources)

· Reference Download Scenario: serves as a model for downloading, installing and executing new SDR-hosted applications, with attendant security provisions 

· Public Key Infrastructure (PKI): implements security provisions essential to electronic commerce (EC). PKI is becoming a standard for EC over wired networks, and should be applicable to wireless-oriented EC as well

· Extended Wireless Security Framework: the adoption of PKI techniques by the global SDR community

These concepts and their application to SDR are discussed in the following sections. In addition, technology “gaps” that need to be resolved (chiefly issues regarding tamper-proof storage of private keys in an SDR device) are discussed. 

For convenience, following is a table listing security-related questions posed in the NOI, with the relevant technologies presented in this paper.

	NOI Question
	Relevant Technology

	What are the various means that may be used to download new software? To what extent will the software interfaces be standardized?
	A key means is expected to be over-the-air download. SDRF and MExE have collaborated to develop an enabling framework and reference protocol described herein.

	Should we require anti-tampering or other security features?
	The Public Key Infrastructure (PKI) provides most requisite security features. Outstanding issue regards how to host private keys in a mobile terminal, beyond Smart Cards.

	Do we need to adopt additional requirements for SDRs to ensure the privacy of users’ communications?
	As regards E-commerce over SDRs, the PKI offers the needed privacy and security

	What type of authentication system should be used? Should there be one system or alternative systems?
	Authentication per the PKI and proposed representative download protocol described herein

	In the case of transmitters subject to verification, how should authentication of software be handled?
	Same as above


The following sections discuss the key enabling technologies in greater detail.

SDRF / MExE Application Download Framework

The SDRF and MExE have collaborated to develop a preferred scenario for downloading applications to a mobile SDR device [1]. The term “application” may be applied broadly, for example, to electronic commerce (EC), security/encryption, or even to revisions or extensions of the SDR’s capability. 

This scenario is shown in Figure 1. The new application is delivered over the network (and air interface) to the mobile station, and is temporarily deposited in a software repository (the relevant protocols will be shown below). A flexible SDR framework, shown within the crosshatching, is designed into the mobile station’s operating system. 

A standardized header is first processed to provide security capability and regulatory information. Application capabilities can be categorized as open-standard, manufacturer-specific, or proprietary, and include the installation procedure. Regulatory information includes the source of the application and definition of any additional certification needed. From the above, installation can proceed based on standard application program interfaces (APIs) and a virtual machine interface (VMI). The VMI is defined by the terminal manufacturer, and is essentially a software programmer’s interface to the available hardware resources. Concepts of certification will be presented below.

Underlying this high-level concept is a detailed download protocol. SDRF has created a reference download protocol to serve as a springboard for further development.

SDRF Reference Download Protocol
The SDRF reference download protocol [2] is shown in Figure 2. The key functions or stages of the protocol are shown in the boxes to the left, and detailed transactions are shown for each key function. Also shown are the roles of the Download Process Management (in the receiving station), the Authentication function / party, and the network. Assuming that the user operates a mobile station (terminal), key functions and transactions include:

Initiation: the network defines available security services, the mobile station requests a specific service, and the network identifies itself for authentication purposes

Mutual authentication: the mobile station requests authentication (by a trusted third party, TTP, or other authentication provider as described below). Authentication validation is sent to mobile station. The mobile station then sends its authentication information to the network.

Capability exchange: the network requests and receives capability description from the mobile. The network selects the appropriate software, and specifies to the mobile terminal the necessary quality of service (QOS, e.g., bit error rate) required to deliver the chosen software.

Download acceptance: the network specifies (and mobile terminal accepts) the scenario for downloading new application software

Download software: the new software is delivered to mobile terminal, possibly in segments / packets etc. The mobile terminal performs testing to ensure correct delivery and reports results to the network. The mobile terminal requests and receives another level of authentication. 

Installation: the mobile terminal installs the new software and confirms with the network (the installed software needs additional components to be provided to effect end functionality). Billing negotiations are transacted. The mobile terminal sends a key to the authentication function, and receives additional software necessary to effect the end functionality. Additional software is installed.

In-situ test: full software functionality is tested and confirmed on the receiving station.
Public Key Infrastructure (PKI)

Public-key technology is uniquely qualified to meet the security requirements necessary for electronic business, and thus has become the preferred means for providing these capabilities [3, 4]. The key benefits of a PKI are summarized in Figure 3. The benefits of public-key cryptography related to secure transactions are that it provides for encryption to keep information confidential, and through digital signatures it provides for authentication, data integrity, and nonrepudiation. These techniques are combined to effectively "sign and seal" any electronic transaction, and the signing can be done in such a way that the user who signed the information cannot later successfully deny signing that information. 

The use of public-key cryptography leads to a requirement for a public-key infrastructure (PKI), which is a comprehensive system that provides the public-key-based encryption and digital signature services on behalf of applications. A major benefit of the PKI is that it enables the use of encryption and digital signature services in a consistent manner across a wide variety of applications. 

Certificates are issued to end users, so no password information travels over the communications link or network; in its place is the user's certificate. End-to-end protection (i.e., encryption) can be applied to the actual transactions. 

The elements of a public-key infrastructure are summarized in Figure 4. The PKI is used to manage keys and certificates on behalf of users and applications. An important requirement of the PKI is to do this in a way that is transparent to end users. In addition to user transparency, the following are the required elements for a usable PKI: 

•     A Certification Authority (CA) 

•     A certificate repository 

•     A certificate revocation system 

•     Key backup and recovery 

•     Support for nonrepudiation of digital signatures 

•     Automatic update of key pairs and certificates 

•     Management of key histories 

•     Support for cross-certification 

•     Open standards and support for legacy applications 

All users of a PKI have a registered identity that the user community believes to be valid and trustworthy, and these identities are stored in a format known as a public-key certificate. Certification authorities (CAs) represent the people, processes, and tools involved in securely issuing these certificates. The certificates have a digital signature of the issuing CA, and as such are inherently secure and can be conveniently distributed in a public manner. The user's secret key that corresponds to the public key in the certificate must be protected at the end-user terminal. Current technology for mobile terminals is limited to tamper-proof smart cards; this limitation is further explored below, in “Issues for Resolution.”

Certificates are typically stored in a directory system, and typically have a lifetime of one or two years. To maintain trust in the certificate, an application needs to verify it every time it is used to determine if the certificate has been revoked prior to the end of its validity period.

The certificate revocation checking system is a vital part of a PKI, since the smart card or other container hosting the key may be inadvertently destroyed. A backup and recovery system must be in place to restore the current and all past private keys associated with that user. The most basic requirement for nonrepudiation is that the key used to create digital signatures—the signing key—be generated and securely stored at all times. 

Over time, users will have numerous key pairs that must be managed, since cryptographic keys should not be used forever. The keys must be updated over time, and the history of all keys previously used must be maintained. (For example, users will need to decrypt information many years from now, and verify a digital signature on a contract many years into the future.) The process of updating key pairs should be transparent to users and done automatically before the keys expire. Also, when a signing key pair is updated, the previous signing key must be securely destroyed. This prevents anyone else from gaining access to the signing key and is acceptable because there is no need to retain previous signing keys. 

Applications need a standard set of protocols to connect to the PKI, and the basic set has been issued by the Internet Engineering Task Force (IETF), known as the Public-Key Infrastructure X.509-based set (PKIX). Legacy applications connect via standard application programming interfaces (APIs) to client-side PKI software that provides security features on behalf of these applications so that they can connect to the PKI.

Cross-certification is an important PKI construct that extends third-party trust relationships between CA domains. For example, two trading partners may want to trust certificates issued by the other partner's CA. 

Extended Security Framework

In the case of global personal communications, an extended security framework such as that shown in Figure 5 is needed. Clearly, the organization and cooperation of many parties is needed, ultimately across many organizations on a worldwide basis. The various parties shown and their interrelationships include:

· International certification agency: party with global jurisdiction over certificate issuance

· Administrator: party with global jurisdiction over security process

· Security entities: various parties that must supply electronic certificates of validation (TTP = trusted third party, root implies the topmost of a hierarchy of parties)

· National authorities: parties with national jurisdiction over certificate issuance

· Regulators: parties having national responsibility for telecommunication policy and enforcement, e.g., the FCC in US

· Test houses: test and certify that telecommunications products adhere to national regulations

Complete cross-certification requires PKI networking so that the certificates and certificate revocation information are shared across the CA domains.
Issues for Resolution

The SDRF believes that the above technologies will substantially address the application download and security-related issues of SDRs. One outstanding issue, however, regards hosting security keys in a mobile terminal. As mentioned, current technology involves tamper-proof Smart Cards (i.e., SIM cards). While already deployed in Europe, it is uncertain whether such cards will become viable in other regions, such as North America. Accordingly, there is a need to investigate technology to enable hosting tamper-proof keys in the circuitry of a mobile phone. Related issues of somewhat lesser significance include:

· Limiting the processing time and power required for security functions. This is especially important in the mobile terminal and for public-key processing.

· Limiting the number of keys required to be stored in the mobile terminal to a practical number
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