Error! No text of specified style in document.
7
Error! No text of specified style in document.

3GPP TSG T WG2, SWG1 (MExE)
Tdoc T2X99109
New bury, England

11-13 August, 1999



CHANGE REQUEST No :

Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.



Technical Specification GSM
23.057
Version:
1.2.0




Submitted to SMG

for approval
X
without presentation ("non-strategic")



list SMG plenary meeting no. here (
for information

with presentation ("strategic")
X



PT SMG CR cover form is available from: http://docbox.etsi.org/tech-org/smg/Document/smg/tools/CR_form/crf28_1.zip

Proposed change affects:
SIM

ME
X
Network


(at least one should be marked with an X)

Work item:


Source:
Vodafone
Date: 
3/08/99

Subject:
Support of SIM certificate by MExE terminal

Category: 
F
Correction

Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(one category 
B
Addition of feature
X

Release 97


and one release 
C
Functional modification of feature


Release 98


only shall be 
D
Editorial modification


Release 99
X

marked with an X)






Reason for 
change:

Small editorial change to 8.3

The MExE specification currently states the possibility of certificates on the SIM, but not requirements on how they are managed.  In addition, issues about the treatment of operator applications on the terminal when the SIM of that operator is removed from the terminal have to be resolved (issue raised at Tampere meeting, 15-16/7/99).  The principles behind the resolution of this issue are given in doc 110.

Clauses affected:
8.3; new sections, 8.5.1.1 and 8.5.1.2; new section 8.6.1




Other specs
Other releases of same spec

(  List of CRs:


affected:
Other core specifications

(  List of CRs:



MS test specifications / TBRs

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:


Other 
comments:


References, 11.11

8.3

User permission types

The term “user permission” is defined to mean that the user can give permission for a specific action in one of the ways defined in Table 4.  Support of blanket permission and single action permission is mandatory, but support of session permission is optional.

All prompts for user permission as described in table 4 must display the alias name for the signer of the corresponding MExE executable.

The user shall be prompted for user permission relating to each action group listed in the table 3. If a prompt for permission relates to more than one action, e.g. networking and user data, then it shall list the individual action group permissions which will be granted. This condition applies to any prompts relating to user permissions in table 4.

Note that blanket permission and session permission cannot be used for uninstalled MExE executables e.g. applets, WMLS.

8.5
Root Public keys

8.5.1
Operator root public key

The MS shall support secure storage (in ME or SIM)  for at least one certificate containing an operator root public key. The certificate contains a root public key generated either by the operator, or by a CA trusted by the operator. The ME shall get the operator root public key from the secure area every time it needs to verify a signature, rather than cache the root public key for use in subsequent verifications.

If the MS does not contain a valid operator root public key, then the certificate chain to MExE executable previously executing in the Operator Domain will be invalid, and they will be excluded from the operator domain.

The user shall not be able to add or delete any type of operator public key (root or contained in a certificate).

Optionally, the operator may install a corresponding disaster-recovery root public key stored in the MS, enabling the operator to use a secure mechanism (involving the disaster-recovery key) to replace the certificate containing the standard operator root public key. It shall not be possible to use the disaster recovery operator root public key to replace the standard operator root public key unless both public keys are from the same operator.

There shall be no more than one valid operator root public key on the MS (excluding the disaster recovery root public key).

An application signed by an operator shall not be able to execute in the Operator Domain unless the root public key of that operator is installed in the MS (either ME or SIM) and is marked as trusted.
8.5.1.1
ME actions on SIM insertion and/or power up.
The requirements in this sub-clause ensure that the operator domain on the ME belongs to the same operator as the operator that issued the SIM inserted in the ME and that trusted operator applications on the terminal were not verified using an operator root public key different to any operator root public key on the SIM.

The ME shall support the use and management of an Operator root public key (ORPK) on the SIM.

Editor’s note: This line not to apply to release 98 spec
On power-up of the terminal when a SIM is not present, trusted operator applications shall continue to operate in the operator domain.

On power-up of the terminal with a SIM present or on insertion of a SIM into a powered-up terminal, the terminal shall operate as dictated by the following normative pseudo-code:

IF there is an operator root key on the SIM

/* as indicated in the SIM service table (SST) */

THEN {


The terminal shall store the identity of the ORPK


/* “identity” here must be defined */


AND

All operator root keys on the terminal are invalid

/*
“All” means all, even ORPK’s issued by the same operator 

as the operator that issued the SIM 



*/


AND


The operator root key on the SIM is valid


AND


FOR ALL Terminal op apps {



IF id SIM ORPK == { id ORPK used to verify terminal op app

OR id ORPK used to verify certi chains used to verify terminal op app

}


THEN




Terminal op app is or remains valid


ELSE




Terminal op apps are or remain invalid


)

}

ELSE {
/* there is no operator root public key on the SIM

*/


/* Release 98 collapses into this situation by definition
*/


IF there is an operator root key on the terminal


THEN {



IF the id Op SIM = id Op terminal ORPK



/* id Op SIM is given by the MCC+MNC of the IMSI on the SIM */


THEN




Terminal ORPK is or remains as valid



ELSE




Terminal ORPK is or remains as invalid


}


ELSE



/* no ORPK on the terminal or SIM */



/* there can’t be any applications on the MS anyway */

}


Editor’s note: On DCS1900 the MCC+MNC is 6 digits, but elsewhere it is 5 digits.  The ME needs to know how many digits to use.  This problem may have been solved already.
The terminal shall only read a SIM ORPK from the SIM when required and shall not store a SIM ORPK on the terminal.





8.5.1.2
ME actions on removal of the SIM

Removal of the SIM shall not cause the status (i.e. valid or invalid) of any operator root public key on the terminal to change.  
If a SIM  is removed from the ME (without another SIM being inserted), operator applications shall continue to execute in the operator domain .












8.5.3
Third party root public key

The ME shall support secure storage for at least one certificate containg a third party root public key. The ME shall support the use and management of Third Party root public keys on the SIM.  The ME may contain root public key (s) generated by CA(s) implicitly trusted by the user. The user will be able to securely install (using a secure transport) or remove root public keys at any time using a system administrative tool. 

The Manufacturer, Operator and Administrator may at their discretion, securely install certificates containing Third Party root public key(s) on behalf of the user, e.g. at the time of manufacture by the Manufacturer.  See section 8.14 for details of Administrator control of Third Party certificate download.

If a Third Party public key is deleted or becomes invalid, then the certificate chain to MExE executables previously executing in the Third Party Domain certified by that public key will become "untrusted".

There may be any number of Third Party root public keys on the MS.

The third party domain administrator (user or other body) shall be able to enable and disable Third Party root public keys.  The process of adding/removing public keys and enabling/disabling public key are independent.

All third party certificates shall be subject to restrictions imposed by valid certificate configuration messages.
See clause 8.8 for the management of Third Party root public keys on the SIM.
8.5.4
Administrator root public key

The ME shall support secure storage for a certificate containing an administrator root public key. The ME shall support the use and management of an Adminstrator root public key on the SIM. Only one administrator root public key shall be valid on the MExE MS.

The MExE MS shall support the administrator designation mechanism and the secure downloading of CCMs explained in section 8.8.

The user shall not be able to delete an administrator root public key or certificate.

The system shall support a mechanism (as part of a provisioned functionality and/or inherently part of the MExE implementation) allowing the owner of the MExE MS to manage the administrator root public key (including the download of a new administrator root public key) as defined in Section 8.9.4. This mechanism shall be secure so that only the owner can use this functionality.

The administrator root public key can be downloaded to the MExE MS as described in section 8.10.4.
The terminal shall only read a SIM Administrator root public key from the SIM when required and shall not store the SIM Administrator root public key on the terminal.
See clause 8.8 for the management of Administrator root public keys on the SIM.
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